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Executive
Summary

The North Korean threat to the crypto
ecosystem is the highest form of
immediate risk to the crypto-economy
driven by a regime that seeks to profit
from its misuse to reinforce its regime
and fuel all its programs — without
concern for the integrity, security, or
stability of the evolving crypto economy
and technologies.

Policymakers, regulators, and
enforcement agencies are focused on
North Korea’s pivot to crypto — which
represents a dangerous convergence
of national security, cyber, and financial
integrity risks. This comes at a time

of heightened regulatory scrutiny over
the sector and ongoing global debates
on the treatment of cryptocurrencies,
blockchain technologies, and DeFi.

The North Korean threat presents itself
at a time when risk management of
the crypto ecosystem must mature

on all fronts, including tackling the
highest risks. There needs to be a
commitment by all stakeholders to
more careful risk management and

to distinguish where risks lie. This

is critical as regulators consider

how to regulate the sector in all its
forms — and as crypto stakeholders
decide how, where, and with whom
they will operate. There should be a
sober recognition that this technology
presents enormous opportunities for
financial and commercial innovation,
but it will be exploited by bad actors
- including those threatening the
integrity, security, and sustainability of
the system.

Herein lies the challenge and
opportunity for the crypto ecosystem.
A rogue and dangerous nation state
has made it a business and security
imperative to exploit and corrupt

the emerging crypto economy

and technologies — with real world
consequences as North Korea resumes
missile tests and rattles its nuclear
saber. This challenge requires those
who care about the legitimacy, growth,
and promise of the crypto economy
and related innovations to target North
Korea as a preeminent risk.
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Introduction

North Korea (the Democratic People’s
Republic of Korea “DPRK”) presents a
fundamental and growing international
security challenge — and now represents
the most serious nation-state risk to

the crypto ecosystem. Over the last

two decades, the regime in Pyongyang
has expanded its nuclear and ballistic
missile programs; threatened South
Korea (including the sinking of a South
Korean naval vessel), its neighbors, the
United States, and political opponents;
and accelerated its cyber capabilities and
attacks against government agencies,
banks, and the private sector.

Kim Jong-un, the latest in the dynastic
leadership of North Korea’s totalitarian
regime, has been explicit about the use of
cyber capabilities in the country’s arsenal:
“Cyber warfare, along with nuclear weapons
and missiles, is an ‘all-purpose sword’

that guarantees our military’s capability to
strike relentlessly.”’ These capabilities have
expanded over time, coupled with an ability
to access and subvert international systems
for the regime’s advantage.

To fund their ambitions and ensure regime
survival, North Korea has operated as a

mafia state — leveraging criminal enterprises,
rogue networks, and illicit financing to

raise funds and evade scrutiny beyond

its borders. In the face of two decades

of sanctions and pressure, the regime in
Pyongyang has adapted — finding novel
ways to access, raise, and move money into
the regime’s coffers surreptitiously.

With the advent of the crypto economy,
the North Korean regime has taken full
advantage of its ability to engage in cyber
heists and obtain cryptocurrencies as a
means of accessing capital. This has been
both a means of funding the regime and
an asymmetric posture to attack enemy
systems. Exploiting the crypto ecosystem
has now become a consistent source

of revenue for the regime as well as being
another weapon to be wielded against

its enemies.

The North Korea threat to the crypto
ecosystem is the highest form of immediate
risk to the crypto-economy driven by

a regime that seeks to profit from its

misuse to reinforce its regime and fuel all

its programs — without concern for the
integrity, security, or stability of the evolving
crypto economy and technologies.
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The fundamental challenge of DPRK misuse
of crypto presents an important moment
for maturing the management of risk in
the crypto economy. Broadly speaking,
we have now crossed the Rubicon

of legitimacy for the crypto sector,

with cryptocurrencies and underlying
technologies gaining acceptance and
adoption as a new asset class; the
potential for alternative payment, trading,
and commercial systems; and serving as
fonts of creativity, innovation, and financial
freedom and inclusion. Even in the face

of market headwinds and a crypto winter,
there is no going back to a world where a
crypto economy doesn’t exist.
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In that vein, there needs to be a commitment
by all stakeholders to maturing risk
management in this domain. It is clear that
not all cryptocurrencies or stablecoins are
the same, not all VASPs operate equally,

not all jurisdictions regulate harmoniously,
and not all technologies present the same
challenges. This means that there needs

to be more careful risk management in the
crypto domain to distinguish where risks lie.

This is critical as regulators consider how

to regulate the sector in all its forms and
developments — and it is equally important as
crypto stakeholders decide how, where, and
with whom they will operate. Consideration

of risk should affect the design of new
technologies, the application of controls, and
the adaptation of regulations and principles
of good governance to technologies that
present new opportunities. And there should
be a sober recognition that this technology
and innovation, like all others, can and wiill

be exploited by bad actors - including those
who do not care about the integrity, security,
or sustainability of the underlying system.

In the crypto ecosystem and in other
domains, North Korea is a rogue regime
that has historically found illicit ways to
profit, circumvent controls, and misuse and
threaten systems.
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The regime’s ability to adapt and leverage
financial and commercial networks is
well-practiced. Despite its moniker as
“The Hermit Kingdom,” the regime does
not exist in full isolation, relying heavily
on banks, front companies, shippers, and
smuggling networks beyond its borders
to access the capital it needs to maintain
its military, missile, and nuclear programs
and to maintain the regime leadership’s
luxurious lifestyles.

North Korea has long relied on the illicit
economy for funding -- organized criminal
enterprises like narcotics production and
distribution, trafficking of endangered
species, counterfeiting currency, and
manufacturing and smuggling counterfeit
cigarettes.? The best counterfeit U.S.

$100 bills - called “The Supernote” — are
produced by the North Korean regime, with
North Korean diplomats and counterparties
using counterfeit globally. Supernotes have
appeared in exchange houses, banks, and
casinos as far afield as Peru, Yemen, and
Las Vegas.

In the early 2000s, the U.S. government
focused its enforcement and regulatory
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attention on North Korean criminal activities,
especially its abuse of the financial system
— an effort | helped lead. The intent of

this project was to squeeze the regime’s
financial lifelines, increase the chances

of success for nuclear negotiations, and
protect the integrity and security of the
financial system.

In 2005, the U.S. Treasury Department cut
off one of North Korea’s principal financial
lifelines by designating Macau-based Banco
Delta Asia SARL (BDA) as a “primary money
laundering concern” under Section 311 of the
PATRIOT Act. The bank had been “a willing
pawn for the North Korean government to
engage in corrupt financial activities,” and
had been serving as an all-purpose bank for
North Korean illicit transactions and money
laundering. As a result of the regulatory
action, BDA was cut off from the U.S. and
international financial system.

With the exposure of its illicit activities

and direct consequences leveled against

a facilitating bank, North Korean financial
and commercial relationships were severed
or put at risk Pyongyang’s institutions,
agents, and fronts were severely impacted

by lost access to accounts, transactions,
and commercial networks as financial
institutions, including in China, severed

ties due to tainted entanglement in

North Korean illicit activities and potential
expulsion from the international financial
system.* For more than two years, the price
of reentry into the Six-Party Nuclear Talks
leveled by North Korea was the return of its
money frozen in BDA and renewed access
to the financial system.

More UN and national sanctions and
enforcement actions have been leveled
against the North Korean government,
sectors of the economy upon which it
relies (e.g., coal and minerals), and various
nodes and enablers over time, especially
in the wake of continued North Korean
provocations and testing of its nuclear
and missile programs. DPRK has adapted
to the pressure, by moving its activities
further into the illicit sphere. Sanctions
evasion and masked transactions, in the
form of creating front companies and
using ship-to-ship transfers, has become
common practice for North Korea, along
with reliance on cyber attacks and proxies
that challenge attribution.®
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North Korea has pivoted to exploiting
evolving financial platforms and
technologies, such as cryptocurrency and
blockchain technology to compensate

for closed channels in the formal financial
system and losses because of economic
sanctions on more traditional forms of
commercial activity.” Beyond their obvious
financial benefit, cyber attacks and heists
also provide “plausible deniability” to

the DPRK, thereby “reducing the risk of
retaliation and allowing it to operate in

the gray zone between peace and war.”®
Indeed, North Korea has demonstrated
that it can successfully operate in the
cyber and crypto domains with little
consequence and rich rewards, while other
channels of revenue and financial flows are
closed. Crime is paying for North Korea as
it exploits the crypto economy using cyber
tools and proxy networks.

North Korea’s hacking capabilities allow
it to steal financial resources from central
banks, financial institutions, and virtual
currency exchanges and users. The
2020 UN report on North Korea states
that Pyongyang’s cybercrime capabilities
have generated up to $2 billion in total
revenue through August 2019 for its
weapons of mass destruction programs
using “widespread and increasingly
sophisticated” cyber attacks.® Since the
report was written, there has been more
evidence to indicate that the pace and the
ingenuity of North Korea’s online threat
have accelerated.®

e The Lazarus Group, a Pyongyang-led
cybercrime organization in operation
since 2014 and sanctioned in 2019,
has been instrumental in these
attacks, compromising major national
financial networks and stealing
hundreds of millions of dollars’ worth
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of cryptocurrency.” One notable
cyber attack orchestrated by the
Lazarus Group was in 2016, against
the Bank of Bangladesh. The Lazarus
Group hacked the bank’s network,
stole its credentials for the Society
for Worldwide Interbank Financial
Telecommunication (SWIFT), a
financial messaging system, and
issued requests through the Federal
Reserve of New York to send funds
from the Bangladeshi bank to
accounts the hackers held.? In the
end, the Lazarus Group got off with
$81 million, with the intent to steal
nearly a billion dollars if not for their
own mistake and diligence by attentive
officials at the NY Fed.® Besides
Bangladesh, the Lazarus Group has
conducted successful heists against
financial institutions in India, Mexico,
Pakistan, Philippines, South Korea,
Taiwan, Turkey, Chile, and Vietnam.*

A more recent attack perpetrated

by the Lazarus Group involving
cryptocurrency occurred in March
2022, when it stole $620 million

in crypto from the video game

Axie Infinity through its underlying
blockchain, Ronin® This exploit was
fruitful for the DPRK, considering its
annual total cryptocurrency theft in
2021 was worth around $400 million,
according to blockchain analytics
firm Chainalysis® In June 2022, the
Lazarus group was allegedly behind
another successful attack, this time
stealing $100 million from California
blockchain, Harmony.” Hackers then
laundered almost all of the funds
using Tornado Cash, a virtual currency
mixer sanctioned by the U.S. Treasury
Department in August 2022 for
laundering over $7 billion worth of

virtual currency (including $455 million
stolen by the Lazarus Group).®

*  Another recent ploy by North Korean
hackers involves perusing job sites
like LinkedIn and Indeed and copying
job experiences from real profiles to
build plagiarized resumes and secure
jobs at U.S. cryptocurrency firms.®
By gleaning information from crypto
firms, North Korea’s government
could collate information about future
cryptocurrency trends, including
sanctions controls and evasion
tactics. The DPRK is getting more
sophisticated and better at infiltrating
target networks and systems — directly
and indirectly.

e As North Korea’s economy continues
to deteriorate amid sanctions and its
response to COVID-19, “cybercrime
remains a key source of revenue.”?°
A UN report claimed that North Korean
hackers stole more than $50 million
between 2020 and mid-2021 and
launched seven further attacks on
cryptocurrency platforms to help fund
their nuclear program.?' The number of
DPRK attacks and exploits will only grow.

Herein lies the challenge for the crypto
ecosystem and all those who want to see
the crypto economy flourish. A rogue

and dangerous nation state has made it a
business and security imperative to exploit
and corrupt the emerging crypto economy
and technologies — with real world
consequences as North Korea resumes
missile tests and rattles its nuclear saber.
This challenge requires those who care
about the legitimacy, growth, and promise
of the crypto economy and related
innovations to focus on North Korea as a
preeminent risk.
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Policymakers, regulators, and enforcement
agencies are focused on North Korea’s pivot
to crypto — which represents a dangerous
convergence of national security, cyber, and
financial integrity risks. This comes at a time
of heightened regulatory scrutiny over the
sector and ongoing global debates on the
treatment of cryptocurrencies, blockchain
technologies, and DeFi.

U.S. authorities are targeting North Korea’s
crypto activity more aggressively.

*  The recent designation of Tornado Cash
by the Office of Foreign Assets Control
(OFAC) was likely animated by the twin
factors of North Korean/Lazarus Group
misuse of the technology to tumble
$455 million in stolen crypto and the
laundering of more than $7 billion in
virtual currency globally through the
use of Tornado Cash.?2 This action
has garnered much attention and
controversy regarding the ramifications
and appropriateness of the use of IEEPA
authorities to designate an open-source
protocol. This powerful sanctions tool
was used in part because North Korean
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leveraged and profited through the
enabling technology.

The recent designation of Blender.

io (a Bitcoin mixer) by OFAC in May
2022, also signaled the desire by OFAC
authorities to use sanctions tools to
isolate and mark a part of the crypto
economy that was being misused by
the North Koreans. According to OFAC,
the Lazarus Group used Blender.io

to launder over $20.5 million in illicit
proceeds derived from the Group’s
Axie Infinity/Ronin attack.?

In May 2022, the Biden administration
sanctioned Far Eastern Bank and
Bank Sputnik for doing business with
North Korea and supporting its efforts
to develop WMD and ballistic missile
programs.?* This marks the first time
that Russian banks were sanctioned
for facilitating North Korea’s evasion
of sanctions. With a desire to address
sanctions evasion across sanctions
programs, the Biden administration
will no doubt consider sanctions

on additional Chinese or Russian

companies directly linked to North
Korea sanctions evasion.?® As John
Detmers, then Assistant Attorney
General for the National Security
Division at the U.S. Department of
Justice noted in February 2021, “the
time is ripe for Russia and China, as
well as any other countries whose
entities or nationals play a role in the
D.PR.K. revenue-generation efforts,
to take action.”?®

U.S., South Korea, Japan, and other allies
realize that the North Korean risk has

bled into the crypto domain, and they will
attach more resources and attention to
targeting illicit North Korean cyber and
crypto activity and will attempt to deter and
prevent exploitation of these systems and
technologies. This presents an important
moment then for the crypto ecosystem,
with North Korea representing the most
serious and material nation-state risk to
the integrity of this budding system. North
Korea should become a test case for how
authorities and legitimate crypto and tech
players manage and counter the rogue
misuse of the crypto economy.
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Deterring and neutralizing North Korea’s
cyber attacks and exploitation of the
crypto economy should be a core goal of
international cooperation.?” This requires a
strategy that attempts to challenge DRPK
in the crypto domain, with purposeful
cooperation between the public and
private sectors.

e Tactically, this will require task forces
and combined efforts to discover
and react to where the North Korean
government and its proxies are
operating in the crypto domain.
Blockchain analysts, compliance
teams, regulators, virtual asset service
providers, and law enforcement, among
others, can help track and trace where
North Korean-signatured actors are
operating and where they may be
infiltrating systems. There can be
concerted efforts to track the stolen
funds, to freeze and recover assets,
and ultimately to close avenues or
channels of abuse by DPRK hackers.

e With more calls for the use of
regulatory measures and sanctions
to affect misuse of cryptocurrencies,
there will be more attention to tracking
and confiscation of cryptocurrencies
by North Korea as a part of the future
sanctions landscape. Going forward,
we will see the U.S. focus its attention
on finding networks and connections
that help North Korea evade sanctions.
This will include the targeting of
rogue actors, networks, and platforms
that facilitate North Korean activity,
“including foreign over-the-counter
(OTC) brokers and telecommunications
companies that provide to North Korea
technical services, know-how, and
equipment that its hackers use to
conduct malicious cyber operations.”?®

Source: @Umberto/Unsplash

There should be continued attention
on strengthening and clarifying the U.S.
regulatory regime, so regulation is not
guided solely by enforcement actions
and companies are not incentivized

to engage in regulatory arbitrage. This
includes identifying and isolating rogue
actors that are not playing by the rules,
even if they prove systemically relevant.
Understanding the landscape and how
regulation and enforcement affect
technology should be the subject of
ongoing public-private dialogues.

The importance of the crypto economy,
new payment systems, and the
innovations stemming from these
technologies should be viewed as a
national security and economic asset
— to be tended to carefully and with
an eye toward competition with other
state actors like China. This is critical
as China continues to prove a financial
and commercial outlet and backstop
for North Korea and fears the loss of
central control in state-authoritarian
capitalist system.

Crypto and digital payment
technologies will continue to be a
source of growth, innovation, and
economic freedom. The private sector
and technology innovators should help
design new technologies — around
identity management and identification
of anomalous or suspicious behavior

— that will be able to manage risk in
the system - including discovering

and preventing rogue players from
exploiting the system. While there may
be a low maturity to managing this risk,
efforts in this area are increasing as
some companies approach innovation
with compliance at the core of their
product design and market offerings.

e Thereis a need for more innovative
public-private partnership models,
which continue to evolve and need to
grow more operational. If cooperative
efforts in this domain are to take hold,
there needs to be a challenge to the
old models of information exchange
to enable real and concerted
actions. We have seen this in the
cyber domain in recent years, where
government and industry actors
have collaborated more effectively
in the face of fast-moving cyber
threats from sophisticated state and
non-state actors. Proactive industry
commitments of tech and talent, such
as law enforcement initiatives with
blockchain analytics firms are a start,
along with examples of collaboration
well underway with the FS-ISAC,
the Financial Consortium, and the
National Cyber-Forensics and Training
Alliance (NCFTA).?®

Ultimately, the efforts to track, target, and
prevent North Korea’s abuse of the crypto
ecosystem will determine if such threats

— with clear international security and
systemic implications -- can be addressed
and managed effectively.

All crypto stakeholders must be clear-eyed
about the risks and the opportunities in
the new crypto economy — and learn to
balance both. The challenge of doing this
thoughtfully amidst blazing innovation,
opportunity, as well as abuse represents

a common challenge for national

security professionals, regulators, and

the crypto industry and technologists
alike. In this regard, North Korea presents
an opportunity to focus attention and
innovation on the highest form of risk in
this domain -- and how we will collectively
address it.
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