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RE: CCI’s Public Comment on IOSCO’s Consultation Report on Policy Recommendations for
Decentralized Finance (DeFi)

The Crypto Council for Innovation (“CCI”), a global alliance of industry leaders in the
digital assets space, appreciates the opportunity to provide feedback on the IOSCO “Policy
Recommendations for Decentralized Finance (DeFi)” (“the Report”). We commend IOSCO for
this important work of tackling this regulatory challenge: “How do you regulate activities that are
decentralized without intermediaries?” As part of this comment letter, we attach CCI’s
recently-released white paper: “Key Elements of an Effective DeFi Framework” (see Annex).

CCI members span the crypto ecosystem and include some of the leading global
companies and investors operating in the industry. CCI members share the goal of encouraging
the responsible global regulation of crypto to unlock economic potential, improve lives, foster
financial inclusion, protect security, and disrupt illicit activity. Achieving these goals requires
informed, evidence-based policy decisions realized through collaborative engagement between
regulators and industry. It also requires recognition of the transformative potential of crypto in
improving and empowering the lives of global consumers. CCI and its members stand ready
and willing to work with IOSCO and its members to accomplish these goals and ensure that the
most transformative innovations of this generation and the next are best allowed to flourish
around the world.

To this end, we support the development of regulatory frameworks that enhance investor
protection and market integrity. We also recommend that the final Report explicitly recognizes
the benefits of digital assets and the importance of promoting ongoing innovation in this space,
while taking an objective assessment of any potential risks and how they should be mitigated.
We request that IOSCO specifically consider benefits, such as expanding financial access and
inclusion, upgrading financial infrastructure, improving transactional efficiencies and reducing
costs, unlocking programmable money, and enhancing privacy, in arriving at its
recommendations. A failure to consider the benefits of responsibly facilitating crypto innovation
may result in overly restrictive regulation that risks stifling its appropriate development and may
run counter to IOSCO’s ultimate goal of promoting regulatory consistency.

Against this backdrop, we provide feedback below on key topics that cut across several
of the Report’s Recommendations and questions. Our feedback centers on advancing
regulatory frameworks that enhance both investor protection and market integrity while fostering



responsible innovation built upon crypto technologies. Specifically, we address the following
proposed policy recommendations and questions:

IOSCO Recommendation 1 – Analyze DeFi Products, Services, Arrangements, and
Activities to Assess Regulatory Responses

We support IOSCO’s first policy recommendation that regulators should understand
DeFi services, activities and arrangements. DeFi’s implementation is different from
implementation in traditional finance (TradFi), so understanding the underlying technologies is
crucial. This different implementation can present risks that are fundamentally different in nature
than risks posed by similar services in TradFi. Thus, rather than follow the TradFi regulatory
principle: “same activity, same risk, same regulation”, we suggest that regulators assess the
DeFi service for its particular risks and apply regulation that addresses these particular risks:
“Same Activity, Different Risk, Different Regulation but Same Regulatory Outcome” of investor
protection, market integrity, and financial stability.

IOSCO Recommendation 2 - Identify Responsible Persons

We express concern with how the second recommendation can be implemented for
DeFi. There are many so-called decentralized protocols that are decentralized in name only
(“DINO”). Where protocols are DINOs, many of the risks applicable to TradFi may apply, so
DINOs likely do not qualify for different regulatory treatment as compared to TradFi. As a result,
it is critical that regulators, together with industry, define decentralization. Such a definition
should focus on the aspects of decentralization that change the risk paradigm applicable to
decentralized protocols. Protocols that are in fact decentralized should meet two critical tests:

First, no single person or the managerial efforts of a specific or limited group of persons
can (i) control or fundamentally alter a protocol’s purpose or code; (ii) control user funds or
assets; (iii) reverse transactions; or (iv) restrict access to the protocol. Second, a decentralized
protocol must be built on an open-source and permissionless blockchain to help ensure the
protocol’s decentralized and non-discriminatory nature.

If a protocol meets these two tests, then there is no responsible central intermediary.
Consequently, IOSCO’s proposal regarding Responsible Persons is overly broad and fails to
account for true decentralized protocols. Where protocols are not truly decentralized,
“Responsible Persons” may include everyone from a project’s founders and developers, issuers
and holders of governance/voting tokens, participants in Decentralized Autonomous
Organizations (DAOs), those with administrative rights, access rights, or material information
regarding the protocol, those who promote or profit from the protocol. However, where a DeFi
protocol is truly decentralized as described above, regulation of persons who cannot control the
protocol would be misplaced and ineffective

As we outline in our white paper, regulation should be applied at the app layer. It is at
this layer that users access DeFi protocols. In contrast to open-source software and
decentralized protocols, most apps providing access to DeFi protocols are managed by
centralized crypto asset service providers whose control over such apps may give rise to similar



risks that regulation can mitigate. Moreover, such centralized crypto asset service providers are
capable of complying with regulation whereas “Responsible Persons” with respect to a
decentralized protocol (e.g., a single developer assisting in the maintenance of a decentralized
protocol) would not be because the protocol is decentralized. Therefore, in cases where
protocols are decentralized the Responsible Persons potentially subject to regulation should be
persons at the app-operating businesses: “Regulate Businesses, Not Public Good Protocols.”1

We also wish to put forward the policy recommendation that regulators establish a
regulatory safe harbor or sandbox that allows protocols to evolve into decentralized protocols.
Most protocols need time to decentralize — and such decentralization should be encouraged
given its potential benefits for the digital economy. Protocols that graduate from the regulator
safe harbor program with the five key features:1) decentralized, 2) open source, 3) autonomous,
4) standardized, and 5) non-discriminatory access and use, would be ‘Public Good Protocols’
that would be exempt from regulation. For the other protocols that do not graduate from the
regulatory safe harbor program, such protocols must be subject to regulation.2 Regardless of
the protocol’s stage of development, the businesses operating applications providing access to
any protocol should always remain subject to regulation.

We are encouraged by policymakers who have begun to recognize Distributed Ledger
Technology (DLT) as a form of public good. We wish to highlight Article 63 of ESMA’s recently
published consultation paper, which recognizes that “the use of permissionless DLT
infrastructure does not constitute a third-party provider relationship (in the traditional contractual
sense)” and that “permissionless DLTs may be considered a form of ‘common good’ resource.”3

IOSCO Recommendation 3 - Achieve Common Standards of Regulatory Outcomes.

We support IOSCO’s desire to achieve the same regulatory outcomes of investor
protection, market integrity and financial stability. However, we wish to highlight that true
decentralized finance protocols (not DINOs) have risks that can be fundamentally different from
risks posed by similar services provided in TradFi. Some of the mappings of DeFi products,
services, arrangements, and activities on TradFi equivalents overlooks the fundamental
differences in risks between DeFi and TradFi equivalents. Not only should the differences
between DeFi and TradFi risks be regulated differently to achieve the same regulatory
outcomes of investor protection and financial stability, it is also difficult to conceptualize how
certain TradFi regulations can be applied to DeFi projects, which lack a centralized intermediary.
For instance, in such cases, there is often no possibility of risks arising due to conflicts of
interests, and as a result, regulations intended to mitigate the risks of conflicts of interests are
not necessary. Thus, we recommend a different regulatory approach for true decentralized
projects.

3 See European Securities and Markets Authority, “Technical Standards specifying certain requirements of
Markets in Crypto Assets Regulation (MiCA) - second consultation paper,” (October 5, 2023),19.

2 See id., 48.

1 See Crypto Council for Innovation, “Key Elements of an Effective DeFi Framework,” [hereinafter “CCI
white paper”], 15.



IOSCO Recommendation 4 – Require Identification and Addressing of Conflicts of
Interest

We support this recommendation as it is important to identify risks to the DeFi project.
We wish to point out that most oracles and bridges are not decentralized. They are typically
separate and apart from DeFi protocols, but they do play important roles in the overall
ecosystem. Stablecoin issuers also play important roles in the DeFi ecosystem since value is
often moved on chain in the form of stablecoins. As a result, DeFi regulation should accompany
regulations applicable to stablecoin issuers. Finally, issues arising from the functionality of the
underlying blockchain to which a DeFi protocol is deployed, including congestion or Maximal
Extractable Value (MEV), can also serve as transmissions of risk to the DeFi protocol.4

However, we view these issues as risks to the proper functioning of the DeFi protocol, not as
conflicts of interest.

IOSCO Recommendation 5 – Require Identification and Addressing of Material Risks,
Including Operational and Technology Risks

We support this recommendation and believe these requirements can be applied in the
regulatory safe harbor or regulatory sandbox environment.5 Regulatory obligations also need to
be applied to app-operating businesses.6

IOSCO Recommendation 6 – Require Clear, Accurate and Comprehensive Disclosures

CCI is generally supportive of disclosure requirements. However, for protocols that are
decentralized, we would support placing the burden of disclosure requirements on businesses
which operate app interfaces that directly interact with the consumer.7 Otherwise, such placing
regulatory requirements on decentralized protocols would necessitate the recentralization of the
protocol to achieve disclosure compliance. App-operating businesses also choose which
protocols to access, so such an approach would apply appropriate regulatory incentives for
app-operating businesses to assess protocols on their users’ behalf.8

Questions from the DeFi Public Consultation

1. Do you agree with the Recommendations and guidance in this Report? Are there others that
should be included?

● CCI is generally supportive of any effort to provide regulatory clarity and global
standardization. We have raised some of our concerns regarding the IOSCO
Recommendations in the section above.

● We are particularly concerned by Recommendation 2 on the identification of
“Responsible Persons,” as well as its implications for subsequent recommendations.

8 See id., “Independent Certification Regime Organization (ICRO): a self-regulating entity,” 47.
7 See id., “Digital Tech Stacks,” 12. See also id., “DeFi Policy Recommendations,” 43.
6 See id.
5 See id., “DeFi Policy Recommendations”, 43.
4 See CCI White Paper, “Key Elements of an Effective DeFi Framework,” 39.



While we recognize that decentralization may be difficult to achieve in varying degrees
(for example, the complexity of stakeholders in a layer 1 blockchain requires
decentralization across a broader set of components than a smart contract protocol),
decentralization can and does occur in practice. It is also the critical benefit made
possible by blockchain technology, and should therefore be incentivized by regulatory
structures, not prevented. The identification of Responsible Persons presumes that there
will usually be someone who exercises control over a given ecosystem, which is not
always the case. A regulatory scheme that requires a Responsible Persons regime
precludes the possibility of decentralization from occurring. This introduces centralization
concerns and security risks while obviating the benefits afforded by blockchain
technology.

The list of potential Responsible Persons is worryingly broad. For example, "those with
access to material information about the protocol" could unintentionally include members
of the general public or independent third-parties building on top of the protocol.9

Generally speaking, information asymmetries are not present with respect to the
functioning of a protocol because the protocol functions entirely on-chain in view of
anyone with access to the blockchain. As a result, this category needs revision.

As CCI’s white paper “Key Elements of an Effective DeFi Framework” (see Annex)
explains, decentralization depends on whether a protocol’s underlying software can be
controlled or modified by one person or a group of connected persons. Our paper puts
forth two critical tests to determine a protocol’s decentralized status: First, no single
person or the managerial efforts of a specific or limited group of persons can (i) control
or fundamentally alter a protocol’s purpose or code; (ii) control user funds or assets; (iii)
reverse transactions; or (iv) restrict access to the protocol. Second, a decentralized
protocol must be built on a public and permissionless blockchain to help ensure the
protocol’s decentralized and non-discriminatory nature.10 By contrast, the Report seems
to suggest that there can be many independent Responsible Persons who hold some
form of influence over a decentralized project, including uniquely skilled coders, large
token holders, and validators.

CCI is concerned about the effects a Responsible Persons regime would have on the
Report’s subsequent policy recommendations, whereby “Responsible
Persons”–including individual developers, a DAO’s tokenholders and independent
contractors, would become responsible for managing conflicts of interest
(Recommendation 4), identifying and managing technology and operational risks
(Recommendation 5), and be obligated to provide disclosures (Recommendation 6). This
approach is counterproductive in achieving regulatory objectives. Conflicts of interest risk
would not arise if a DeFi protocol were truly decentralized, unless the regulatory

10 See CCI White Paper, “Feature: ‘Decentralized’ Status,” 17.

9 While DAO governance is continually evolving, protocols can be changed in a constrained and
decentralized manner, avoiding the risk of unilateral influence. For instance, using smart contracts,
custom-made, time-limited sub-DAO modules can enable the division of tasks for a limited period of time
for a limited scope, subject to the control of the primary DAO.



requirements forced the re-centralization of the protocol. In addition, forced
re-centralization introduces - and does not remove - technology and operational risks.
Furthermore, apps, not protocols or persons that are adjacent to the decentralized
protocols, are the proper subject of such regulation.11

● We disagree with the “same activity, same risk, same regulatory outcome” approach in
Recommention 3. DeFi risks can be fundamentally different from TradFi risks for the
similar activity or service. For instance, whereas counterparty credit risk is the primary
source of risk in TradFi lending, the predominant risks in DeFi lending are operational
(i.e. smart contract, cybersecurity, protocol, and frontrunning risks) and market risks. A
more tailored regulatory approach that addresses the specific risks in DeFi is required.
Additionally, it may not be feasible to apply traditional financial regulations to DeFi
systems that lack a centralized intermediary. For example, the Report notes that “Layer 1
blockchains could themselves be carrying out clearing and settlement activities.” The
traditional “same activity, same risk, same regulatory” principle suggests that IOSCO
principles for clearance and settlement, securities depositories, trade repositories, and/or
central counterparties could apply. But it is hard to envision how the same regulatory
frameworks could apply equally to clearing houses and decentralized Layer 1
blockchains. Due to the different risks and different types of regulation that is necessary
for DeFi, CCI’s white paper proposes an updated principle of “Same Activity, Different
Risk, Different Regulation, but Same Regulatory Outcome.”12

● CCI finds that sections of the Report could benefit from additional explanations and
reasoning as to how certain conclusions were drawn, as well as the implications of these
statements. For example, under Annex F, “Principles for the Enforcement of Securities
Regulation,” the Report lists decentralized exchanges (DEXs), "providing investment
advice about crypto-assets...whether directly or indirectly," and "trading...through
aggregators" as potential activities that could involve "securities activities" without
explaining these determinations or expanding upon their implications. Additionally, under
"Principles for Issuers," while it may technically be possible for an AMM to be an issuer
of securities as stated in the Report (e.g., if the liquidity pool were controlled by a
business), it is not an accurate description of the realities within the industry.

● CCI strongly believes in the public good benefits of decentralization–much of the
Internet’s development as it exists today has been based on value derived from open
source communities. We believe DeFi can be a component of the next evolution of the
Internet that creates systems that incentivize distributed ownership, user empowerment,
and participant cooperation without the need to trust or rely on centralized
intermediaries. DeFi is still a nascent technology. It is important for a regulatory
framework to not only protect consumers and financial stability, but also foster innovation
and provide a pathway for decentralized public good digital infrastructures to develop. As

12 See id., “Protocol Risks: Conclusion,” 41.
11 See id., “DeFi Policy Recommendations”, 43.



attached in the Annex for reference, CCI has carefully prepared a white paper to provide
a regulatory framework that aims to achieve this balance.

2. Do you agree with the description of DeFi products, services, arrangements, and activities
described in this Report? If not, please provide details. Are there others that have not been
described? If so, please provide details.

● CCI broadly disagrees with the description of DeFi products, services, arrangements,
and activities described in the Report. Critically, DeFi is designed to empower users and
eliminate the frictions that stem from centralized intermediaries. The Report’s aim to
locate “Responsible Persons” or “Potential Market Intermediaries”, for instance,
fundamentally ignores the structural differences between DeFi and CeFi.

● The Report states that “the code that implements a DeFi protocol is created, deployed,
operated, and maintained by humans.” While humans are needed to implement the
code, the need for coding to be done underscores the importance of protocols being
open source–that anyone can contribute to improving the security of the code. It does
not, however, mean that such persons control a DeFi protocol.

Further, the text box describing “Blockchain ‘Layer 1’ Governance” in Annex D frequently
uses the term “core developer” without providing a definition while alluding to their
“outsized influence.” Within the DeFi ecosystem, “core developer” is a broad and
colloquial term that encapsulates any developer–and not necessarily those in the original
protocol development team–who have committed a small amount of code to the protocol,
through governance. For Layer 1s, especially relatively more mature blockchains such
as Bitcoin and Ethereum, anyone who has decided to spend some time writing code for
the open source project, and whose code has been accepted by the repository, can be
considered a “core developer.” The open source nature of DeFi protocols that draws on
community engagement is fundamentally different from proprietary or ‘closed source’
software, for which only the original developer or developer team can control or modify.

Please see the ‘Feature: Open source’ section of CCI’s white paper for more information
on the benefits of open source technology, and why we determine open source to be a
key characteristic for protocols that should be considered public goods.

3. Do you agree with the Report’s assessment of governance mechanisms and how they
operate in DeFi? If not, please provide details.

● The progressive decentralization of a protocol—a process in which founding teams
relinquish control of a protocol to the community by degrees over time—is becoming
more common as founding teams are developing better practices. For example, when a
founding team is in the early stages of establishing product-market fit, the team may find
operating as a centralized entity beneficial. However, the team may subsequently invite
community participation in product development, such as through the establishment of a
DAO, when the protocol enters the growth stage. Network effects may gradually reach a
point where the community can sufficiently support and govern the protocol without the



founding team. At that point, the protocol and its governing DAO may then be
considered sufficiently decentralized. This outcome also reflects the user empowerment
and ownership sharing model of Web3.

● DeFi protocols can allow participants to participate in the protocol’s governance. For
example, some decentralized protocols utilize DAOs to assist with operations and
protocol improvements, though not every protocol has a DAO. A DAO is generally an
organized group of persons or parties that coordinates the governance of a protocol or
blockchain through a shared set of rules. DAOs allow members to participate directly in
the governance of the blockchain, but they are not controlled by a single member or
through the managerial efforts of a small group of members.13 Individuals or parties can
become members of DAOs by acquiring governance tokens of the protocol or
blockchain. DAOs are often used to oversee the development of DeFi protocols, as they
provide an efficient and auditable form of governance. While the exact governance
arrangements are DAO-specific and designed through continued experimentation, these
organizations can help to facilitate the evolution and growth of decentralized protocols to
accommodate technological improvements or changes in market conditions, and to
resolve potential disputes. Alternatively, many DeFi protocols pursue “governance
minimization,” where the need for governance is reduced as much as possible in order to
reduce any potential risks.

DAOs are a new construct and continue to evolve and develop more nuanced and
sophisticated models that can mitigate concentration risk. It is also in a DAO’s interest to
encourage greater user participation to increase use of the protocol. In turn, users, by
holding governance tokens, benefit as owner participants of the protocol. For instance,
DAOs may use token rewards to incentivize participants to use or contribute to the
protocol. This shared ownership model can generate positive network effects for the
usage and utility of the protocol, which in turn attracts more participant engagement. At a
minimum, the incentives for DAOs are such that decisions are likely to be made in a less
concentrated manner than traditional corporations.

Decentralized governance enabled by DAOs provides for transparent risk mitigation that
could surpass the effectiveness of opaque centralized risk controls. For instance, in the
case of decentralized lending protocols, the lack of a governance layer would mean that
lending collateralization ratios could not be adjusted, leading to greater risks of protocol
failures due to bad loans. In addition, mature DAOs tend to be conservative in their risk
management because stakeholders share risks and rewards equally. Prior to and during
the crypto turmoil in 2022, many DAOs of lending protocols made conservative
selections of acceptable collateral and collateralization ratios, helping them weather the
volatility unscathed. Meanwhile, disproportionate allocations of risk and reward at
centralized financial institutions can lead to executives taking on unreasonable levels of
risk in the hopes of receiving outsized rewards while users bear a loss — a pattern of
asymmetrical risk taking that has happened time and again in traditional and

13 See id., “Protocol Risk: Flawed Protocol Governance,” 33.



non-traditional financial industries regardless of the presence of regulation (see: FTX,
Celsius, Voyager, 3AC, MF Global, Revco, Fannie Mae, Lehman Brothers, AIG, LTCM,
and Bernie Madoff).

In addition to novel experimentation with progressive decentralization by developer
teams, technological research and advances are helping to encourage more active user
participation, reduce information asymmetries, and promote representative governance.
For example, quadratic voting aims to even out the distribution of voting power by
scaling up the number of tokens required to cast an additional vote quadratically rather
than linearly.14 This design helps to reduce concentration risks when active voting
members make up a smaller portion of the total number of DAO members. Additional
tools and innovations for reducing concentrations of power and influence during the
voting process include proof of personhood, Web of Trust, and proof of participation
(POAP).

While DAOs have been around for just over five years, best practices have begun to
emerge. These include constraining decision-making to parameter setting (i.e., fees,
collateralization ratios), and with respect to treasury management and protocol
governance. So long as users retain custody of their assets, a particular DAO’s
characteristics, such as its degree of centralization or how long it takes for a change to
be approved, will not be able to inflict significant harm to a protocol’s users or affect the
safety of the protocol. Likewise, because DAOs do not directly custody user assets,
malicious actors simply cannot access users’ funds in the event of a governance attack.
On the other hand, users who disagree with the decisions voted on at a DAO may
express their dissatisfaction by withdrawing funds from the protocol or creating a newer
version of the protocol (i.e., forking).

● Please also see “Regulatory Safe Harbor for Nascent DeFi Innovations” in the policy
recommendations section of the CCI white paper for a regulatory framework that allows
protocols to progressively decentralize and grant a greater share of decision-making
power to the community.

4. Do you agree with the risks and issues around DeFi protocols identified in this Report? If not,
please provide details. Are there others that have not been described? If so, please provide
details. How can market participants help address these risks and/or issues, including through
the use of technology? How would you suggest IOSCO members address these risks and/or
issues?

● Due to DeFi’s disintermediated nature and novel technological solutions to providing
financial services, as articulated in the sections above, DeFi can have fundamentally
very different risks, so the long-standing regulatory principle of “same activity, same risk,
same regulation” does not apply well to DeFi in all instances. Transposing regulations
written for TradFi activities to DeFi activities is not always appropriate to achieve the
same regulatory outcome of financial soundness and consumer protection. Therefore,

14 See id., footnote 145.



the focus is on whether the risk (not the activity) is the same. If the risk is similar, then
the regulatory outcome should be similar.

● Protocols can have several risk factors that stem from their design, data they rely on
(i.e., oracles), the blockchain on which they were built, and their governance. These risks
generally fall into five main categories:15

1) illicit finance/AML risks;
2) flawed protocol governance;
3) cybersecurity vulnerabilities;
4) underlying blockchain risks; and
5) interconnections with the traditional financial system

Many of the risk categories contain operational risks without analogs in the traditional
financial system.They are usually related to the protocol’s design, technologies used,
and governance arrangements that do not ensure decentralization. For instance, some
DeFi protocols offer so-called ‘flash loans.’ Flash loans are typically repaid in the same
blockchain transaction, so there is minimal liquidity and credit risk. But they do give
potential hackers or manipulators access to unlimited leverage, which they can use for a
51% attack.16

Some of the risks that fall into these categories have analogs in TradFi, such as credit,
market and liquidity risks. For example, during times of extreme price volatility that
trigger liquidation of lenders’ positions, DeFi lending protocols that rely on reserves may
not have the sufficient reserves necessary to return assets to lenders. However,
technical developments, alongside the benefits inherent in the features of Public Good
Protocols, are addressing these challenges. For example, the lending protocol Aave is
permissionless, meaning anyone can use it to borrow digital assets regardless of their
credit status or identity profile. To ensure that lenders are paid back, the Aave protocol
requires borrowers to provide collateral in digital assets with value greater than the
amount of digital assets borrowed. This overcollateralization requirement minimizes the
credit risk exposure for lenders. Moreover, the Aave protocol utilizes autonomous smart
contracts that automatically liquidate borrowers’ positions when they fail to maintain their
collateral ratios during negative price swings. These automatic liquidation mechanisms
could present a risk of amplifying volatility in the event of widespread liquidations.
However, enhanced protocol reserves, conservative collateralization ratios, insurance
pools (often referred to as ‘safety modules’) and other measures can mitigate much of
this risk. Additionally, systemic impacts will likely be reduced in a more mature crypto
asset ecosystem where greater asset diversity can provide a more diversified collateral
pool that can help reduce price volatility and correlations across these assets.

16 See id.

15 See Nic Carter & Linda Jeng, DeFi Protocol Risks: The Paradox of DeFi, in Regtech, Suptech and
Beyond: Innovation and Technology in Financial Services 5-6 (2021). See also CCI white paper.



DeFi-related technology solutions are emerging that can help mitigate some of these
issues. These solutions help address these risks by ensuring or reinforcing the
decentralized nature of the DeFi system. For example, newly-designed voting mechanics
like quadratic voting aim to address DAO governance issues by reducing concentration
in governance. (Please see the “DeFi protocol risks” section of the CCI white paper for
additional details on the five outlined risks, as well as potential technological and
industry solutions to addressing them.17)

● DeFi also poses novel risks that existing regulatory frameworks were not designed to
address. To determine what regulation is appropriate, regulators should identify the
relevant DeFi-associated activities, and assess if they present the same, different, or
removed risks. As a result, “Same Activity, Different Risk, Different Regulation but Same
Regulatory Outcome” should be the principle followed when crafting regulatory
approaches for DeFi and for mitigating the risks highlighted above.

The transparency characteristics of DeFi can address some of the information
asymmetries that traditional regulations aim to address. In TradFi, users rely on
businesses, vendors, intermediaries, and custodians to settle transactions. Information
asymmetries are prevalent in this model, necessitating regulation to establish trust in
these various parties—especially when intermediaries have little incentive to meet the
informational needs of investors. Conversely, DeFi allows users to engage in multiple
forms of peer-to-peer activities based on publicly available information on blockchains
while reducing reliance on third-party intermediaries. This feature eliminates many of the
information asymmetries and counterparty risks that plague traditional markets. For
these reasons, creating a fit-to-purpose regulatory framework is optimal. Some of the
most prevalent DeFi risks have been identified above. However, this list is not
exhaustive, and all DeFi risks cannot be addressed by a one-size-fits-all approach.
Doing so would violate the core design principle of “Same Activity, Different Risk,
Different Regulation but Same Regulatory Outcome.” Consequently, a one-size-fits-all
system would risk choking off DeFi’s current benefits and may stymie benefits that could
arise as the technology and its use cases evolve. In contrast, an ideal regulatory
framework would entail parsing through the risk profiles of specific DeFi activities in
consideration of risk mitigation mechanisms while allowing the public to reap the benefits
of the new technologies.

5. Do you agree with the description of data gaps and challenges in the Report? If not, please
provide details. Are there others that have not been described? If so, please provide details.
How can market participants address these data gaps and challenges, including through the
use of technology? How would you suggest IOSCO members address data gaps and
challenges?

● CCI views standardization as an important protocol characteristic and has included it as
one of the five necessary features to reach the classification of a ‘Public Good

17 See CCI white paper, “DeFi Protocol Risks,” 32.



Protocols’. Standardization supports composability, which allows participants in the
network to build on the work of others. Composability, in turn, facilitates interoperability
across protocols, enabling users to seamlessly move their digital property from one
system to another, unlocking value that would otherwise be trapped in a single system.18

Contrary to the Report, which states that composability “compound[s]” the complexity
stemming from a lack of standardization, standardization actually enables composability.

● Additionally, CCI’s white paper proposes the possibility of an Independent Certification
Regime Organization (ICRO) certification as well as a disclosure regime to facilitate
understanding and DeFi use by non-sophisticated users.19

● Contrary to the Report’s claims of transaction opacity, blockchain transactions are fully
transparent and provide greater visibility relative to traditional financial systems. In fact, a
key reason why the ecosystem has been exploring privacy enhancing technologies is
because anyone who has transacted with a user is able to see the full history of their
transactions on the blockchain.

● While it may be true that “DeFi does not have a self-regulatory organization that collects,
compiles and disseminates data across protocol types” (Annex C), such a centralized
intermediary is not necessary in DeFi because–unlike TradFi–anyone is able to view,
retrieve, and analyze on-chain transactions. In addition to websites such as DeFiLlama
(a TVL aggregator and data provider), other blockchain analytics platforms such as Dune
allow anyone to query and analyze data in a tailored manner. Users from the community
can generate data dashboards–to answer their specific points of inquiry or provide a
broader overview of the ecosystem. Because these are publicly viewable, they can be
used to support the analysis efforts of others. It could be helpful, however, for there to be
a greater standardization regarding the format or set of data disseminated by these data
provision platforms.

● Further, while the Report states that “DeFi protocols generally have not registered or
licensed as exchanges, brokers, dealers, hedge funds, swap dealers, asset managers,
or other regulated entities,” DeFi projects frequently do not fit neatly into existing
registration/licensing requirements. Further, the appropriate site of regulation should be
the app-operating business layer–not DeFi protocols that are classified as Public Good
Protocols.

6. Do you agree with the application of IOSCO Standards to DeFi activities contained in this
Report? Are there other examples of how IOSCO Standards can apply?

● Please see our response to questions 1, 2, and 4 for our concerns with applying IOSCO
Standards, which were designed for TradFi, to DeFi. Please also see our attached white
paper for our proposed framework for regulating DeFi activities. Given that DeFi services
can have fundamentally different risks, we suggest a more tailored regulatory approach:

19 See id., “Independent Certification Regime Organization or ‘ICRO’: a self-regulating entity,” 47.
18 See id., “Feature: Standardized,” 19.



“Same activity, Different Risk, Different Regulation but Same Regulatory Outcome.” The
appropriate target of regulation should be the app-operating businesses.

7. Is there any additional guidance that you would find relevant to help IOSCO members comply
with these Recommendations? If so, please provide details.

● In adherence to the principle of ‘Same Activity, Different Risk, Different Regulation but
Same Regulatory Outcome,’ CCI’s white paper proposes a specific regulatory approach:
‘Regulate Businesses, Not Public Good Protocols,’—which places regulatory obligations
on the app-operating businesses. Following this approach, we propose three policy
recommendations:

1) Mandatory Disclosures by App-operating Businesses: A standardized disclosure
regime for app-operating businesses that includes information about the underlying DeFi
protocol.

2) Independent Certification: The establishment of an Independent Certification Regime
Organization (ICRO), which creates a positive incentive mechanism that certifies DeFi
protocols that meet the five key Public Good Protocol features and any additional ICRO
criteria and best practices, including security code audits. Businesses would be
incentivized to connect to ICRO-certified protocols, further encouraging protocol
developers to abide by the ICRO’s best practices and standards.

3) Regulatory Safe Harbor: A safe harbor regime for nascent protocols that aim to
decentralize. Protocols generally take time to progressively decentralize. A regulatory
safe harbor or sandbox approach would provide a viable pathway for protocols to
gradually decentralize in a safe manner.

We believe this ‘Regulate Businesses, Not Public Good Protocols’ approach prioritizes
consumer and investor protection and mitigates financial risks without stifling the benefits
of these innovative technologies. It provides many of the necessary economic and
regulatory incentives to encourage businesses operating DeFi applications to be in
compliance with the applicable laws in the jurisdictions where they are providing services
and a pathway for Public Good Protocols to develop safely and decentralize through the
regulatory safe harbor program.

8. Given the importance of the application of IOSCO Standards to DeFi activities, are there
technological innovations that allow regulators to support innovation in DeFi/blockchain
technologies while at the same time addressing investor protection and market integrity risks? If
so, please provide details.

● Please see our response to question 4 of the consultation, as well as the Risks section
of CCI’s white paper “Key Elements of an Effective DeFi Framework” for examples of
technological innovations that could help mitigate some of the outlined risks.20

20 See id., “Risks of DeFi,” 30.



Additionally, please see the Policy Recommendations section for a viable regulatory
pathway that supports innovation in DeFi/blockchain technologies.21

9. Are there particular methods or mechanisms that regulators can use in evaluating DeFi
products, services, arrangements, and activities, and other persons and entities involved with
DeFi? If yes, please explain.

● CCI views DeFi to be the ecosystem of applications and protocols enabled by blockchain
technology to provide digital and open access to financial services without a single
intermediary or small group of intermediaries controlling the system offering the financial
service.22 Protocols commonly referred to as “Decentralized in Name Only” (DINOs), are
an example of insufficiently decentralized protocols, and we have introduced two critical
tests for decentralization, as outlined in the introduction.23 It is imperative to note,
however, that in many cases, developers and businesses building protocols may start
with a centralized model, but eventually move towards a decentralized one through a
process known as progressive decentralization–whereby the initial developer team
relinquishes control of a protocol to the community by degrees over time.24

● In our white paper, CCI establishes a category of “Public Good Protocols” that should be
encouraged to act as public goods digital infrastructure that adds new functionality to the
Internet.25 To ensure that they are sufficiently safe and serve in the public interest, we
have established a strict, baseline criteria of five key features that DeFi protocols should
have to be considered ‘Public Good Protocols’ and exempt from regulation. DeFi
protocols must exhibit all five features, namely: (1) decentralized, (2) open source, (3)
autonomous, (4) standardized, and (5) non-discriminatory access and use.26

10. Do you find the interoperability between this report and the IOSCO CDA Report to be an
effective overall framework? If not, please explain.

● CCI views DeFi as interconnected with CeFi in a number of ways. DeFi uses
programmable blockchain technology to develop decentralized protocols capable of
providing disintermediated financial services, generating greater optionality, increased
efficiency, and reduced costs and participation interests for end users. It leverages the
Web3 Internet’s read/write/own features and augments user control, autonomy, and
participation in financial services. DeFi’s enhanced flexibility and programmability
support innovation and new opportunities for users, but with a much different risk profile
from TradFi.

26 See id.
25 See id., “DeFi Protocols - Best Practices and Standards,” 14.
24 See id., 34.
23 See id., 18.
22 See id., “Feature: ‘Decentralized’ Status,” 17.
21 See id., “DeFi Policy Recommendations,” 43.
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In contrast, centralized finance (or “CeFi”) is the provision of financial services that are
controlled by a single party or managerial efforts of a small group of parties.27 It includes
crypto service providers, such as centralized crypto exchanges and custodians, as well
as centralized issuers of stablecoins and digital assets, and others. These centralized
participants provide important services in the digital assets ecosystem while providing
ideal experiences for users. Although many refer to CeFi as crypto sector-specific, the
TradFi sector also comprises centralized intermediaries (e.g., banks, broker-dealers,
exchanges, asset managers and custodians, etc.) and as such, is also an example of
CeFi.28

Our financial system is currently evolving to encompass both DeFi and CeFi elements.
We also anticipate that DeFi and CeFi (including TradFi) will coexist and interact. For
instance, the future financial system could entail a CeFi business providing easily
accessible and user-friendly interfaces while leveraging the programmability, security,
and functionalities of the underlying DeFi infrastructure. Other users—retail and
institutional—may want the optionality to access DeFi services directly. Many users will
use both options.

● To foster innovation in the DeFi ecosystem in parallel to CeFi, it is crucial to recognize
the structural differences between the two. The premise of DeFi precludes a centralized
intermediary, and relies on community-driven contributions in a decentralized manner.
Any regulation of DeFi should be appropriately tailored to account for these structural
differences, rather than imposing existing regulations onto DeFi projects.

● Please see Figure 2 in the ‘DeFi: an Alternative Form of Financial Services’ section for
our conceptualization of CeFi relative to DeFi.29 Please also see the Risks section on
interconnections with TradFi, especially stablecoin reserves.30

30 See id., “Protocol Risk: Interconnections with the traditional financial system,” 40.
29 See id.
28 See id.
27 See id., “DeFi: An Alternative Form of Financial Services”, 22.



The comments above are a selection of our more prominent views regarding the Report.
With a view to further refining the Report to help regulators and serve the needs of the crypto
industry and its varied and growing investor base, we request that IOSCO review and consider
the comments presented in this letter and attached white paper. We would be very happy to
engage further with IOSCO on the development of the Report, and to further discuss our
comments and concerns.

Respectfully submitted,

Linda Jeng
Head of Global Web3 Strategy
Crypto Council for Innovation



Annex 1: CCI White Paper, “Key Elements of an Effective DeFi Framework”
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DecentraliĻeª Finance ǳDeFiǴ is a raĂiªly ºrowinº £ğt nascent inªğstryǟ ,t ğtiliĻes £lockc¿ain tec¿noloºy to aªª 
fğnctionality to t¿e neİđ iteration of t¿e ,nternetǹte£şǚ t¿at emĂowers consğmers anª £ğsinesses to ğse Ńnancial 
services in a cost efficient anª inªeĂenªent mannerǚ anª Ăroviªes t¿em wit¿ an oĂĂorđğnity to ĂarđiciĂate in a new 
Ńnancial systemǟ ,f ĂroĂerly ªeveloĂeª anª ªeĂloyeªǚ t¿e Ăroliferation of DeFi will leaª to ºreater Ńnancial inclğsionǚ 
consğmer ĂarđiciĂationǚ anª market efficiencies t¿an t¿e leºacy Ńnancial systemǟ 

�t t¿e time of writinºǚ t¿e total market caĂitaliĻation of DeFi ĂroÛects is aĂĂroİimately ȌŠŞ £illion ǳwit¿ an allǺtime 
¿iº¿ of aĂĂroİimately Ȍŝţş £illionǴ w¿ile total valğe lockeª ǳcs=Ǵ in sğc¿ ĂroÛects sits at aĂĂroİimately ȌşŤ £illion 
ǳwit¿ an allǺtime ¿iº¿ of aĂĂroİimately ȌŝţŤ £illionǴǟ t¿ile t¿ese nominal amoğnts are not larºe w¿en comĂareª to 
total amoğnts in t¿e ºlo£al Ńnancial systemǚ DeFiȇs eİĂonential ºrowđ¿ǚ alonº wit¿ its novel aĂĂroac¿ to Ńnancial 
servicesǚ ¿ave cağº¿t t¿e eyes anª concerns of Ăolicymakers aroğnª t¿e ºlo£eǟ

c¿e $ŞŜǚ t¿e Financial ]ta£ility �oarªǚ anª ot¿er international stanªarªs setđersǚ alonº wit¿ central £anksǚ 
reºğlatorsǚ anª Ńnance ministries worlªwiªe are cğrrently stğªyinº ¿ow DeFi works anª its £eneŃts anª risksǟ 
)oweverǚ DeFi is ofđen misğnªerstooª £ot¿ as a conceĂt anª as a sectorǟ te at t¿e �ryĂto �oğncil for ,nnovation 
ǳ��,Ǵ ĂreĂareª t¿is w¿ite ĂaĂer to contri£ğte to t¿e Ăğ£lic ªiscoğrse on DeFiǟ

�s Ăolicymakers consiªer reºğlatory aĂĂroac¿es to DeFi anª t¿e c¿allenºes to reºğlatinº ªecentraliĻeª Ńnancial 
services t¿at ¿ave no o£vioğs entities in controlǚ we Ăğt forwarª a reºğlatory aĂĂroac¿ to DeFi t¿at mitiºates 
Ńnancial safety anª soğnªness concernsǚ anª Ńnancial sta£ility risksǚ w¿ile also Ărotectinº consğmer enªǺğsers 
anª fosterinº innovationǟ te oğtline critical elements for an effective DeFi reºğlatory framework t¿at are feasi£leǚ 
sğita£leǚ anª ĂroĂorđionate for reºğlators anª DeFi innovatorsǟ

CCI’s Key Elements of an Effective DeFi Framework

• A DeFi regulatory approach should adhere to the principle: ‘Same Activity, Different Risks, Different 
Regulation BUT Same Regulatory Outcome’ (NOT ‘Same Activity, Same Regulatory Outcome’). DeFi may 
Ăroviªe services similar to t¿ose Ăroviªeª £y traªitional Ńnance ǳcraªFiǴǚ £ğt t¿e risks can £e fğnªamentally 
ªifferent For eİamĂleǚ traªitional lenªinº activities ¿ave creªit anª liĄğiªity risksǚ w¿ile DeFi lenªinº ¿as novel 
oĂerational anª market risksǟ c¿ereforeǚ t¿e lonºstanªinº reºğlatory ĂrinciĂle Ȇ]ame activityǚ ]ame riskǚ ]ame 
reºğlationȇ ªoes not aĂĂly well w¿ere t¿e risks are very ªifferentǟ � via£le reºğlatory framework for DeFi 
s¿oğlª take t¿ese ªifferences into accoğntǟ �ğt £ot¿ craªFi anª DeFi reºğlatory frameworks s¿oğlª ac¿ieve 
the same regulatory outcomesǙ safety anª soğnªness of ĂarđiciĂantsǚ Ńnancial sta£ilityǚ anª consğmer anª 
investor Ărotectionsǟ

• Defining DeFi: the term ‘DeFi’ refers to the ecosystem of applications and protocols enabled by 
blockchain technology that provides digital and open access to financial services without a single 
intermediary or small group of intermediaries controlling the system offering the financial service. DeFi 
is a sğ£ºroğĂ of a £roaªer cateºory of ªecentraliĻeª services anª Ăroªğctsǟ �y removinº t¿e traªitional 
Ńnancial intermeªiary Ȇmiªªlemenǚȇ DeFi ¿olªs t¿e Ăromise of lowerinº access £arriers to Ńnancial servicesǚ 
reªğcinº £ias anª fees t¿at ¿aª in¿i£iteª ĂarđiciĂation in traªitional Ńnancial activitiesǚ anª en¿ancinº overall 
inªiviªğal Ńnancial sovereiºnty anª oĂĂorđğnityǟ

• DeFi digital tech stacks: at t¿e toĂ of t¿e DeFi ecosystem are t¿e enªǺğsers w¿o ğse Ńnancial services 
aĂĂlications ǳor ȆaĂĂsȇǴ t¿at access DeFi Ărotocolsǚ w¿ic¿ in tğrn are £ğilđ on toĂ of £ase layer £lockc¿ainsǸall 
of w¿ic¿ essentially form ªiºital tec¿noloºy stacksǟ 

• DeFi protocols are public goods that should remain accessible to any business building financial 
services apps and be exempt from regulatory requirements and obligations if they possess certain 
features. c¿e £ase layer £lockc¿ain is a Ăğ£lic ºooª akin to t¿e ,nternetǚ w¿ile DeFi Ărotocols are reminiscent 
of te£ŝ Ărotocols like )ccUǚ ]CcUǚ anª FcUǟ c¿ese serveª as Ăğ£lic ºooªsǚ ena£linº innovators to ªeveloĂ 
aĂĂlications anª £ğsinesses ªğrinº t¿e early ªays of t¿e ,nternet ǳlike �J=ǚ $mailǚ anª C] JğtlookǴǟ DeFi 
Ărotocols s¿oğlª continğe to act as Ăğ£lic ºooªsǚ anª any reºğlatory moªel s¿oğlª acknowleªºe anª 
encoğraºe t¿is cateºoriĻationǟ 
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• To be exempt from regulatory requirements, DeFi protocols must exhibit five features, namely: (1) 
decentralized, (2) open source, (3) autonomous, (4) standardized, and (5) non-discriminatory access 
and use, to be ‘Public Good Protocols’. DeFi Ărotocols s¿oğlª £e encoğraºeª to act as Ăğ£lic ºooªs for 
t¿e ºlo£al Ńnancial ecosystem anª meet cerđain £aseline criteria to ensğre t¿ey are sğfficiently safe to act as 
ªiºital Ăğ£lic infrastrğctğre t¿at aªªs new fğnctionality to t¿e ,nternetǟ 

co foster Uğ£lic $ooª Urotocolsǚ DeFi Ărotocols s¿oğlª £e encoğraºeª to Ăossess t¿ese critical c¿aracteristicsǚ 
w¿ic¿ woğlª t¿erefore eİemĂt t¿em from Ńnancial reºğlationǙ

1 DecentralizedǙ c¿is ĂaĂer Ăğts forđ¿ two critical tests to ªetermine a Ărotocolȇs ªecentraliĻeª statğsǟ 
Firstǚ no sinºle Ăerson or t¿e manaºerial efforđs of a sĂeciŃc or limiteª ºroğĂ of Ăersons can ǳiǴ control or 
fğnªamentally alđer a Ărotocolȇs ĂğrĂose or coªeǤ ǳiiǴ control ğser fğnªs or assetsǤ ǳiiiǴ reverse transactionsǤ 
or ǳivǴ restrict access to t¿e Ărotocolǟ ]econªǚ a ªecentraliĻeª Ărotocol mğst £e £ğilđ on a Ăğ£lic anª 
Ăermissionless £lockc¿ain to ¿elĂ ensğre t¿e Ărotocolȇs ªecentraliĻeª anª nonǺªiscriminatory natğreǟ For 
t¿e ĂğrĂoses of t¿is ĂaĂerǚ £ase layer £lockc¿ains are assğmeª to £e Ăğ£lic anª Ăermissionlessǟ

2 Open sourceǙ c¿e Ărotocolȇs sofđware s¿oğlª £e oĂen soğrceǚ ena£linº t¿e Ăğ£lic to viewǚ contri£ğte to anª 
learn from t¿e Ărotocolȇs tec¿noloºyǟ c¿is avoiªs venªor lockǺinǚ ¿elĂs to Ąğickly iªentify anª Ńİ errorsǚ anª 
fosters network effects t¿roğº¿ commğnity enºaºementǟ

3 AutonomousǙ c¿e Ărotocolȇs smarđ contracts s¿oğlª £e selfǺeİecğtinºǚ meaninº t¿e rğles anª actions are 
Ăreªetermineªǟ c¿e ağtonomoğs natğre of t¿e Ărotocolȇs smarđ contracts ensğres t¿e Ărotocolȇs creªi£le 
neğtrality ǳiǟeǟǚ t¿at t¿e Ărotocol will not ªiscriminate aºainst inªiviªğals or tyĂes of transactionsǴǟ

4 StandardizedǙ Urotocols s¿oğlª ğse eİistinº tec¿nical stanªarªs anªǥor take steĂs to maİimiĻe t¿eir 
Ăotential comĂosa£ility anª interoĂera£ilityǟ

5 Non-discriminatory access and useǙ Urotocols s¿oğlª allow ğsers to freely access anª ğse t¿e system as 
a form of Ăğ£lic ºooªǟ �s mentioneª ğnªer t¿e ȆªecentraliĻeªȇ c¿aracteristic a£oveǚ Ărotocols s¿oğlª £e 
£ğilđ on Ăğ£licǚ ğn£iaseª anª nonǺªiscriminatory £lockc¿ains ǳiǟeǟǚ ĂermissionlessǴǟ

Benefits of Public Good Protocols

• Financial applications built on Public Good Protocols can leverage the open, neutral, and decentralized 
nature of the protocol technology to offer new and low-cost financial services that will form a critical 
part of the next iteration of the Internet (i.e., Web3)Ǹone t¿at mitiºates many of t¿e risks in t¿e craªFi 
system t¿roğº¿ increaseª transĂarencyǚ innovative forms of ºovernanceǚ anª en¿anceª secğrityǟ  
 
te oğtline some of DeFiȇs £eneŃts in t¿is ĂaĂerǚ inclğªinºǙ

1 Reducing counterparty risks. c¿e intraǺtransaction comĂosa£ility of smarđ contracts allows mğlđiĂle 
actions to £e eİecğteª wit¿in a sinºle transactionǟ c¿is featğre reªğces t¿e reliance anª trğst neeªeª for 
nğmeroğs Ăarđies to effectively facilitate cğstoªyǚ escrowǚ clearinºǚ anª setđlementǟ ,n aªªitionǚ t¿e selfǺ
cğstoªial natğre of Uğ£lic $ooª Urotocols emĂowers t¿e enªǺğser to ğtiliĻe a £roaªer set of cğstomiĻa£le 
services t¿roğº¿ Ăroºramma£le smarđ contractsǟ

2 Improving financial inclusion and access. )istoricallyǚ marºinaliĻeª commğnities ¿ave faceª varioğs 
forms of eİclğsion from t¿e traªitional Ńnancial systemǚ limitinº t¿eir access to £asic Ńnancial services anª 
oĂĂorđğnities to ºrow wealđ¿ǟ DeFiȇs in¿erent Ąğalitiesǚ sğc¿ as ğn£iaseª Ăermissionlessnessǚ comĂosa£ilityǚ 
anª selfǺcğstoªyǚ also sğĂĂorđ ºreater access to Ńnancial services w¿ile reªğcinº rentǺseekinº 
intermeªiariesǟ DeFi can also ¿elĂ Ăromote ºrowđ¿ anª efficiencies in emerºinº markets anª mitiºate 
access c¿allenºes in ªisrğĂtive reºimesǟ
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3 Increased transparency. c¿e visi£ility of onǺc¿ain transactions also Ăroviªes a ric¿ ªata soğrce for realǺ
time risk manaºement w¿ile reªğcinº information asymmetriesǟ �s a conseĄğence of t¿is transĂarency anª 
ªecentraliĻationǚ Ăğ£lic £lockc¿ains act as a Ăğ£lic ºooª in t¿e form of Ńnancial infrastrğctğre £y Ăroviªinº 
neğtralǚ inªeĂenªentǚ anª immğta£le transaction recorªsǚ w¿ile DeFi Ărotocols act as anot¿er Ăğ£lic ºooª in 
t¿e Ńnancial infrastrğctğre £y Ăroviªinº accessi£le anª ğn£iaseª oĂerationsǟ

4 Improving security and resilience. DeFi ¿as fewer Ăoints of failğre relative to �entraliĻeª Finance ǳ�eFiǴǥ
craªFi alđernativesǟ Distri£ğtion of information reªğces t¿e likeli¿ooª of ğnilateral c¿anºes to t¿e leªºer £y a 
sinºle entityǟ ,t also reªğces t¿e likeli¿ooª of a systemic failğre of t¿e £lockc¿ainǟ Fğrđ¿ermoreǚ selfǺcğstoªy 
eliminates coğnterĂarđy risk eİĂosğre to t¿irªǺĂarđy cğstoªiansǟ

5 Provide participatory stakeholder governance. DeFi Ărotocols can allow ĂarđiciĂants to ĂarđiciĂate in 
t¿e Ărotocolȇs ºovernanceǟ For eİamĂleǚ many ªecentraliĻeª Ărotocols ğtiliĻe DecentraliĻeª �ğtonomoğs 
JrºaniĻations ǳD�JsǴ to assist wit¿ oĂerations anª Ărotocol imĂrovementsǟ c¿ey allow mem£ers to 
ĂarđiciĂate ªirectly in t¿e ºovernance of t¿e £lockc¿ainǟ Uersons or Ăarđies can £ecome mem£ers of D�Js 
£y acĄğirinº ºovernance tokens of t¿e Ărotocol or £lockc¿ainǟ c¿is ve¿icle Ăroviªes enªǺğsers access to 
ĂarđiciĂate in t¿e ºovernance Ărocessǟ D�Js are also sğ£Ûect to t¿e ªecentraliĻation test anª s¿oğlª not £e 
controlleª £y any sinºle mem£er or t¿roğº¿ t¿e manaºerial efforđs of a small ºroğĂ of mem£ersǟ 

Risks in Public Good Protocols

• DeFi activities may £e similar to t¿ose in craªFiǚ £ğt t¿e risks associateª wit¿ t¿em can £e fğnªamentally 
ªifferentǟ c¿e ªecentraliĻeª ªesiºn of Uğ£lic $ooª Urotocols may eliminate or siºniŃcantly reªğce traªitional 
Ńnancial risksǚ sğc¿ as coğnterĂarđyǚ creªitǚ anª cğstoªial risksǚ as well as ¿ğman errorǚ £iasǚ anª even 
corrğĂtionǥem£eĻĻlementǚ w¿ile introªğcinº ot¿er risksǟ Key DeFi risks are ofđen oĂerationalǚ relatinº to flaws 
in t¿e ªesiºnǚ ºovernanceǚ or interconnections in t¿e ªecentraliĻeª systemǟ ]ome of t¿ese key risks fall into 
t¿e followinº cateºoriesǙ

1 Illicit finance/anti-money laundering (AML) risks. ,llicit actors ¿ave £een foğnª to ğse DeFi services for 
ĂğrĂoses of money lağnªerinº anª transferrinº illicit Ăroceeªsǟ )oweverǚ t¿e visi£ility of DeFi transactions 
ena£les Ăğ£lic trackinº of onǺc¿ain activityǚ ¿elĂinº Ńnancial ağt¿orities to investiºate anª mitiºate 
lağnªerinºǟ Note: this paper does not explore in-depth how illicit finance regulation should be applied to 
DeFi. CCI plans to explore illicit finance regulation of DeFi in a companion paper in coming months.

2 Flawed DAO governance risks. Cany D�Js sğffer from a lack of active ĂarđiciĂation £y all of t¿eir mem£ersǚ 
leaªinº to an ğneven ªistri£ğtion of ĂarđiciĂationǟ c¿is concentration of votinº ĂarđiciĂation in active £ğt 
smaller ºroğĂs of token ¿olªers coğlª leaª to Ărotocol ºovernance £einº concentrateª in t¿e ¿anªs of 
a few Ăarđiesǟ ,n tğrnǚ t¿ese few Ăarđies coğlª atđemĂt to £eneŃt at t¿e eİĂense of ot¿er D�J mem£ersǟ 
Cğc¿ of t¿is ğncerđainty anª risk coğlª Ăotentially £e mitiºateª t¿roğº¿ reºğlatory stanªarªs reºarªinº 
ªecentraliĻeª ºovernanceǟ

3 Cybersecurity risks, including smart contracts and oracle vulnerabilities. t¿ile ªiscğssion of DeFi 
cy£ersecğrity risks tyĂically focğses on t¿e resiliency of t¿e ğnªerlyinº £lockc¿ainǚ cy£ercriminals are more 
likely to eİĂloit t¿e Ărotocolȇs smarđ contract vğlnera£ilitiesǟ )oweverǚ t¿e maÛority of smarđ contract ¿acks 
¿ave £een ¿acks of crossǺc¿ain £riªºesǚ w¿ic¿ are ofđen controlleª £y a sinºle or small ºroğĂ of Ăarđiesǟ 

For DeFi Ărotocolsǚ t¿ere are t¿ree main tyĂes of smarđ contract vğlnera£ilitiesǙ ǳiǴ initiatinº a flas¿ loan to 
eİĂloit a smarđ contract vğlnera£ilityǚ allowinº t¿em to ªrain fğnªs wit¿in t¿e £oğnªs of t¿e smarđ contractǤ 
ǳiiǴ eİĂloitinº token £riªºe siºnatğre reĄğirements to steal investment fğnªsǚ anª ǳiiiǴ takinº aªvantaºe of 
a Ălatformȇs reliance on a sinºle oracle £y conªğctinº leveraºeª traªinº to maniĂğlate Ăricinº anª eİĂloit 
Ăricinº errorsǟ �oªe ağªitsǚ £oğnty Ăroºramsǚ anª ªecentraliĻeª oracles can ¿elĂ mitiºate t¿ese risksǟ te 
also recommenª Ăğ£licǺĂrivate information s¿arinº anª analysis centersǟ
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4 Underlying base layer blockchains risks. DeFi Ărotocols are eİĂoseª to risks Ăoseª £y t¿eir ğnªerlyinº 
£lockc¿ainsǚ inclğªinº valiªatorǺrelateª risksǟ For instanceǚ ªğe to t¿e ¿iº¿ transĂarency of Et¿ereğmǚ 
valiªators t¿roğº¿ t¿e Uroof of ]take ǳUo]Ǵ consensğs mec¿anism can frontǺrğn £lockc¿ain transactions 
anª selectively orªer t¿em to t¿eir £eneŃt ǳiǟeǟǚ maİimğm eİđracta£le valğe ǳCEsǴǴǟ �oncentrations of Ăower 
in t¿e valiªation Ărocess coğlª leaª to šŝȻ atđacks or valiªator carđelsǚ leaªinº to £lockc¿ain alđerations to 
t¿e £eneŃt of t¿ose in controlǟ DeĂenªinº on sĂeciŃc o£Ûectivesǚ alđernative consensğs mec¿anisms to 
Uo]ǚ sğc¿ as Deleºateª Uroof of ]take ǳDUo]Ǵ anª Uroof of )istory ǳUo)Ǵǚ may alleviate t¿e oğtlineª risks 
£y increasinº ªecentraliĻation of t¿e consensğs mec¿anism or £olsterinº t¿e o£Ûectivity of transaction 
orªerinºǟ

5 Interconnections with the traditional financial system. �s more craªFi institğtions anª ğsers enºaºe wit¿ 
DeFiǚ t¿e interconnecteªness £etween t¿e two sectors will ºrowǟ Yisks stemminº from failğres in craªFi can 
sĂill over into DeFi anª vice versaǟ For eİamĂleǚ sta£lecoins are crğcial in DeFi as t¿ey Ăroviªe t¿e main form 
of valğe transfer ǳiǟeǟǚ ĂaymentǴ in DeFi systemsǟ �ğt w¿en ]ilicon salley �ank faileª earlier t¿is yearǚ �ircle 
ǳt¿e issğer of ŃatǺ£ackeª sta£lecoin h]D�Ǵ lost access to Ȍşǟş £illion in cas¿ reserves ¿elª at t¿e £ankǚ 
leaªinº to a temĂorary ªollar ªeǺĂeº for one of t¿e most imĂorđant Ăayments sta£lecoins ğseª in DeFiǟ

DeFi Policy Recommendations 

,n aª¿erence to t¿e ĂrinciĂle of ‘Same Activity, Different Risk, Different Regulation but Same Regulatory Outcome,’ 
t¿is ĂaĂer ĂroĂoses a sĂeciŃc reºğlatory aĂĂroac¿Ǚ ‘Regulate Businesses, Not Public Good Protocols,’Ǹw¿ic¿ 
Ălaces reºğlatory o£liºations on t¿e aĂĂǺoĂeratinº £ğsinessesǟ  
 
Followinº t¿is aĂĂroac¿ǚ we ĂroĂose t¿ree Ăolicy recommenªationsǙ

1 Mandatory DisclosureǙ � stanªarªiĻeª ªisclosğre reºime for aĂĂǺoĂeratinº £ğsinesses t¿at inclğªes 
information a£oğt t¿e ğnªerlyinº DeFi Ărotocolǟ

2 Independent CertificationǙ c¿e esta£lis¿ment of an ,nªeĂenªent �erđiŃcation Yeºime JrºaniĻation ǳ,�YJǴǚ 
w¿ic¿ cerđiŃes DeFi Ărotocols t¿at meet t¿e ,�YJȇs criteriaǚ inclğªinº secğrity coªe ağªitsǟ

3 Regulatory Safe HarborǙ � safe ¿ar£or reºime for nascent Ărotocols t¿at aim to ªecentraliĻeǟ

te £elieve t¿is ‘Regulate Businesses, Not Public Good Protocols’ aĂĂroac¿ ĂrioritiĻes consğmer anª investor 
Ărotection anª mitiºates Ńnancial risks wit¿oğt stiflinº t¿e £eneŃts of t¿ese innovative tec¿noloºiesǟ ,t Ăroviªes 
many of t¿e necessary economic anª reºğlatory incentives to encoğraºe £ğsinesses oĂeratinº DeFi aĂĂlications 
to £e in comĂliance wit¿ t¿e aĂĂlica£le laws in t¿e Ûğrisªictions w¿ere t¿ey are Ăroviªinº services anª a Ăat¿way 
for Uğ£lic $ooª Urotocols to ªeveloĂ safely anª ªecentraliĻe t¿roğº¿ t¿e reºğlatory safe ¿ar£or Ăroºramǟ 
Canªatory ªisclosğre o£liºations woğlª £e t¿e resĂonsi£ility of t¿e aĂĂǺoĂeratinº £ğsinessesǚ anª t¿is ªisclosğre 
reºime woğlª £e en¿anceª £y a cerđiŃcation reºime t¿roğº¿ w¿ic¿ t¿e ,�YJ inªeĂenªently cerđiŃes Uğ£lic $ooª 
Urotocolsǟ ,mĂorđantlyǚ t¿is overall framework will ¿elĂ foster t¿e ºrowđ¿ǚ secğrityǚ anª resilience of Uğ£lic $ooª 
Urotocols to serve as t¿e Ăğ£lic ºooªs infrastrğctğre for t¿e te£ş ecosystem of t¿e fğtğreǟ
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Source: ɣï�İÂï�é¹÷¤ğĉǥğðĉĂé�ĉ¿

,ntroªğction1
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DecentraliĻeª Finance ǳDeFiǴ is a raĂiªly ºrowinº £ğt nascent inªğstryǟ ,t ğtiliĻes £lockc¿ain tec¿noloºy to aªª 
fğnctionality to t¿e neİđ iteration of t¿e ,nternetǹte£şǚ t¿at emĂowers consğmers anª £ğsinesses to ğse Ńnancial 
services in a cost efficient anª inªeĂenªent mannerǚ anª Ăroviªes t¿em wit¿ an oĂĂorđğnity to ĂarđiciĂate in a new 
Ńnancial systemǟ ,f ĂroĂerly ªeveloĂeª anª ªeĂloyeªǚ t¿e Ăroliferation of DeFi will leaª to ºreater Ńnancial inclğsionǚ 
consğmer ĂarđiciĂationǚ anª market efficiencies t¿an t¿e leºacy Ńnancial systemǟ c¿e economic ĂrinciĂles of 
ªecentraliĻation were ĂoĂğlariĻeª £y t¿e economistǺĂ¿ilosoĂ¿er Frieªric¿ )ayek in t¿e ŞŜt¿ centğryǚ1 £ğt ¿ave 
recently £een introªğceª in t¿e real worlª t¿roğº¿ Ȇtrğstless Ălatformsȇ ena£leª £y £lockc¿ain tec¿noloºy w¿en 
]atos¿i Dakamoto Ăğ£lis¿eª t¿e �itcoin w¿ite ĂaĂer in ŞŜŜŤǟ2 

)oweverǚ DeFi can £e ªeeĂly misğnªerstooª £ot¿ as a conceĂt anª as a sectorǟ Cany soǺcalleª DeFi aĂĂlications 
ǳor aĂĂsǴ anª Ărotocols t¿at ¿ave faileª or sğffereª ªetrimental secğrity ¿acks were in fact controlleª £y a sinºle 
Ăarđy or t¿roğº¿ t¿e manaºerial efforđs of a small ºroğĂ anªǚ t¿ereforeǚ were not actğally ªecentraliĻeªǟ 

c¿e DeFi sector ¿as eİĂerienceª eİĂonential ºrowđ¿ in several metrics since its initial ascent in ŞŜŝťǚ w¿ere its 
total market caĂitaliĻation ºrew more t¿an tenfolª yearǺoverǺyearǟ3 Jver a similar Ăerioªǚ t¿e total valğe lockeª 
ǳcs=Ǵ4 in DeFi Ărotocols increaseª £y several mğlđiĂles anª reac¿eª aĂĂroİimately ȌťǟŠ £illion £y Fe£rğary ŞŜŞŜǟ5 
�t t¿e time of writinºǚ t¿e total market caĂitaliĻation of DeFi ĂroÛects is aĂĂroİimately ȌŠŞ £illion ǳwit¿ an allǺtime 
¿iº¿ of aĂĂroİimately Ȍŝţş £illionǴ w¿ile cs= in sğc¿ ĂroÛects sits at aĂĂroİimately ȌşŤ £illion ǳwit¿ an allǺtime 
¿iº¿ of aĂĂroİimately ȌŝţŤ £illionǴǟ6 c¿ese ªramatic increases siºnify not only t¿e ªeveloĂmental striªe of t¿e DeFi 
sectorǚ £ğt also t¿e sğ£stantial eİĂansion of onǺc¿ain liĄğiªity over timeǟ7 t¿ile t¿ese nominal amoğnts are not 
larºe comĂareª to t¿e ºlo£al Ńnancial systemǚ t¿is eİĂonential ºrowđ¿ǚ alonº wit¿ t¿e novel aĂĂroac¿ to Ńnancial 
servicesǚ ¿ave cağº¿t t¿e eye anª concern of Ăolicymakers aroğnª t¿e ºlo£eǟ

�lđ¿oğº¿ DeFi is still in its infancyǚ t¿e $ŞŜ ¿as annoğnceª its intention to monitor DeFi in its Finance Cinisters ɤ 
$overnors �ommğniĄğe from Fe£rğaryǟ8 c¿e Financial ]ta£ility �oarª ǳF]�Ǵ issğeª an analyđical reĂorđ in Fe£rğary 
2023,9 anª Ăolicy recommenªations are eİĂecteª to follow sğitǟ �fđer releasinº its ĂroĂoseª recommenªations 
 

ŝǟ Frieªric¿ �ǟ )ayekǚ The Use of Knowledge in Societyǚ şš �mǟ Econǟ Yevǟ šŝťǚ šŝťǺšŞŝ ǳŝťŠšǴ ǳªiscğssinº ªecentraliĻeª Ălanninº as t¿e 
foğnªation of economic comĂetitionǟ See also Friedrich A. hAyek, The roAd To SerFdom ŠşǺšŝǚ ŝŠť ǳYoğtleªºe ŞŜŜŝǴ ǳŝťŠŠǴ ǳªiscğssinº 
t¿e imĂerative of ªecentraliĻation w¿ere economic factors £ecome increasinºly nğmeroğs anª imĂossi£le for a sinºle £oarª to ºain 
a synoĂtic view ofǴǟ

2. Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System ǳŞŜŜŤǴǚ ¿tđĂsǙǥǥ£itcoinǟorºǥ£itcoinǟĂªf.

3. Top 100 DeFi Coins by Market Capitalization, coingecko, ¿tđĂsǙǥǥņǟcoinºeckoǟcomǥenǥcateºoriesǥªecentraliĻeªǺŃnanceǺªeŃ 
ǳlast visiteª ]eĂtǟ ŝŠǚ ŞŜŞşǴ ǳªemonstratinº an increase in t¿e total DeFi market caĂitaliĻation from aĂĂroİimately ȌŝǟŢ £illion on 
]eĂtem£er ŝǚ ŞŜŝť to aĂĂroİimately ȌŞŜǟţ £illion on ]eĂtem£er ŝǚ ŞŜŞŜ for t¿e toĂ ŝŜŜ DeFi tokensǴǟ

Šǟ cotal valğe lockeª ǳcs=Ǵ is a metric t¿at measğres t¿e aººreºate valğe of all cryĂto assets lockeª in DeFi Ărotocols via smarđ 
contractsǟ cs= may also refer to t¿e valğe of assets lockeª on a sĂeciŃc Ărotocolǟ co calcğlate cs=ǚ one ªetermines t¿e valğe of 
all cryĂto assets cğrrently lockeª into DeFi Ărotocols inclğªinº assets Ăğt ğĂ for collateralǚ stakeª assetsǚ anª assets Ălaceª into 
Ărotocol liĄğiªity Ăoolsǟ Jne t¿en converđs t¿e valğe of t¿ose assets to a stanªarª ğnit ǳsğc¿ as h]DǴ anª aªªs t¿e total valğe of all 
t¿ose assets to ªetermine t¿e cs=ǟ c¿is can £e ªone for a sinºle DeFi Ărotocolǚ for a sĂeciŃc sğ£set of DeFi Ărotocols ǳiǟeǟǚ cs= of 
lenªinº Ărotocols or cs= of DecentraliĻeª Eİc¿anºesǴǚ or for all DeFi Ărotocols in aººreºateǟ )ereǚ we ğse t¿e aººreºate cs= of all 
ŞǚţŜŢ Ărotocols listeª on DeFi =lamaǟ Dote also t¿at cs= ªenominateª in h]D is volatile as it c¿anºes ªeĂenªinº on Ărices of cryĂto 
assets. 
 
Cryptopedia: Total Value Locked, gemini, ¿tđĂsǙǥǥņǟºeminiǟcomǥcryĂtoĂeªiaǥºlossaryǞtotalvalğelockeª ǳlast visiteª 7ğne Şŝǚ ŞŜŞşǴǟ 
Emi =acaĂraǚ What Is Total Value Locked (TVL) in Crypto and Why Does It Matter?, coinTelegrAph ǳCay ŞŞǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥcointeleºraĂ¿ǟ
comǥeİĂlaineªǥw¿atǺisǺtotalǺvalğeǺlockeªǺtvlǺinǺcryĂtoǺanªǺw¿yǺªoesǺitǺmatđer.

5. DeFi: Overview, deFi lAlAmA, ¿tđĂsǙǥǥªeŃllamaǟcomǥ ǳlast visiteª ]eĂtǟ ŝŠǚ ŞŜŞşǴ ǳĂresentinº £ot¿ t¿e cğrrent anª ¿istorical cs= across 
all DeFi Ărotocols anª s¿owinº an increase in cs= from ȌŠŠŤ million on Jcto£er ŝǚ ŞŜŝť to ȌťǟŠŢ £illion on Jcto£er ŝǚ ŞŜŞŜǴǟ

Ţǟ �oin$eckoǚ supra note ş ǳs¿owinº t¿e Decem£er ŞŜŞŝ ¿iº¿ in total market caĂitaliĻation t¿roğº¿ to t¿e cğrrent ŃºğreǴǤ DeFi =lama 
supra note š ǳnotinº t¿e Decem£er ŞŜŞŝ ¿iº¿ in cs= t¿roğº¿ to t¿e cğrrent ŃºğreǴǟ 

7. Id. 

8. Chair’s Summary and Outcome Document: G20 Finance Ministers and Central Bank Governors Meeting, miniSTry oF Fin. JApAn ţ ǳFe£ǟ 
Şšǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟmofǟºoǟÛĂǥenºlis¿ǥĂolicyǥinternationalǦĂolicyǥconventionǥºŞŜǥºŞŜǦŞŜŞşŜŞŞšǟĂªf.

9. The Financial Stability Risks of Decentralized Finance, Fin. STAbiliTy bd. ǳFe£ǟ ŝŢǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟfs£ǟorºǥwĂǺcontentǥğĂloaªsǥ
UŝŢŜŞŞşǟĂªf.

https://bitcoin.org/bitcoin.pdf
https://www.coingecko.com/en/categories/decentralized-finance-defi
https://www.gemini.com/cryptopedia/glossary#totalvaluelocked
https://cointelegraph.com/explained/what-is-total-value-locked-tvl-in-crypto-and-why-does-it-matter
https://cointelegraph.com/explained/what-is-total-value-locked-tvl-in-crypto-and-why-does-it-matter
https://defillama.com/
https://www.mof.go.jp/english/policy/international_policy/convention/g20/g20_20230225.pdf
https://www.fsb.org/wp-content/uploads/P160223.pdf
https://www.fsb.org/wp-content/uploads/P160223.pdf
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for cryĂto eİc¿anºes ǳiǟeǟǚ �eFiǴ in Cay ŞŜŞşǚ10  t¿e ,nternational JrºaniĻation of ]ecğrities �ommissions ǳ,J]�JǴ 
ĂroĂoseª recommenªations for DeFi in ]eĂtem£er ŞŜŞş anª is eİĂecteª to ŃnaliĻe t¿em £y t¿e enª of t¿is yearǟ 
=ikewiseǚ t¿e F]� Ălans to conªğct Ăolicy work on DeFi £y t¿e enª of ŞŜŞŠǟ11 

Yeºionallyǚ t¿e EğroĂean hnionǚ in its ªeli£eration of cryĂto assets reºğlation ǳt¿e Carkets in �ryĂto �ssets 
Yeºğlation ǳCi��ǴǴǚ ªeciªeª to ĂostĂone reºğlatinº DeFi ğntil afđer it Ńrst conªğcts a stğªyǟ12 ,n t¿e h]ǚ £ills ¿ave 
£een introªğceª tryinº to carve oğt DeFiǚ13 anª reºğlatory ĂroĂosals ¿ave £een maªe to Ăroviªe safe ¿ar£or for 
Ărotocols in t¿e Ărocess of £ecominº ªecentraliĻeªǟ14 Deeªless to sayǚ most maÛor Ûğrisªictions are eİamininº ¿ow 
£est to reºğlate DeFi orǚ in some casesǚ even to contain itǟ

�ºainst t¿is £ackªroĂ of Ăolicymaker activities from mğlđilateral to national ªeveloĂmentsǚ many asĂects of t¿e 
DeFi ecosystem are Ąğickly evolvinº anª matğrinºǟ c¿e ecosystem is ªynamicǚ anª far from monolit¿icǟ �ny 
reºğlatory moªel will neeª to £e forwarª lookinº anª as fleİi£le as Ăossi£le to accommoªate t¿is ºlo£al realityǟ 

craªitional Ńnancial reºğlation ¿as ¿istorically ğtiliĻeª an entitiesǺ£aseª aĂĂroac¿ǟ Yeºğlation is ºenerally aĂĂlieª 
t¿roğº¿ licensesǚ c¿arđersǚ or reºistrations o£taineª from t¿e relevant reºğlatorǳsǴǟ For eİamĂleǚ Ăarđies w¿o 
wis¿ to form a new £ank mğst o£tain a £ank c¿arđer from a £ank sğĂervisorǟ Jnce t¿e c¿arđer is ºranteªǚ t¿e 
£ank reºğlator ¿as t¿e leºal ağt¿ority to eİamine t¿e newly formeª £ank anª sğ£Ûect it to Ărğªential reºğlatory 
reĄğirementsǟ c¿is leºal entitiesǺ£aseª aĂĂroac¿ is c¿allenºinº to aĂĂly in t¿e DeFi sectorǚ w¿ere no sinºle Ăarđy or 
small ºroğĂ of Ăarđies ¿ave control over t¿e Ărovision of t¿e Ńnancial serviceǟ 

te ¿ave atđemĂteª in t¿is ĂaĂer to tackle t¿is reºğlatory c¿allenºeǟ Jğr o£Ûective is to ¿elĂ foster a ¿ealđ¿yǚ 
sğstaina£le DeFi ecosystem t¿at is inclğsive anª oĂenǟ te ¿ave carefğlly consiªereª t¿e Ăolicy anª reºğlatory 
c¿allenºes anª oğtlineª an aĂĂroac¿ t¿at we £elieve is via£le anª feasi£le for £ot¿ reºğlators anª t¿e inªğstryǟ 

c¿is ĂaĂer is ªiviªeª into foğr main sectionsǟ ,n Section IIǚ we ªiscğss t¿e ªeŃnition of DeFi anª introªğce t¿e 
conceĂt of DeFi Ărotocols as Ăğ£lic ºooªs ªiºital infrastrğctğre like t¿e ,nternet ǳȆUğ£lic $ooª UrotocolsȇǴǟ c¿is 
section is t¿en followeª £y an oğtline of £eneŃts ǳSection IIIǴ anª risks ǳSection IVǴ of DeFi Ărotocolsǟ te t¿en Ăğt 
forwarª a reºğlatory aĂĂroac¿ anª Ăolicy recommenªations in Section Vǟ c¿is ĂaĂer aims to assist Ăolicymakers 
as t¿ey consiªer t¿e very c¿allenºinº Ąğestion of ¿ow £est to reºğlate DeFi as an emerºinº anª vital Ăarđ of oğr 
Ńnancial systemǟ 

10. policy recommendATionS For crypTo And digiTAl ASSeT mArkeTS ǳ,ntȇl Jrºǟ ]ecǟ �ommȇnǚ �onsğlđation YeĂorđ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟioscoǟorºǥ
li£raryǥĂğ£ªocsǥĂªfǥ,J]�JUDţşŠǟĂªfǤ policy recommendATionS For decenTrAlized FinAnce (deFi) Ǳ,ntȇl Jrºǟ ]ecǟ �ommȇnǚ �onsğlđation 
YeĂorđ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟioscoǟorºǥli£raryǥĂğ£ªocsǥĂªfǥ,J]�JUDţŠŠǟĂªf.

11. The Global Regulatory Framework for Crypto-Asset Activities Umbrella Public Note to Accompany Final Framework, Fin. STAbiliTy bd. 
ǳ7ğly ŝţǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟfs£ǟorºǥwĂǺcontentǥğĂloaªsǥUŝţŜţŞşǺŝǟĂªf.

12. Uarliament anª �oğncil Yeºğlation ŞŜŞşǥŝŝŝŠ of Cay şǚ ŞŜŞşǚ on Carkets in �ryĂto �ssets ǳCi��Ǵ anª �menªinº Yeºğlations ǳEhǴ Do 
ŝŜťşǥŞŜŝŜ anª ǳEhǴ Do ŝŜťšǥŞŜŝŜ anª Directives ŞŜŝşǥşŢǥEh anª ǳEhǴ ŞŜŝťǥŝťşţǚ Cay şǚ ŞŜŞşǚ at ŝŤ ǳclarifyinº DeFi as oğtsiªe t¿e 
scoĂe of t¿is reºğlationǴ anª ŠšŞǺŠšť ǳclarifyinº a forđ¿cominº reĂorđ t¿at will inclğªe an assessment of DeFi anª of t¿e aĂĂroĂriate 
reºğlatory treatment of DeFi systemsǴǚ availa£le atǙ ¿tđĂsǙǥǥªataǟconsiliğmǟeğroĂaǟeğǥªocǥªocğmentǥUEǺšŠǺŞŜŞŞǺ,D,cǥenǥĂªf.

13. E.g., Discğssion Drafđ for Diºital �sset Carket ]trğctğre �ct of ŞŜŞşǚ )ǟYǟ ǫğnassiºneªǬǚ ŝŝŤt¿ �onºǟ ŝšţǺŢŝ ǳŞŜŞşǴǚ availa£le atǙ ¿tđĂsǙǥǥ
Ńnancialservicesǟ¿oğseǟºovǥğĂloaªeªfilesǥªiºitalǦŜŜŞǦİmlǟĂªf.

14. E.g., �ommȇr )ester Ueirceǚ Safe Harbor 2.0: Proposed Safe Harbor–Time-limited Exemption for Tokens, GitHub ǳ�Ărǟ ŝşǚ ŞŜŞŝǴǚ ¿tđĂsǙǥǥ
ºit¿ğ£ǟcomǥ�ommissionerUeirceǥ]afe)ar£orŞǟŜǟ c¿e �ank for ,nternational ]etđlements ¿as also £een conªğctinº researc¿ on DeFiǟ 
See �ramonte etǟ alǟǚ DeFi Risks and the Decentralisation Illusion, bAnk For inT’l SeTTlemenTSǚ ǳDecǟ Ţǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟ£isǟorºǥĂğ£lǥ
ĄtrĂªfǥrǦĄtŞŝŝŞ£ǟ¿tm. See also �Ąğilina etǟ alǟǚ DP17810 Decentralised Finance (DeFi): a Functional Approachǚ ǳcTr. For econ. pol’y reS. 
Discğssion UaĂerǚ UaĂer Doǟ ŝţŤŝŜǚ 7anǟ ŝŢǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥceĂrǟorºǥĂğ£licationsǥªĂŝţŤŝŜ.

https://www.iosco.org/library/pubdocs/pdf/IOSCOPD734.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD734.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD744.pdf
https://www.fsb.org/wp-content/uploads/P170723-1.pdf
https://data.consilium.europa.eu/doc/document/PE-54-2022-INIT/en/pdf
https://financialservices.house.gov/uploadedfiles/digital_002_xml.pdf
https://financialservices.house.gov/uploadedfiles/digital_002_xml.pdf
https://github.com/CommissionerPeirce/SafeHarbor2.0
https://github.com/CommissionerPeirce/SafeHarbor2.0
https://www.bis.org/publ/qtrpdf/r_qt2112b.htm
https://www.bis.org/publ/qtrpdf/r_qt2112b.htm
https://cepr.org/publications/dp17810
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12Key Elements of an Effective DeFi Framework 

A. What is DeFi?
]ince its inceĂtionǚ t¿e ,nternet ¿as introªğceª forces of ªecentraliĻation into t¿e ºlo£al economyǚ ªramatically 
transforminº economic anª social systems anª £e¿aviorǟ For eİamĂleǚ ªecentraliĻinº forces of t¿e ,nternet ¿ave 
leª to t¿e ĂlatformiĻation of servicesǚ sğc¿ as eǺcommerce Ălatformsǚ w¿ic¿ ¿ave reĂlaceª many £rick anª morđar 
retailersǟ c¿ese forces ¿ave also leª to t¿e ĂlatformiĻation of Ńnancial services leveraºinº cğstomerǺĂermissioneª 
ªata t¿at £anks s¿are wit¿ Ńntec¿ Ńrms to Ăroviªe Ńntec¿ services anª Ăroªğcts ǳiǟeǟǚ oĂen £ankinºǴǟ 

)oweverǚ t¿ese ªecentraliĻinº forces were accomĂanieª £y centraliĻinº elements as t¿e ,nternet ªeveloĂeª from 
ªecentraliĻeª ªiºital services of te£ŝ ǳeǟºǟǚ reaªǺonlyǚ selfǺ¿osteª we£sites anª emailǚ etcǟǴ anª transitioneª to 
t¿e centraliĻeª Ălatforms of te£Ş ǳeǟºǟǚ reaªǺanªǺwrite Ălatforms manaºeª £y corĂorate intermeªiariesǚ sğc¿ as 
Face£ookǚ cwitđerǚ �maĻonǚ etcǟǴǟ c¿ese Ălatforms consoliªateª ,nternet owners¿iĂ anª economic valğeǚ resğlđinº in 
monoĂolistic Ăractices at t¿e eİĂense of ğsersǟ =ikewiseǚ t¿e eİistinº Ńnancial system ¿eavily relies on intermeªiariesǟ 
c¿is cğrrent intermeªiaryǺ£aseª system eİclğªes a siºniŃcant Ăorđion of t¿e ºlo£al ĂoĂğlation from accessinº 
Ńnancial servicesǟ15 

c¿e neİđ evolğtion of t¿e ,nternetǚ ofđen calleª te£şǚ will £e a reaªǺwriteǺown networkǟ c¿is reaªǺwriteǺown 
,nternet aims to create systems t¿at incentiviĻe ªistri£ğteª owners¿iĂǚ ğser emĂowermentǚ anª ĂarđiciĂant 
cooĂeration wit¿oğt t¿e neeª to trğst or rely on centraliĻeª intermeªiariesǟ16 DeFi is one eİamĂle of t¿is 
new Ăaraªiºmǟ ,t allows ğsers to retain comĂlete control over t¿eir assets w¿ile avoiªinº t¿e neeª to rely on 
intermeªiariesǟ DeFi isǚ t¿ereforeǚ a crğcial comĂonent of t¿e te£ş economy t¿at sğĂĂorđs fair access to Ńnancial 
servicesǚ owners¿iĂ or ĂarđiciĂation interests in t¿ese servicesǚ anª imĂroveª market efficienciesǟ 

DeFi is a sğ£set of a £roaªer cateºory of ªecentraliĻeª services ǳinclğªinº social meªiaǚ messaºinºǚ ªiºital 
commerceǚ ªiºital iªentityǚ etcǟǴ t¿at focğses on offerinº Ńnancial servicesǟ c¿e term ȆDeFiȇ refers to t¿e ecosystem 
of aĂĂlications anª Ărotocols ena£leª £y £lockc¿ain tec¿noloºy to Ăroviªe ªiºital anª oĂen access to Ńnancial 
services wit¿oğt a sinºle intermeªiary or small ºroğĂ of intermeªiaries controllinº t¿e system offerinº t¿e Ńnancial 
serviceǟ �y removinº t¿e Ȇmiªªlemenǚȇ DeFi ¿olªs t¿e Ăromise of lowerinº access £arriers to a mğlđitğªe of Ńnancial 
servicesǚ reªğcinº fees t¿at ¿aª in¿i£iteª ĂarđiciĂation in traªitional Ńnancial activitiesǚ anª en¿ancinº overall 
inªiviªğal Ńnancial sovereiºnty anª oĂĂorđğnityǟ17 

Digital tech stacks

DeFi comĂrises a nğm£er of comĂonents t¿at £ğilª on toĂ of eac¿ ot¿erǟ c¿ese comĂonents inclğªeǚ £ğt are not 
limiteª toǚ £ase layer £lockc¿ainsǚ ağtonomoğs Ărotocolsǚ smarđ contractsǚ aĂĂlicationsǚ18 selfǺ¿osteª wallets or 
accoğntsǚ iªentity systemsǚ DecentraliĻeª �ğtonomoğs JrºaniĻations ǳD�JsǴǚ19 sta£lecoinsǚ anª ot¿er ªiºital assetsǟ 
�ğilªinº on £ase layer £lockc¿ainsǚ DeFi Ărotocols serve as t¿e sofđware infrastrğctğre for aĂĂlicationsǚ w¿ic¿ Ăroviªe 
t¿e ğser interfaceǟ hsers ºenerally connect to t¿e DeFi Ărotocols via aĂĂlications ǳor aĂĂsǴ £ğilđ on toĂ of t¿ese 
Ărotocolsǟ �s illğstrateª in Fiºğre ŝǚ t¿ese sĂeciŃc comĂonents form t¿e ªiºital tec¿ Ȇstacksȇ of t¿e DeFi ecosystemǟ

c¿ese DeFi Ărotocols are reminiscent of ¿ow te£ŝ Ărotocols like )ccUǚ ]CcUǚ anª FcU serveª as Ăğ£lic ºooªsǚ 
ena£linº innovators to ªeveloĂ aĂĂlications anª £ğsinesses ªğrinº t¿e early ªays of t¿e ,nternet ǳlike �J=ǚ $mailǚ 

15. �nÛğ Uatwarª¿anǚ Ken ]inºletonǚ Kai ]c¿mitĻǚ Financial Inclusion in the Digital Age, inT’l Fin. corp. ŝŝǺŝš ǳCarǟ ŞŜŝŤǴǚ ¿tđĂsǙǥǥmfcǟorºǟĂlǥ
wĂǺcontentǥğĂloaªsǥŞŜŝťǥŜŞǥFinancialǦ,nclğsionǦinǦt¿eǦDiºitalǦ�ºeǟĂªf.

16. �¿ris Diİonǚ Why Web3 Matters, A16z crypTo ǳ]eĂtǟ ŞŢǚ ŞŜŞŝǴǚ ¿tđĂsǙǥǥaŝŢĻcryĂtoǟcomǥĂostsǥarđicleǥw¿yǺwe£şǺmatđersǥ.

17. See Carvin �mmoriǚ Decentralized Finance: What It Is, Why It Matters, A16z crypTo ǳ7ğne ŝšǚ ŞŜŞŝǴǚ ¿tđĂsǙǥǥaŝŢĻcryĂtoǟcomǥĂostsǥ
arđicleǥw¿atǺisǺªecentraliĻeªǺŃnanceǥǞsectionǺǺŝ ǳeİĂlaininº t¿at DeFi can Ăroviªe access to services sğc¿ as insğranceǚ 
ªollarǺªenominateª savinºsǚ anª creªit at costs siºniŃcantly lower t¿an w¿at woğlª ot¿erwise £e neeªeª in traªitional Ńnancial 
infrastrğctğreǴǟ 

18. DecentraliĻeª aĂĂlications or D�ĂĂs are ğsğally aĂĂlications controlleª £y a £ğsinessǟ c¿ey are not ªecentraliĻeªǚ £ğt t¿ey are £ğilđ 
on ªecentraliĻeª Ărotocolsǟ For t¿e ĂğrĂoses of t¿e ĂaĂerǚ we ğse t¿e more ºeneral term ȆaĂĂȇǟ 

19. te arđicğlate D�Jȇs more in ªeĂt¿ later in t¿is ĂaĂerǟ See ªiscğssion Ȇ�eneŃtǙ UarđiciĂatory ]take¿olªer $overnanceȇǟ 

https://mfc.org.pl/wp-content/uploads/2019/02/Financial_Inclusion_in_the_Digital_Age.pdf
https://mfc.org.pl/wp-content/uploads/2019/02/Financial_Inclusion_in_the_Digital_Age.pdf
https://a16zcrypto.com/posts/article/why-web3-matters/
https://a16zcrypto.com/posts/article/what-is-decentralized-finance/#section--1
https://a16zcrypto.com/posts/article/what-is-decentralized-finance/#section--1
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FIGURE 1

DeFi Technology Stack

anª C] JğtlookǴǟ ]imilarlyǚ te£ş aĂĂlications anª £ğsinesses leveraºe DeFi Ărotocols to en¿ance ğser eİĂerienceǚ 
£roaªen access to Ńnancial servicesǚ anª foster market efficienciesǚ sğc¿ as imĂroveª Ărice ªiscoveryǟ �ccorªinºlyǚ 
DeFi Ărotocols fğnction as t¿e necessary anª critical Ălğm£inº for a te£ş Ńnancial systemǟ For eİamĂleǚ t¿e 
hniswaĂ Urotocol Ăroviªes t¿e Ălğm£inº t¿at sğĂĂorđs a mğlđitğªe of aĂĂlications t¿at are £ğilđ on toĂ of itǚ 
inclğªinº t¿e hniswaĂ interfaceǸt¿e aĂĂlication rğn £y t¿e team t¿at initially ªeveloĂeª t¿e hniswaĂ ĂrotocolǸanª 
all t¿e aĂĂlications t¿at were ªeveloĂeª inªeĂenªently t¿at ğtiliĻe t¿e hniswaĂ Ărotocolǚ sğc¿ as Jkğ craªeǚ ŝinc¿ǚ 
Cetamask swaĂǚ �oin£ase wallet swaĂǚ ,nstaªaĂĂǚ anª ot¿ersǟ20

)arnessinº ağtonomoğs sofđware Ărotocols anª smarđ contracts to reĂlace t¿e reĄğisite trğst neeªeª in centraliĻeª 
oĂerations anª intermeªiariesǚ21 DeFi allows ğsers to enºaºe in ĂeerǺtoǺĂeer transactions anª wit¿ new innovations 
in a system w¿ere information anª ªecisions are Ăğ£licly accessi£leǚ immğta£leǚ anª availa£le in real timeǟ ,t is also 
imĂorđant to note t¿at innovations from DeFi can £e £eneŃcial for ğses £eyonª DeFiǟ For instanceǚ DeFi is cğrrently 
a valğa£le tec¿noloºy testinº ºroğnª for ªiºital iªentity solğtionsǟ22 c¿ereforeǚ reºğlatinº DeFi coğlª ¿ave seconª or 
t¿irª orªer effects on nonǺDeFi relateª innovationǟ23 

20. UniSwAp, ¿tđĂsǙǥǥaĂĂǟğniswaĂǟorºǥ ǳlast visiteª Fe£ǟ ŝǚ ŞŜŞŜǴǟ Dote t¿at t¿e hniswaĂ Ărotocol is ªistinct from t¿e hniswaĂ aĂĂlicationǟ 
c¿e hniswaĂ Ărotocol is ağtonomoğs coªe t¿at fğnctions inªeĂenªent of ¿ğman intervention once ªeĂloyeª on a £lockc¿ain 
networkǟ c¿is Ărotocol is t¿e core enºine t¿at Ăowers t¿e entire hniswaĂ system anª ena£les onǺc¿ain token swaĂs anª liĄğiªity 
Ărovisionǟ hnlike t¿e Ărotocolǚ t¿e hniswaĂ aĂĂlication is not ağtonomoğs anª is maintaineª £y t¿e hniswaĂ Foğnªationǚ w¿ic¿ 
reºğlarly ğĂªates anª aªªs new featğres to itǟ c¿e aĂĂlication serves as t¿e ğserǺfrienªly interface t¿at translates t¿e ğserȇs intent 
ǳiǟeǟǚ swaĂ ŝ Ec) for ŞǚŜŜŜ D�,Ǵ into a transaction t¿at conforms to t¿e hniswaĂ Ărotocolǚ senªs t¿e transaction to t¿e Et¿ereğm 
networkǚ t¿en translates t¿e resğlđs £ack into a form t¿at t¿e ğser can easily ğnªerstanª ǳiǟeǟ ȆswaĂ comĂleteǚȇ etcǴǟ See YesoğrcesǙ 
F�Wǚ hniswaĂ Foğnªǟǚ ǳeİĂlaininº t¿e fğnction of t¿e hniswaĂ foğnªation in relation to t¿e hniswaĂ �ĂĂ anª UrotocolǴ ¿tđĂsǙǥǥņǟ
ğniswaĂfoğnªationǟorºǥfaĄs ǳlast visiteª 7ğly ŞŠǚ ŞŜŞşǴǟ See also )ayªen �ªams et alǟǚ Uniswap v4 Core [Draft]ǚ hniswaĂ ǳ7ğne ŞŜŞşǴǚ 
¿tđĂsǙǥǥºit¿ğ£ǟcomǥhniswaĂǥvŠǺcoreǥ£lo£ǥmainǥw¿iteĂaĂerǺvŠǺªrafđǟĂªf ǳĂroviªinº £ackºroğnª information on t¿e hniswaĂ Ărotocol 
ğĂºraªeǴǟ 

21. See YaĂ¿ael �ğer etǟ alǟǚ The Technology of Decentralized Finance (DeFi) ǳ�ank for ,ntȇl ]etđlements torkinº UaĂerǚ UaĂer Doǟ ŝŜŢŢǚ 
7anǟ ŝţǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟ£isǟorºǥĂğ£lǥworkŝŜŢŢǟĂªf ǳªiscğssinº ¿ow alºorit¿mic ağtomation of Ńnancial activityǚ comĂosition of 
varioğs DeFi aĂĂlicationsǚ anª oĂenness facilitateª £y DeFi are key c¿aracteristics t¿at can s¿aĂe t¿e fğtğre Ńnancial ecosystemǴǟ 

22. cec¿noloºy focğseª on selfǺmanaºeª iªentity ǳiǟeǟǚ ªecentraliĻeª iªentityǴ can £e one of many solğtions reºğlators can ¿elĂ sğĂĂorđǟ 
�omĂanies sğc¿ as �lock ǳt¿roğº¿ c�DǴǚ ]Ărğce,Dǚ �entreǚ �ircleǚ �oin£aseǚ anª ot¿ers ǳt¿roğº¿ t¿e serite stanªarªǴǚ as well as 
�leoǚ cransmğte ,nªğstries anª Discoǚ are workinº on sğc¿ selfǺmanaºeª iªentity solğtions t¿at ena£le ĂeoĂle to control t¿eir 
Ńnancesǚ ªata anª iªentityǟ   

23. For eİamĂleǚ some of t¿e core ĂrinciĂles anª £ğilªinº £locks in DeFi coğlª t¿eoretically £e ğtiliĻeª towarªs £ğilªinº critical ªiºital 
infrastrğctğreǚ like �ero crğst iªentity anª access manaºement system arc¿itectğresǚ or ]ofđware �ill of Caterials ǳ]�JCsǴǚ w¿ic¿ 
t¿e hǟ]ǟ feªeral ºovernment is cğrrently ĂrioritiĻinºǟ E.g., NSTAC Report to the President: Zero Trust & Identity Management, preSidenT’S 
nAT’l Sec. Telecomm. AdviSory comm. at E]Ǻŝ ǳFe£ǟ Şşǚ ŞŜŞŞǴ ǳªiscğssinº Uresiªent �iªenȇs Eİecğtive Jrªer ŝŠŜŞŤǚ callinº for aªvancinº 
towarª �ero crğst �rc¿itectğresǴǚ ¿tđĂsǙǥǥņǟcisaǟºovǥsitesǥªefağlđǥŃlesǥĂğ£licationsǥD]c��ǦYeĂorđǦtoǦt¿eǦUresiªentǦonǦ�eroǦ
crğstǦanªǦcrğsteªǦ,ªentityǦCanaºementǟĂªfǤ Uress Yeleaseǚ DeĂȇt of )omelanª ]ecǟǚ D)] ]ɤc Forms Dew ]tarđğĂ �o¿orđ to 
]trenºt¿en ]ofđware ]ğĂĂly �¿ain sisi£ility cools ǳ�Ărǟ Şţǚ ŞŜŞşǴ ǳªiscğssinº ]�JC]Ǵǚ ¿tđĂsǙǥǥņǟª¿sǟºovǥscienceǺanªǺtec¿noloºyǥ
newsǥŞŜŞşǥŜŠǥŞţǥstǺformsǺnewǺstarđğĂǺco¿orđǺstrenºt¿enǺsofđwareǺsğĂĂlyǺc¿ainǺvisi£ilityǺtools.

https://app.uniswap.org/
https://www.uniswapfoundation.org/faqs
https://www.uniswapfoundation.org/faqs
https://www.uniswapfoundation.org/faqs
https://www.uniswapfoundation.org/faqs
https://github.com/Uniswap/v4-core/blob/main/whitepaper-v4-draft.pdf
https://www.bis.org/publ/work1066.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC_Report_to_the_President_on_Zero_Trust_and_Trusted_Identity_Management.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC_Report_to_the_President_on_Zero_Trust_and_Trusted_Identity_Management.pdf
https://www.dhs.gov/science-and-technology/news/2023/04/27/st-forms-new-startup-cohort-strengthen-software-supply-chain-visibility-tools
https://www.dhs.gov/science-and-technology/news/2023/04/27/st-forms-new-startup-cohort-strengthen-software-supply-chain-visibility-tools
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B. DeFi Protocols: Best 
Practice and Standards
Same Activity, Different Risks, Different Regulation but Same Regulatory Outcome

Financial reºğlators ofđen rely on t¿e ºeneral ĂrinciĂle of ȆSame Activity, Same Risks, Same Regulationǟȇ24 Followinº 
t¿is ĂrinciĂleǚ if DeFi offers Ńnancial services resem£linº t¿ose of traªitional Ńnancial ǳcraªFiǴ institğtionsǚ25 then 
DeFi anª craªFi s¿oğlª £e sğ£Ûect to t¿e same reºğlationǟ )oweverǚ t¿e risks Ăoseª £y DeFi can £e fğnªamentally 
ªifferentǚ ºiven DeFiȇs siºniŃcantly ªifferent ºoverninº anª oĂerational strğctğresǚ ¿iº¿ transĂarencyǚ anª ğnªerlyinº 
tec¿noloºiesǟ26 For instanceǚ DeFi lenªinº Ărotocols may Ăroviªe loans like craªFi Ńrmsǟ27 )oweverǚ ğnlike craªFi 
lenªersǚ DeFi lenªinº Ărotocols reĄğire overcollateraliĻationǟ28 c¿ereforeǚ DeFi lenªinº Ărotocols ¿ave less creªitǚ 
matğrity mismatc¿ǚ anª coğnterĂarđy risks t¿an craªFi lenªersǟ29 co t¿is enªǚ t¿ese reªğceª risks contri£ğte to t¿e 
Ȇsame reºğlatory oğtcomeȇ t¿at all reºğlators strive forǙ Ńnancial safety anª soğnªnessǚ consğmer anª investor 
Ărotectionǚ anª Ńnancial sta£ilityǟ

te acknowleªºe t¿at t¿e risks of a DeFi service anª its corresĂonªinº craªFi service can inªeeª overlaĂǚ £ğt it 
is imĂerative for reºğlators to carefğlly eİamine t¿e risks of eac¿ cateºory of DeFi services £efore aªoĂtinº t¿e 
aĂĂroĂriate reºğlatory treatmentǟ DeFi services may offer t¿e same activity as craªFi £ğt Ăose in¿erently ªifferent 
risksǟ �ccorªinºlyǚ t¿ese ªifferent risks s¿oğlª £e sğ£Ûect to ªifferentǸanª more aĂĂroĂriateǸreºğlationǟ c¿is 

24. For instanceǚ w¿en t¿e F]� anª ,J]�J ĂroĂoseª rğles for sta£lecoinsǚ t¿ey relieª on t¿is Ăremise to arºğe t¿at sta£lecoin issğers 
s¿oğlª £e treateª like ot¿er Ăayment Ăroviªersǟ See Regulation, Supervision and Oversight of “Global Stablecoin” Arrangements: 
Final Report and High-Level Recommendations, Fin. STAbiliTy bd. 2 ǳJctǟ ŝşǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟfs£ǟorºǥwĂǺcontentǥğĂloaªsǥUŝşŝŜŞŜǺşǟ
ĂªfǤ See also hǟ]ǟ Feªeral Yeserve siceǺ�¿air Cic¿ael ]ǟ �arrǚ Supporting Innovation with Guardrails: The Federal Reserve’s Approach 
to Supervision and Regulation of Banks’ Crypto-related Activities, U.S. Fed. reServe ǳCarǟ ťǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟfeªeralreserveǟºovǥ
newseventsǥsĂeec¿ǥ£arrŞŜŞşŜşŜťaǟ¿tm.

25. For t¿e ĂğrĂoses of t¿is ĂaĂerǚ craªFi institğtions inclğªe £anksǚ insğrance comĂaniesǚ £rokerǺªealersǚ eİc¿anºesǚ cğstoªiansǚ asset 
manaºersǚ anª ot¿ersǟ

26. See, e.g., Dic �arđer ɤ =inªa 7enºǚ DeFi Urotocol YisksǙ The pArAdox oF deFi, in regTech, SUpTech And beyond: innovATion And Technology in 
FinAnciAl ServiceS šǺŢ ǳŞŜŞŝǴ ǳarđicğlatinº ¿ow transĂarency Ăroviªes an oĂĂorđğnity to efficiently ªisintermeªiate traªitional Ńnancial 
servicesǚ £ğt sğc¿ transĂarency leaves smarđ contractsȇ Ăotential eİĂloits visi£le to a wiªer ranºe of actorsǴǟ 

27. E.g., compoUnd, ¿tđĂsǙǥǥcomĂoğnªǟŃnanceǥ ǳ=ast visiteª 7ğlǟ ŞŞǚ ŞŜŞşǴǟ 

28. � recent eİamĂle involveª t¿e �ğrve Finance eİĂloitǚ w¿ic¿ leª to a ªroĂ in t¿e Ărice of t¿e �Ys tokenǟ �ğrve Finance Foğnªer 
Cic¿ael Eºorov ¿aª taken oğt larºe DeFi loans ğsinº ¿is �Ys tokens as collateralǟ c¿e �ğrve Finance eİĂloit leª to a ŞŜȻ ªroĂ 
in t¿e Ărice of �Ys tokensǚ w¿ic¿ meant t¿e valğe of Eºorovȇs �Ys collateral was no lonºer sğfficient to serve as collateral for ¿is 
larºe loansǚ w¿ic¿ leª Eºorov to scram£le for aªªitional fğnªs £efore DeFi lenªers like �ave liĄğiªateª ¿is �Ys tokensǟ Eventğallyǚ 
Eºorov was rescğeª £y 7ğstin ]onǚ anot¿er Ărominent cryĂto ĂarđiciĂantǟ See ]aºe Dǟ zoğnº ɤ ]am Yeynolªsǚ Curve Founder 
Raises $42.4M to Pay Off $80M On-Chain Debt, coindeSk ǳ�ğºǟ Šǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟcoinªeskǟcomǥ£ğsinessǥŞŜŞşǥŜŤǥŜşǥcğrveǺ
foğnªerǺstillǺowesǺŤŜmǺªesĂiteǺraisinºǺnearlyǺşŜmǺinǺĂastǺtwoǺªaysǥǞǙȯǙteİđȧ�ğrveȻŞŜFoğnªerȻŞŜCic¿aelȻŞŜEºorovȻŞŜ
isǚȻŞŠŤŜCȻŞŜJnȻŞD�¿ainȻŞŜDe£t.  
c¿is eİamĂle ªemonstrates ¿ow DeFi loan risk rests on t¿e £orrowerǸnot on t¿e lenªerǸ£ecağse t¿e lenªers in t¿is case reĄğireª 
overcollateraliĻationǟ )yĂot¿etically sĂeakinºǚ if �ave ¿aª liĄğiªateª Eºorovȇs collateral of �Ys tokensǚ t¿e �ğrve Finance Ărotocol 
woğlª ¿ave continğeª to oĂerateǟ c¿e main risk for �ğrve Finance woğlª ¿ave £een t¿at ot¿er Ăarđies coğlª ¿ave t¿en Ăğrc¿aseª 
t¿ese �ğrve tokens at a very low Ărice anªǚ more imĂorđantlyǚ acĄğireª siºniŃcant ºovernance Ăower of �ğrve Financeǟ See also 
Yo£erđ =es¿ner ɤ $eoffrey )ayesǚ �omĂoğnªǙ c¿e Coney Carket Urotocolǚ �omĂoğnª Finǟ ǳFe£ǟ ŞŜŝťǴǚ ¿tđĂsǙǥǥcomĂoğnªǟŃnanceǥ
ªocğmentsǥ�omĂoğnªǟt¿iteĂaĂerǟĂªfǟ ǳeİĂlaininº t¿e fğnctionality of �omĂoğnªȇs overcollateraliĻeª ĂrotocolǴǤ see ªiscğssion infra 
Ȇ�eneŃtǙ UarđiciĂatory stake¿olªer ºovernanceȇǟ 

29. ,n t¿e conteİđ of t¿e �omĂoğnª Ărotocolǚ t¿e Ărotocolȇs ağtonomoğs ğtiliĻation of ğserǺsğĂĂlieª liĄğiªity anª overcollateraliĻation 
are ªesiºneª to minimiĻe coğnterĂarđy risks anª creªit risks foğnª in nonǺDeFi systemsǟ See id; cfǟ �arđer ɤ 7enºǚ supra note 26, 
at fnǟ ŢŞ ǳarđicğlatinº ¿ow oĂerational anª leºal frictions arise in traªitional Ńnance in t¿e setđlement Ărocess as a resğlđ of ğtiliĻinº 
intermeªiaries w¿ereas t¿ese intermeªiaries are not eİistent in DeFiǴǟ Jt¿er researc¿ on DeFi claims t¿at in mimickinº t¿e fğnctions 
of craªFiǚ DeFi sğffers from similar anª Ăotentially amĂliŃeª vğlnera£ilities as craªFiǟ See �ramonte etǟ alǟǚ DeFi Yisks anª t¿e 
Decentralisation ,llğsionǚ bAnk For inT’l SeTTlemenTSǚ ǳDecǟ Ţǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟ£isǟorºǥĂğ£lǥĄtrĂªfǥrǦĄtŞŝŝŞ£ǟ¿tm. See also �Ąğilina etǟ 
alǟǚ DUŝţŤŝŜ Decentraliseª Finance ǳDeFiǴǙ a Fğnctional �ĂĂroac¿ǚ ǳcTr. For econ. pol’y reS. diScUSSion pAperǚ UaĂer Doǟ ŝţŤŝŜǚ 7anǟ ŝŢǚ 
ŞŜŞşǴǚ ¿tđĂsǙǥǥceĂrǟorºǥĂğ£licationsǥªĂŝţŤŝŜ.

https://www.fsb.org/wp-content/uploads/P131020-3.pdf
https://www.fsb.org/wp-content/uploads/P131020-3.pdf
https://www.federalreserve.gov/newsevents/speech/barr20230309a.htm
https://www.federalreserve.gov/newsevents/speech/barr20230309a.htm
https://compound.finance/
https://www.coindesk.com/business/2023/08/03/curve-founder-still-owes-80m-despite-raising-nearly-30m-in-past-two-days/#
https://www.coindesk.com/business/2023/08/03/curve-founder-still-owes-80m-despite-raising-nearly-30m-in-past-two-days/#
https://compound.finance/documents/Compound.Whitepaper.pdf
https://compound.finance/documents/Compound.Whitepaper.pdf
https://www.bis.org/publ/qtrpdf/r_qt2112b.htm
https://cepr.org/publications/dp17810
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ȆSame Activity, Different Risk, Different Regulation but Same Regulatory Outcomeȇ aĂĂroac¿ s¿oğlª mitiºate DeFi 
risks in t¿e Ńnancial system wit¿oğt stiflinº innovationǟ 

co aªªress t¿is o£Ûectiveǚ we £ğilª ğĂon t¿e ȆYeºğlate �ĂĂs Dot Urotocolsȇ framework Ăğt forđ¿ £y �nªreessen 
)orowitĻǚ w¿ic¿ we fğrđ¿er arđicğlate as ȆRegulate Businesses, Not Public Good Protocolsǟȇ30 c¿roğº¿ t¿is 
frameworkǚ we iªentify £ot¿ ǳŝǴ £ğsinesses t¿at oĂerate aĂĂs anª ǳŞǴ £ğsinesses t¿at oĂerate DonǺUğ£lic $ooª 
Urotocolsǚ as sğita£le access Ăoints t¿at can £e reºğlateª w¿ile Ăreservinº t¿e tec¿ neğtrality of t¿e ğnªerlyinº 
infrastrğctğre of DeFi Ărotocols anª £ase layer £lockc¿ainsǟ ,n contrastǚ DeFi Ărotocols wit¿ c¿aracteristics we 
enğmerate £elow ǳȆUğ£lic $ooª UrotocolsȇǴ s¿oğlª not £e sğ£Ûect to eİĂlicit reºğlationǟ31 te ela£orate on t¿is 
reºğlatory aĂĂroac¿ in t¿e section on ȆFeatğres of ȆUğ£lic $ooªs Urotocolsǟȇȇ 

Framework for Public Good Protocols

�efore ªiscğssinº t¿e featğres of Uğ£lic $ooª Urotocolsǚ we neeª to Ńrst ªiscğss w¿at are Ărotocols anªǚ more 
sĂeciŃcallyǚ iªentify w¿at DeFi Ărotocols areǟ 

What are Protocols and DeFi Protocols?

Firstǚ Ărotocols are a set of rğles ªeŃninº ¿ow comĂğters commğnicate wit¿ one anot¿erǟ32 EİamĂles of commonly 
ğseª Ărotocols ğnªerlyinº t¿e cğrrent ,nternet infrastrğctğre inclğªe )ccU ǳªata eİc¿anºe for we£sitesǴǚ ]CcU 
ǳemailǴǚ FcU ǳŃle transferǴǚ as well as t¿e ]C] anª CC] Ărotocols t¿at allow teİđ messaºe commğnicationǟ

,n t¿e conteİđ of cryĂto assets anª DeFiǚ Ărotocols esta£lis¿ t¿e Ăroºramma£le loºic relatinº to cryĂto asset 
issğanceǚ ğseǚ transferǚ anª eİc¿anºeǚ for sĂeciŃc ğse cases sğc¿ as ªecentraliĻeª eİc¿anºesǚ marketsǚ anª onǺ
c¿ain asset manaºementǟ33 DeFi Ărotocols ¿ave £een £ğilđ on varioğs £ase layer £lockc¿ainsǟ �ny ğser or ğser 
facinº aĂĂlication can access t¿ese Ărotocolsǟ t¿ile £ase layer £lockc¿ains may also £e consiªereª Ărotocols in 
t¿e sense t¿at t¿ey set oĂerational stanªarªs for ªata transfer anª commğnication across comĂğter noªesǚ for t¿e 
ĂğrĂoses of t¿is ĂaĂer we ğse t¿e term ȆĂrotocolȇ to refer to t¿e ªiºital sofđware stack £ğilđ on toĂ of t¿e £ase layer 
£lockc¿ainǟ

$iven its namesakeǚ it s¿oğlª £e ğnsğrĂrisinº t¿at ªecentraliĻation is a critical comĂonent of DeFi Ărotocolsǟ �s 
we arđicğlate later in t¿e ĂaĂerǚ actğal ªecentraliĻation in ĂracticeǸnot Ûğst in t¿e nameǸis essential to cğlđivatinº 
DeFiȇs Ăotential £eneŃts for ğsersǟ34 Discoğrse on ªecentraliĻation is ofđen mğªªieª £y ağt¿ors imĂrecisely ğsinº it 
as a £lanket term w¿en referrinº to ªifferent Ăorđions of t¿e £lockc¿ain ecosystemǚ inclğªinº valiªatorsǚ ªeveloĂersǚ 
anª aĂĂsǟ35 

30. See Ciles 7enninºsǚ Regulate Web3 Apps, Not Protocols, A16z crypTo ǳ]eĂtǟ Şťǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥaŝŢĻcryĂtoǟcomǥĂostsǥarđicleǥwe£şǺ
reºğlationǺaĂĂsǺnotǺĂrotocolsǥ ǫ¿ereinafđer Y�DUs Utǟ ŝǬǟ

31. See ªiscğssion infra ȆDeFi Urotocols Ǻ �est Uractices anª ]tanªarªsȇǟ

32. What Is a Protocol?, cloUdFAre, ¿tđĂsǙǥǥņǟcloğªflareǟcomǥlearninºǥnetworkǺlayerǥw¿atǺisǺaǺĂrotocolǥ ǳ=ast visiteª Cay şŜǚ ŞŜŞşǴǟ

33. Fa£ian ]c¿�rǚ Decentralized Finance: On Blockchain-and-Smart Contract-Based Financial Markets, 103 Fed. reS. bAnk oF ST. loUiS rev. 
ŝšşǚ ŝššǺŢŤ ǳŞŜŞŝǴ ǳªiscğssinº DeFi arc¿itectğreǴǟ

34. See ªiscğssion infra Ȇ�eneŃts of DecentraliĻeª Financeȇǟ

35. AngelA wAlch, Deconstructing ‘Decentralization’: Exploring the Core Claim of Crypto Systemsǚ in crypTo ASSeTS: legAl And moneTAry 
perSpecTiveS ǳ�¿ris �rğmmer eªǟǚ ŞŜŝťǴǟ

https://a16zcrypto.com/posts/article/web3-regulation-apps-not-protocols/
https://a16zcrypto.com/posts/article/web3-regulation-apps-not-protocols/
https://www.cloudflare.com/learning/network-layer/what-is-a-protocol/
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Features of Public Good Protocols

Yeºğlators s¿oğlª ¿ave t¿e tools to monitor anª effectively oversee consğmersȇ safety in t¿is nascent ecosystemǟ 
�onseĄğentlyǚ it is Ăaramoğnt to ¿ave clarity over which types of DeFi Ărotocols s¿oğlª £e eİemĂt from 
reºğlationǟ36 ,f t¿e statğtory ªeŃnition of a Ărotocol is too eİĂansive or Ăermissiveǚ a centraliĻeª £ğsiness coğlª 
circğmvent reºğlation ğsinº smarđ contracts ªeĂloyeª to a £lockc¿ain insteaª of offǺc¿ain ĂroĂrietary sofđwareǟ37 ,f 
it is too limitinºǚ no Ărotocol will Ąğalify for t¿e eİclğsion anª innovation coğlª come to a ¿alđǟ38

From analyĻinº t¿e Ărotocols ªeveloĂeª over t¿e Ăast ¿alf ªecaªe in t¿e cryĂto assets sectorǚ weȇve iªentiŃeª Ńve 
£aseline criteria t¿at Ărotocols s¿oğlª meet to ensğre t¿ey are sğfficiently safe to act as ªiºital Ăğ£lic infrastrğctğre 
anª to £est facilitate t¿e neİđ evolğtion of an inclğsive ,nternetǟ39 te refer to DeFi Ărotocols t¿at meet t¿ese Ńve 
featğres as ȆUğ£lic $ooª Urotocolsǟȇ te arđicğlate £elow w¿y eac¿ of t¿ese featğres is crğcialǚ anª many £eneŃts 
eİĂresseª in t¿e Ȇ�eneŃts of DeFiȇ section rely on one or a com£ination of t¿ese featğresǟ 

Uğ£lic $ooª Urotocols mğst ¿ave t¿e followinº Ńve featğresǙ 

�ny Ăotential statğtory ªeŃnition oğtlininº w¿ic¿ DeFi Urotocols s¿oğlª £e eİemĂt from reºğlation s¿oğlª ğtiliĻe 
a ĂrinciĂlesǺ£aseª aĂĂroac¿ t¿at ªraws ğĂon t¿e Ńve featğres weȇve iªentiŃeª in Uğ£lic $ooª Urotocolsǟ c¿ese 
featğres esta£lis¿ a £aseline level of risk mitiºation to ensğre t¿at Uğ£lic $ooª Urotocols are sğfficiently safe to 
act as ªiºital Ăğ£lic infrastrğctğreǟ Esta£lis¿inº t¿ese featğres as a t¿res¿olª woğlª facilitate a Ăositive feeª£ack 
looĂǟ �y eİclğªinº Ărotocols wit¿ some or all of t¿ese aforementioneª c¿aracteristicsǚ Ărotocol ªeveloĂers will 
sğ£seĄğently £e incentiviĻeª to £ğilª Uğ£lic $ooª Urotocols wit¿ t¿ese £eneŃcial traitsǟ �ªªitionallyǚ ğnªer t¿is 
frameworkǚ reºğlators will £e afforªeª Ăat¿ways to sğfficiently Ărotect consğmersǟ �ot¿ £ğsinesses £ğilđ on toĂ of 
Uğ£lic $ooª Urotocols anª DonǺUğ£lic $ooª Urotocols coğlª £e sğ£Ûect to reºğlation crafđeª £y Ăolicymakers anª 
relevant aºenciesǟ  

36. Ciles 7enninºs ɤ �rian WğintenĻǚ Regulate Web3 Apps, Not Protocols Part IV: Practical Application, A16z crypTo ǳ]eĂtǟ Şťǚ ŞŜŞŞǴǚ 
¿tđĂsǙǥǥaŝŢĻcryĂtoǟcomǥĂostsǥarđicleǥreºğlateǺwe£şǺaĂĂsǺnotǺĂrotocolsǺĂracticalǺaĂĂlicationǥ ǫ¿ereinafđer Y�DUs Utǟ ŠǬǟ

37. Id. 

38. Id. 

39. See ªiscğssion infra Ȇ�eneŃts of DecentraliĻeª Financeȇǟ 
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https://a16zcrypto.com/posts/article/regulate-web3-apps-not-protocols-practical-application/
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1 Feature: ‘Decentralized’ status

c¿e term ȆªecentraliĻeªȇ refers to control over varioğs comĂonents wit¿in anª relateª to t¿e cryĂto ecosystem t¿at 
is not resiªinº wit¿ a sinºle Ăarđy or via t¿e manaºerial efforđs of a sĂeciŃc or limiteª ºroğĂ of Ăarđiesǟ40 c¿e term 
ȆªecentraliĻeªȇ is ofđen inaccğrately ğseªǚ so we ĂroĂose two t¿res¿olª tests t¿at Uğ£lic $ooª Urotocols mğst meet 
to £e ªeemeª ªecentraliĻeªǙ

Two Primary Tests for Decentralized Status

� Ńrst critical test to ªetermine if a Ărotocol is ªecentraliĻeª isǙ 

• �an any sinºle Ăerson41 or t¿e manaºerial efforđs of a sĂeciŃc or limiteª ºroğĂ of ĂersonsǙ 

iǟ control or fğnªamentally alđer a Ărotocolȇs ĂğrĂose or coªeǤ 

iiǟ control ğser fğnªs or assetsǤ 

iiiǟ reverse transactionsǤ or 

ivǟ restrict access to t¿e ĂrotocolǠ42

,f t¿e answer is Ȇnoǚȇ t¿en t¿e Ărotocol is ªeemeª to £e ªecentraliĻeªǟ Jt¿erwiseǚ t¿e Ărotocol ªoes not ¿ave t¿e 
statğs of £einº ªecentraliĻeª anª woğlª fall on a sĂectrğm of £einº more or less centralized.43 D�Js s¿oğlª £e 
sğ£Ûect to t¿is test if t¿ey contri£ğte to t¿e ªeveloĂment or ºovernance of a Ărotocolǟ c¿ey s¿oğlª enºaºe in 
ºovernance minimiĻation to reªğce t¿e risk of information asymmetries t¿at coğlª restrict accessǚ ğneİĂecteªly 
reverse transactionsǚ or alđer t¿e Ărotocolȇs ĂğrĂoseǟ ]ee section Šǳ�Ǵ for a ªiscğssion on Ărotocol ºovernance 
risksǟ

40. =etđer from �nªreessen )orowitĻ to )C creasğry ǳ�Ărǟ Şťǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥaĂiǟaŝŢĻcryĂtoǟcomǥwĂǺcontentǥğĂloaªsǥŞŜŞşǥŜŠǥ
aŝŢĻǦ)CcǺcryĂtoǺconsğlđationǺresĂonseǺŞťǺ�ĂrilǟĂªfǟ ǳȄǫDǬecentraliseª cryĂtoassets Ărimarily ªerive t¿eir valğe from ªecentraliseª 
soğrcesǚ sğc¿ as market forcesǚ ğser ªemanª for t¿e ğnªerlyinº Ărotocol anª t¿e nğm£er of ªeveloĂers £ğilªinº on toĂ of t¿e 
Ărotocolǚ rat¿er t¿an t¿e manaºerial efforđs of a sinºle ªeveloĂment teamǟ ǟ ǟǫcǬ¿ey are in¿erently trğstless ǳin t¿e sense t¿at no 
sinºle ºroğĂ of inªiviªğals Ăossesses classic Ȅinsiªer informationȅ t¿at coğlª ¿ave a material effect on asset ĂricesǴ ǟ ǟ ǟ�onverselyǚ 
centraliseª cryĂtoassets Ărimarily ªerive t¿eir valğe from centraliseª soğrcesǚ sğc¿ as t¿e manaºerial efforđs of a ªeveloĂment 
teamȅǴǟ te recoºniĻe t¿at ªecentraliĻation is ofđen ğseª imĂrecisely anª can refer £roaªly to Ȅt¿e network of comĂğters t¿at 
comĂrise a Ăermissionless £lockc¿ainȅ as well as Ȅ¿ow Ăower or aºency works wit¿in Ăermissionless £lockc¿ain systemsǟȅ See 
wAlch, supra note şšǚ at ŠǺŝŞǟ For t¿e ĂğrĂoses of t¿is Ăieceǚ we recoºniĻe t¿is am£iºğityǚ w¿ic¿ is w¿y we ğse t¿e two Ărimary tests 
ªescri£eª later in t¿is sectionǟ

41. � ȆĂersonȇ can refer to a ¿ğman or nonǺ¿ğman entity inclğªinº corĂorationsǚ Ăarđners¿iĂsǚ limiteª lia£ility comĂaniesǚ etcǟ Persons, 
cornell legAl inFo. inST., ¿tđĂsǙǥǥņǟlawǟcornellǟeªğǥweİǥleºalǦĂerson ǳlast visiteª Cay şŜǚ ŞŜŞşǴǟ

42. te recoºniĻe t¿at Ȇsmall ºroğĂȇ is a relatively am£iºğoğs sğ£Ǻtestǟ te note t¿at t¿e focğs s¿oğlª not £e on t¿e Ăarđicğlar number of 
inªiviªğals £ğt rat¿er t¿e information asymmetries t¿at arise w¿en a Ărotocolȇs ªeveloĂmentǚ ĂğrĂoseǚ anª access can £e controlleª 
or alđereª £y a select ºroğĂ of inªiviªğals wit¿oğt aĂĂroĂriate ªisclosğre or transĂarency to t¿e £roaªer ºroğĂ of ğsersǟ D�Js s¿oğlª 
£e sğ£Ûect to t¿is test if t¿ey contri£ğte towarªs t¿e ªeveloĂment of a Ărotocolǟ c¿ey s¿oğlª enºaºe in ºovernance minimiĻation to 
reªğce t¿e risk of information asymmetries ĂroĂĂinº ğĂ t¿at coğlª restrict accessǚ ğneİĂecteªly reverse transactionsǚ or alđer t¿e 
Ărotocolȇs ĂğrĂoseǟ See ªiscğssion infra ȆUolicy YecommenªationsǙ ]olvinº t¿e D�J Dilemmaȇǟ See also Decentralization Factors for 
Tokenized Consensus Protocols (Layer 1s and Layer 2s), lAThAm & wATkinS llp & A16z crypTo, ¿tđĂsǙǥǥaĂiǟaŝŢĻcryĂtoǟcomǥwĂǺcontentǥ
ğĂloaªsǥŞŜŞşǥŜšǥDecentraliĻationǺFactorsǺforǺcokenǺ�onsensğsǺUrotocolsǺYevŢǟĂªf ǳlast visiteª 7ğne ŝşǚ ŞŜŞşǴǤ Decentralization 
Factors for Tokenized Smart Contract Protocols, A16z lAThAm & wATkinS llp & A16z crypTo, ¿tđĂsǙǥǥaĂiǟaŝŢĻcryĂtoǟcomǥwĂǺcontentǥ
ğĂloaªsǥŞŜŞşǥŜšǥDecentraliĻationǺFactorsǺforǺcokenǺ]marđǺ�ontractǺUrotocolsǺYevŢǟĂªf ǳlast visiteª 7ğne ŝşǚ ŞŜŞşǴ ǳĂroviªinº 
varioğs factors to consiªer w¿en makinº ªeterminations of ªecentraliĻationǴǟ 

43. $a£riel ]¿aĂiro Ăroviªes a sliº¿tly ªifferent formğlation of t¿e test for a Ȇsğfficiently ªecentraliĻeªȇ DeFi Ărotocolǚ w¿ere£y ŝǴ valiªation 
Ăowerǚ ŞǴ consensğs Ăowerǚ şǴ Ărotocolǥclient Ăowerǚ ŠǴ economic Ăowerǚ anª šǴ ğser Ăowerǚ s¿oğlª all £e ªecentraliĻeªǟ ɣ=eİǦ
Doªeǚ cwitđer ǳ]eĂtǟ ţǚ ŞŜŞŜǚ ŝŝǙŠţ �CǴǚ ¿tđĂsǙǥǥtwitđerǟcomǥleİǦnoªeǥstatğsǥŝşŜŞŢţťŤşŝŠŝťŢŜŜŤťţǠsȧŞŜ.

https://api.a16zcrypto.com/wp-content/uploads/2023/04/a16z_HMT-crypto-consultation-response-29-April.pdf
https://api.a16zcrypto.com/wp-content/uploads/2023/04/a16z_HMT-crypto-consultation-response-29-April.pdf
https://www.law.cornell.edu/wex/legal_person
https://api.a16zcrypto.com/wp-content/uploads/2023/05/Decentralization-Factors-for-Token-Consensus-Protocols-Rev6.pdf
https://api.a16zcrypto.com/wp-content/uploads/2023/05/Decentralization-Factors-for-Token-Consensus-Protocols-Rev6.pdf
https://api.a16zcrypto.com/wp-content/uploads/2023/05/Decentralization-Factors-for-Token-Smart-Contract-Protocols-Rev6.pdf
https://api.a16zcrypto.com/wp-content/uploads/2023/05/Decentralization-Factors-for-Token-Smart-Contract-Protocols-Rev6.pdf
https://twitter.com/lex_node/status/1302679831419600897?s=20
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�n imĂorđant seconª test asksǙ 

• ,s t¿e Ărotocol £ğilđ on toĂ of a Ăğ£lic anª Ăermissionless £lockc¿ainǠ

,f t¿e answer is Ȇnoǚȇ t¿en t¿e Ărivate anª Ăermissioneª featğres of t¿e ğnªerlyinº £lockc¿ain coğlª neºatively 
imĂact t¿e ªecentraliĻeª natğre of t¿e Ărotocolǟ For t¿e ĂğrĂoses of t¿is ĂaĂerǚ £ase layer £lockc¿ains are 
assğmeª to £e Ăğ£lic anª Ăermissionlessǟ ]ğc¿ £ase layer £lockc¿ains are also Ăresğmeª to £e ªiºital 
infrastrğctğreǚ like t¿e ,nternetǚ anª oğtsiªe t¿e scoĂe of reºğlationǟ

Urotocols commonly referreª to as ȆDecentraliĻeª in Dame Jnlyȇ ǳD,DJsǴǚ are an eİamĂle of insğfficiently 
ªecentraliĻeª Ărotocolsǟ44 �ĂĂlyinº t¿e DecentraliĻeª ]tatğs cest reªğces t¿e risk of Ărotocols £einº incorrectly 
la£eleª as ªecentraliĻeª w¿enǚ in realityǚ t¿ey can £e controlleª or alđereª £y a Ăerson or small ºroğĂ of Ăarđiesǟ

,t is imĂerative to note t¿at ªeveloĂers anª £ğsinesses £ğilªinº Ărotocolsǚ in many casesǚ may starđ wit¿ a 
centraliĻeª moªelǚ £ğt eventğally move towarªs a ªecentraliĻeª oneǟ c¿e Ărocess of transitioninº to ºreater 
ªecentraliĻation anª t¿e corresĂonªinº sğººesteª reºğlatory aĂĂroac¿es t¿at coğlª facilitate t¿is Ărocess is 
ªiscğsseª in ºreater ªetail in t¿e Uolicy Yecommenªations in section ǳsǴǚ Ăarđicğlarly sğ£Ǻsection şǚ on esta£lis¿inº 
a Yeºğlatory ]afe )ar£or for nascent DeFi innovationsǟ 

Feature: Open source

c¿e oĂen soğrce moªel for DeFi Ărotocols follows t¿e moªel set £y =inğİǚ an oĂen soğrce sofđware Ăğ£licly ªeveloĂeª 
£y more t¿an ŝšǚŢŜŜ ğnaffiliateª inªiviªğalsǟ c¿ese inªiviªğals colla£orateª anª £ğilđ an oĂeratinº system t¿at now 
Ăowers everyđ¿inº from ªiºital Ălatformsǚ sğc¿ as $ooºleǚ Face£ookǚ anª tikiĂeªiaǚ to televisionsǚ t¿ermostatsǚ anª airline 
enterđainment consolesǚ as well as tec¿noloºies t¿at ğnªerĂin core £ankinº Ălatforms ğseª £y Ńnancial institğtionsǟ45 
=inğİȇs oĂen soğrce sofđware is freeǚ anª its soğrce coªe is availa£le to t¿e Ăğ£lic to viewǚ eªit anª contri£ğte toǟ46 

JĂen soğrce sofđware ªiffers from ĂroĂrietary or Ȇcloseª soğrceȇ sofđwareǚ for w¿ic¿ only t¿e oriºinal ªeveloĂer or 
ªeveloĂer team can control or moªifyǟ �loseª soğrce sofđware is ofđen licenseª anª cannot £e moªiŃeª wit¿oğt 
Ăermissionǟ JĂen soğrce sofđware is sofđware t¿at is availa£le to t¿e Ăğ£lic to viewǚ contri£ğte to anª learn fromǟ47 

c¿ere are many reasons for ğsinº t¿e oĂen soğrce aĂĂroac¿ rat¿er t¿an closeª soğrceǟ c¿e ªeveloĂer commğnity 
¿as t¿e control anª a£ility to Ąğickly eİamine t¿e coªe for issğes anª flawsǚ w¿ic¿ in tğrn contri£ğtes to t¿e 
secğrity of t¿e sofđwareǟ JĂen soğrce sofđware Ăroviªes an oĂĂorđğnity for anyone to ağªit t¿e coªe anª swifđly 
imĂlement coªe Ńİesǚ w¿ic¿ ğlđimately facilitates more secğre sofđware over time t¿an closeª soğrce versionsǟ48 

JĂen soğrce coªe also fosters ğser anª ªeveloĂer commğnitiesǚ w¿ic¿ in tğrn sğĂĂorđ sğstaina£le ecosystems 
w¿ere ğsers can eİĂeriment wit¿ǚ learn fromǚ anª Ăromote t¿e oĂen soğrce coªeǟ ,n aªªitionǚ ğsers ªo not ¿ave to 
fear venªor lockǺin or losinº access to t¿e coªe anª tools t¿ey ğse for lonºǺterm ĂroÛectsǟ49 c¿e network effects 
facilitateª £y oĂen soğrce sofđware also increase market comĂetitiveness anª ot¿er £eneŃts to t¿e oĂen soğrce 
sofđwareȇs ğsers rat¿er t¿an only to t¿e intellectğal ĂroĂerđy ownersǚ as ¿aĂĂens wit¿ a closeª soğrce Ărotocolǟ50 

44. Uağl �rssovǚ DINO (Decentralized In Name Only) Vs. True Decentralization, hAckernoon ǳ�Ărǟ ŞŜǚ ŞŜŞŝǴǚ ¿tđĂsǙǥǥ¿ackernoonǟcomǥªinoǺ
ªecentraliĻeªǺinǺnameǺonlyǺvsǺtrğeǺªecentraliĻationǺİşrşşťº.

45. Ueter san salken£ğrº¿ǚ t¿at is “Open Source” and Why is it Important?, coin cenTer ǳJctǟ ŝţǚ ŞŜŝţǴǚ ¿tđĂsǙǥǥņǟcoincenterǟorºǥ
eªğcationǥaªvanceªǺtoĂicsǥoĂenǺsoğrceǥǤ linUx FoUnd., linUx kernel hiSTory reporT 21 ǳŞŜŞŜǴǟ

46. What is Linux?, openSoUrce, ¿tđĂsǙǥǥoĂensoğrceǟcomǥresoğrcesǥlinğİ ǳlast visiteª 7ğne ŝŢǚ ŞŜŞşǴǟ

47. What is Open Source?, openSoUrce, ¿tđĂsǙǥǥoĂensoğrceǟcomǥresoğrcesǥw¿atǺoĂenǺsoğrce ǳlast visiteª 7ğne ŝŢǚ ŞŜŞşǴǟ 

48. Daviª �ǟ t¿eelerǚ Secure Programming HOWTO: Is Open Source Good for Security?, ¿tđĂsǙǥǥªw¿eelerǟcomǥsecğreǺĂroºramsǥ
]ecğreǺUroºramsǺ)JtcJǥoĂenǺsoğrceǺsecğrityǟ¿tml ǳlast visiteª Cay Şşǚ ŞŜŞşǴǟ

49. What is Open Source?, supra note 47.

50. Y�DUs Utǟ ŝǚ supra note 30.

https://hackernoon.com/dino-decentralized-in-name-only-vs-true-decentralization-x3r339g
https://hackernoon.com/dino-decentralized-in-name-only-vs-true-decentralization-x3r339g
https://www.coincenter.org/education/advanced-topics/open-source/
https://www.coincenter.org/education/advanced-topics/open-source/
https://opensource.com/resources/linux
https://opensource.com/resources/what-open-source
https://dwheeler.com/secure-programs/Secure-Programs-HOWTO/open-source-security.html
https://dwheeler.com/secure-programs/Secure-Programs-HOWTO/open-source-security.html
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Feature: Autonomous

Uğ£lic $ooª Urotocols s¿oğlª Ărimarily fğnction ağtonomoğslyǟ c¿is means t¿at t¿e Ărotocolȇs smarđ contracts are 
selfǺeİecğtinºǚ anª t¿e same inĂğt to interact wit¿ t¿e coªe s¿oğlª ºenerate t¿e same eİĂecteª oğtĂğtǟ �ecağse 
t¿e Ărotocolȇs fğnctionality is ĂreªeŃneª £y t¿e set of rğles em£eªªeª in its smarđ contractsǚ t¿e Ărotocol oĂerates 
Ăreªicta£lyǚ transĂarentlyǚ anª consistentlyǟ �ğtonomoğs fğnctionality t¿ğs ¿elĂs to maintain t¿e Ărotocolȇs creªi£le 
neğtralityǟ51 Ȇ�reªi£le neğtralityȇ is ªeŃneª £y Et¿ereğm coǺfoğnªerǚ sitalik �ğterinǚ as £einº essentially nonǺ
ªiscriminatory anª fair ǳsee also Featğre šǙ DonǺªiscriminatory access anª ğseǴǟ52 �ªªinº ¿ğman intermeªiaries 
to t¿e fğnctioninº of sofđware Ărotocols also risks ğnªermininº t¿e Ărotocolȇs creªi£le neğtrality £ecağse 
intermeªiaries coğlª coǺoĂt t¿e Ărotocol for t¿eir own interestsǟ53 

Coreoverǚ w¿en Uğ£lic $ooª Urotocols rely on coªe insteaª of intermeªiariesǚ anyone can insĂect anª ağªit t¿e 
Ăğ£lic leªºers of t¿e £lockc¿ains ğĂon w¿ic¿ t¿ey are £ğilđǟ54 c¿e com£ineª transĂarency of t¿e Ăğ£lic leªºer 
ǳw¿ic¿ recorªs t¿e Ărice anª Ąğantity of eac¿ transactionǴ anª of t¿e Ărotocolȇs smarđ contracts t¿at ºovern t¿e 
Ărotocolȇs oĂerations55 woğlª also assist reºğlators anª ğsers in monitorinº t¿e Ărotocolȇs secğrity in ways not 
availa£le in more oĂaĄğe craªFi activitiesǟ56 

Feature: Standardized

Uğ£lic $ooª Urotocols s¿oğlª ğse eİistinº tec¿nical stanªarªs or contri£ğte to esta£lis¿inº stanªarªs to t¿e 
eİđent Ăossi£le to maİimiĻe t¿eir Ăotential comĂosa£ility anª interoĂera£ilityǟ57 �omĂosa£ility refers to t¿e a£ility 
of a Ărotocolȇs smarđ contracts to interact wit¿ t¿ose in ot¿er Ărotocols frictionlesslyǟ c¿is allows ĂarđiciĂants in 
t¿e network to leveraºe t¿e work of ot¿ersǚ w¿ic¿ in tğrn fğels fğrđ¿er activitiesǟ58 �omĂosa£ilityǚ in tğrnǚ facilitates 
interoĂera£ility across Ărotocolsǚ ena£linº ğsers to seamlessly move t¿eir ªiºital ĂroĂerđy from one system to 
anot¿erǚ ğnlockinº valğe t¿at woğlª ot¿erwise £e traĂĂeª in a sinºle systemǟ59

51. Id.

52. sitalik �ğterin names foğr Ărimary rğles to £ğilªinº a Ȇcreªi£ly neğtralȇ mec¿anismǙ ȄŝǴ Donȇt write sĂeciŃc ĂeoĂle or sĂeciŃc 
oğtcomes into t¿e mec¿anismǚ ŞǴ JĂen soğrce anª Ăğ£licly veriŃa£le eİecğtionǚ şǴ KeeĂ it simĂleǚ ŠǴ Donȇt c¿anºe it too ofđenǟȅ 
sitalik �ğterinǚ Credible Neutrality As A Guiding Principle, nAkAmoTo ǳ7anǟ şŜǚ ŞŜŞŜǴǚ ¿tđĂsǙǥǥnakamotoǟcomǥcreªi£leǺneğtralityǥ.

53. te ela£orate fğrđ¿er on t¿is toĂic laterǟ See ªiscğssion infra Ȇ�eneŃts of DecentraliĻeª FinanceǙ Yeªğcinº �oğnterĂarđy Yiskȇǟ

54. =etđer from �nªreessen )orowitĻ to )C creasğryǚ supra note 40, at 11.  

55. Id. 

56. See ªiscğssion infra Ȇ�eneŃts of DecentraliĻeª Financeȇǟ

57. Jne eİamĂle is t¿e Et¿ereğm YeĄğest for �omment ǳEY�Ǵ stanªarªsǚ w¿ic¿ are ğseª to create a streamlineªǚ stanªarª aĂĂroac¿ 
for varioğs smarđ contract transactionsǟ The Ultimate List of ERC Standards You Need to Know, 101 blockchAinS ǳ7ğly ŝŜǚ ŞŜŞŝǴǚ 
¿tđĂsǙǥǥŝŜŝ£lockc¿ainsǟcomǥercǺstanªarªsǥ.

58. =inªa yieǚ Composability is Innovation, A16z crypTo ǳ7ğne ŝšǚ ŞŜŞŝǴǚ ¿tđĂsǙǥǥaŝŢĻcryĂtoǟcomǥĂostsǥarđicleǥ¿owǺcomĂosa£ilityǺğnlocksǺ
cryĂtoǺanªǺeveryđ¿inºǺelseǥ ǳtracinº t¿is flyw¿eel effect of innovation t¿roğº¿ an analysis of Et¿ereğmȇs ªeveloĂment anª t¿e aĂĂs 
t¿at sğ£seĄğently £ğilđ on toĂ of itǴǟ 

59. Jne of t¿e most imĂactfğl forms of DeFi comĂosa£ility is t¿e wiªesĂreaª ğse of EY�ǺŞŜ token stanªarªǚ w¿ic¿ oğtlines t¿e ways in 
w¿ic¿ Et¿ereğm tokens s¿oğlª oĂerate on t¿e £lockc¿ainǟ c¿e formaliĻation anª aªoĂtion of t¿is stanªarª alloweª Et¿ereğm smarđ 
contracts to act as Ȇleºosȇ w¿erein ªeveloĂers coğlª £ğilª off one anot¿erȇs workǚ eİĂeªitinº innovationǟ Id. 
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https://nakamoto.com/credible-neutrality/
http://blockchains.com/erc-standards/
https://a16zcrypto.com/posts/article/how-composability-unlocks-crypto-and-everything-else/
https://a16zcrypto.com/posts/article/how-composability-unlocks-crypto-and-everything-else/
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Feature: Non-discriminatory access and use

Uğ£lic $ooª Urotocols s¿oğlª allow ğsers to freely access anª ğse t¿e system as a form of Ăğ£lic ºooªsǟ Urotocols 
t¿at ªiscriminate aºainst oĂen access or reĄğire Ăermission to £e accesseª coğlª £e coǺoĂteª for malicioğs 
ĂğrĂoses £y t¿ose w¿o seek to £lock t¿eir comĂetitors from ğsinº t¿e systemǟ ]imilarlyǚ nonǺªiscriminatory ğsaºe 
means t¿at Uğ£lic $ooª Urotocols s¿oğlª not ¿ave t¿e a£ility to alđer or censor transactions t¿at sĂeciŃc inªiviªğals 
¿ave maªeǟ60

�not¿er imĂorđant consiªeration is if t¿e ªecentraliĻeª Ărotocol is £ğilđ on toĂ of a Ăğ£lic anª Ăermissionless 
£lockc¿ainǟ ,f t¿e Ărotocol is £ğilđ on a Ărivateǚ Ăermissioneª £lockc¿ainǚ t¿en t¿ere coğlª £e imĂlications for t¿e 
nonǺªiscriminatory natğre of t¿e Ărotocolǟ For t¿e ĂğrĂoses of t¿is ĂaĂerǚ £ase layer £lockc¿ains are assğmeª to 
£e Ăğ£lic anª Ăermissionlessǟ

Uermissionlessǚ nonǺªiscriminatory access is also imĂorđant for acceleratinº innovationǚ as it creates a layereª 
infrastrğctğre w¿erein ot¿er Ărotocols anª aĂĂlications can £e £ğilđ to en¿ance or Ăroviªe aªªitional featğres to 
t¿e ğnªerlyinº systemǟ c�Uǥ,Uǚ t¿e ğnªerlyinº Ărotocol t¿at Ăowers t¿e internet toªayǚ is a Ăermissionless tec¿nical 
sĂeciŃcationǟ t¿en ªeveloĂers createª innovative Ărotocols for ªeveloĂinº we£sites wit¿ imaºes anª interactive 
links anª a£anªoneª Ăğre teİđǺ£aseª interfacesǚ t¿ey ªiª not neeª aĂĂroval from a central Ăarđyǟ61 ,f t¿e internetȇs 
£ase layer were oriºinally Ăermissioneªǚ it woğlª ¿ave imĂoseª costs to Ăğ£lic ĂarđiciĂationǚ limitinº t¿e ªiversity of 
t¿e many £eneŃcial Ărotocols £ğilđ atoĂ c�Uǥ,U t¿at we ğse toªayǟ62 

,n line wit¿ t¿e Ă¿ilosoĂ¿y t¿at ğnªerĂinneª t¿e ,nternetȇs ¿istoryǚ w¿ic¿ ¿as yielªeª £eneŃts for ğsersǚ Uğ£lic $ooª 
Urotocols s¿oğlª also Ăroviªe oĂen access to ğsersǟ Uermissionless access means t¿at t¿e costs of £ğilªinº ğĂon 
t¿ese Ărotocols are lowǚ facilitatinº ºreater comĂetition anª ĂarđiciĂation £y £ğsinesses ªesiºninº ğserǺfacinº 
aĂĂlications on t¿ese foğnªational sofđware layersǟ63 For t¿e DeFi ecosystem to Ăroviªe Ńnancial services to t¿ose 
w¿o ¿ave £een ğnªerserveª or are in economically Ărecarioğs environmentsǚ Uğ£lic $ooª Urotocols cannot £e 
Ăermissioneªǚ or else t¿ey risk reĂlicatinº t¿e forms of eİclğsion foğnª toªay in craªFiǟ Yat¿erǚ t¿ey mğst act anª 
fğnction as Ăğ£lic ºooªsǟ64 

60. Y�DUs Utǟ Šǚ supra note 36.

61. Ueter san salken£ğrº¿ǚ What Does “Permissionless” Mean?, coin cenTer ǳ7anǟ şŝǚ ŞŜŝţǴǚ ¿tđĂsǙǥǥņǟcoincenterǟorºǥeªğcationǥ
aªvanceªǺtoĂicsǥw¿atǺªoesǺĂermissionlessǺmeanǥ.

62. Id. 

63. Id.

64. See ªiscğssion infra Ȇ�eneŃts of DecentraliĻeª Financeȇǟ
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https://www.coincenter.org/education/advanced-topics/what-does-permissionless-mean/
https://www.coincenter.org/education/advanced-topics/what-does-permissionless-mean/
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Source: ɣï¤ª÷££Â®�¿ğǥǥğðĉĂé�ĉ¿
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FIGURE 2
Financial Ecosystem: 
CeFi & DeFi
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DeFi ğses Ăroºramma£le £lockc¿ain tec¿noloºy to ªeveloĂ ªecentraliĻeª Ărotocols caĂa£le of Ăroviªinº 
ªisintermeªiateª Ńnancial servicesǚ ºeneratinº ºreater oĂtionalityǚ increaseª efficiencyǚ anª reªğceª costs anª 
ĂarđiciĂation interests for enª ğsersǟ ,t leveraºes t¿e te£ş ,nternetȇs reaªǥwriteǥown featğres anª ağºments ğser 
controlǚ ağtonomyǚ anª ĂarđiciĂation in Ńnancial servicesǟ DeFiȇs en¿anceª fleİi£ility anª Ăroºramma£ility sğĂĂorđ 
innovation anª new oĂĂorđğnities for ğsersǚ £ğt wit¿ a mğc¿ ªifferent risk ĂroŃle from craªFiǟ 

,n contrastǚ centraliĻeª Ńnance ǳor Ȅ�eFiȅǴ is t¿e Ărovision of Ńnancial services t¿at are controlleª £y a sinºle Ăarđy 
or manaºerial efforđs of a small ºroğĂ of Ăarđiesǟ ,t inclğªes cryĂto service Ăroviªersǚ sğc¿ as centraliĻeª cryĂto 
eİc¿anºes anª cğstoªiansǚ as well as centraliĻeª issğers of sta£lecoins anª ªiºital assetsǚ anª ot¿ersǟ c¿ese 
centraliĻeª ĂarđiciĂants Ăroviªe imĂorđant services in t¿e ªiºital assets ecosystem w¿ile Ăroviªinº iªeal eİĂeriences 
for ğsersǟ �lđ¿oğº¿ many refer to �eFi as cryĂto sectorǺsĂeciŃcǚ t¿e craªFi sector also comĂrises centraliĻeª 
intermeªiaries ǳeǟºǟǚ £anksǚ £rokerǺªealersǚ eİc¿anºesǚ asset manaºers anª cğstoªiansǚ etcǟǴ anª as sğc¿ǚ is also 
an eİamĂle of �eFiǟ ]ee Fiºğre Ş £elowǟ

Jğr Ńnancial system is cğrrently evolvinº to encomĂass £ot¿ DeFi anª �eFi elementsǟ te also anticiĂate t¿at DeFi 
anª �eFi will coeİist anª interactǟ For instanceǚ t¿e fğtğre Ńnancial system coğlª entail a �eFi £ğsiness Ăroviªinº 

easily accessi£le anª ğserǺfrienªly interfaces w¿ile leveraºinº t¿e Ăroºramma£ilityǚ secğrityǚ anª fğnctionalities of 
t¿e ğnªerlyinº DeFi infrastrğctğreǟ Jt¿er ğsersǸretail anª institğtionalǸmay want t¿e oĂtionality to access DeFi 
services ªirectlyǟ Cany ğsers will ğse £ot¿ oĂtionsǟ

�efore arđicğlatinº oğr ĂroĂoseª reºğlatory aĂĂroac¿ inǺªeĂt¿ǚ we oğtline t¿e £eneŃts of DeFi to esta£lis¿ w¿y 
a reºğlatory framework for t¿is nascent sector s¿oğlª £e ªesiºneª to take into accoğnt t¿e siºniŃcantly ªifferent 
c¿aracteristics of DeFiǟ Cany of DeFiȇs £eneŃts arise from t¿e featğres ela£orateª for Uğ£lic $ooª UrotocolsǙ 
ªecentraliĻeªǚ oĂen soğrceǚ ağtonomoğsǚ stanªarªiĻeªǚ anª nonǺªiscriminatoryǟ c¿e ºains t¿at consğmersǚ 
£ğsinessesǚ anª investors can caĂtğre from DeFi are varieª anª nğanceªǚ anª reºğlatinº wit¿ a sleªºe¿ammer 
insteaª of a scalĂel may inaªverđently foreclose fğtğre innovations t¿at take fğll aªvantaºe of t¿e Ăotential of DeFi 
w¿ile failinº to tarºet t¿e aĂĂroĂriate anª critical sites of riskǟ   
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t¿ile innovative ğses of DeFi continğe to ºrowǚ Ărominently ğseª DeFi services anª Ăroªğcts cğrrently inclğªe 
£orrowinº anª lenªinº servicesǚ insğranceǚ anª asset manaºementǟ Financial aĂĂlications t¿at sit on toĂ of 
ªecentraliĻeª Ărotocols can leveraºe t¿e oĂenǚ neğtralǚ anª ªecentraliĻeª natğre of t¿e £lockc¿ain tec¿noloºy 
to esta£lis¿ new economic strğctğres t¿at mitiºate many of t¿e risks in t¿e craªFi system t¿roğº¿ increaseª 
transĂarencyǚ innovative forms of ºovernanceǚ anª en¿anceª secğrityǟ �s we oğtline t¿e £eneŃts offereª £y DeFi 
£elowǚ we note t¿at t¿ese £eneŃts are £aseª on featğres reĄğireª for Uğ£lic $ooª Urotocolsǟ

�®ð®ŃĐǙ�Y®ªğ¤Âðº�¤÷ğðĐ®ąĂ�ąđı�ąÂĉçĉ�

Uğ£lic $ooª Urotocols can mitiºate varioğs coğnterĂarđy risks t¿at arise in craªFi services ªğe to t¿e ğse of 
varioğs intermeªiariesǟ c¿e intraǺtransaction comĂosa£ility of smarđ contracts allows mğlđiĂle actions to £e 
eİecğteª wit¿in a sinºle transactionǚ reªğcinº t¿e reliance anª trğst neeªeª for nğmeroğs Ăarđies to effectively 
facilitate cğstoªyǚ escrowǚ clearinºǚ anª setđlementǟ65 �ªªitionallyǚ t¿e ğse of ağtonomoğs anª comĂosa£le smarđ 
contracts ªecreases t¿e costs traªitionally associateª wit¿ eİecğtinº a transactionǚ sğc¿ as Ńnªinº anª selectinº a 
coğnterĂarđyǚ conclğªinº a contractǚ anª enforcinº a claimǟ66

Coreoverǚ ğnlike in �eFiǚ w¿ere a centraliĻeª entity tyĂically ¿olªs onto t¿e ğsersȇ assets anª eİecğtes transactions 
on t¿eir £e¿alfǚ DeFi ğsers only temĂorarily ºrant smarđ contracts access to t¿eir assets to comĂlete a transaction 
on t¿e £lockc¿ainǟ67 c¿is selfǺcğstoªial natğre of Uğ£lic $ooª Urotocols Ălaces t¿e Ńnancial focğs on inªiviªğal 
asset ownersǚ emĂowerinº t¿em to make ªecisions £aseª on a £roaªer set of cğstomiĻa£le services t¿roğº¿ 
Ăroºramma£le smarđ contractsǟ c¿ere are nğmeroğs eİamĂles w¿ere consğmers ¿ave Ălaceª trğst in �eFiǹ
inclğªinº craªFiǸ£ğsinessesǚ for t¿ese £ğsinesses to fail in meetinº t¿eir Ăromises to t¿eir cğstomersǟ68 The 
ĂoĂğlar warninº Ȅnot yoğr keysǚ not yoğr coinsȅ is fğlly £akeª into t¿e selfǺcğstoªial natğre of Uğ£lic $ooª 
Urotocolsǟ �n inªiviªğal maintains comĂlete control over t¿eir keysǚ eliminatinº forms of coğnterĂarđy risk or 
ot¿er eİecğtion risksǚ sğc¿ as t¿e ğncerđainties associateª wit¿ ¿ow a centraliĻeª entity may £e manaºinº or 
comminºlinº a ğserȇs fğnªsǟ69

65. Tamás Katona, Decentralized Finance – The Possibilities of a Blockchain ‘Money Lego’ System, 20 Fin. And econ. rev. 74, 86-89 ǳŞŜŞŝǴ 
ǳªiscğssinº reĂlacement of central coğnterĂarđies ğsinº DeFiǴǤ Fa£ian ]c¿�rǚ Decentralized Finance Could Support a New Financial 
Infrastructure if Challenges are Overcome, imF: FinAnce & developmenT ǳ]eĂtǟ ŞŜŞŞǴǚ ¿tđĂsǙǥǥņǟimfǟorºǥenǥUğ£licationsǥfanªªǥ
issğesǥŞŜŞŞǥŜťǥDeŃǺĂromiseǺanªǺĂitfallsǺFa£ianǺ]c¿ar ǳnotinº t¿e elimination of cerđain risks since assets can only £e transferreª 
ğĂon ĂreªeŃneª smarđ contract conªitions £einº fğlfilleªǴǟ

66. Katona, supra note Ţšǚ at ţšǺţŢǟ 

67. cğran ]erđǚ Key DeFi Attributes: Non-Custodial, mediUm: bciST cenTer ǳDovǟ Şţǚ ŞŜŞŝǴǚ ¿tđĂsǙǥǥmeªiğmǟcomǥ£cistcenterǥkeyǺªeŃǺ
atđri£ğtesǺnonǺcğstoªialǺeťŞţfţŢŝŢŜťf ǳªiscğssinº t¿e tec¿nical featğres of smarđ contracts t¿at facilitate t¿e nonǺcğstoªial natğre 
of DeFi servicesǴǟ

68. Dota£le craªFi eİamĂles inclğªe t¿e �ernie Caªoff UonĻi sc¿eme anª t¿e �yĂrğs £ank accoğnt levyǟ Kaªe $arnetđǚ What Are the 
Pros and Cons of DeFi?, decrypT ǳFe£ǟ ŝşǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥªecryĂtǟcoǥresoğrcesǥw¿atǺareǺt¿eǺĂrosǺanªǺconsǺofǺªeŃǺlearnǟ Dota£le �eFi 
failğres inclğªe Fcy anª �lockFiǟ Id. 

69. c¿e Ă¿rase Ȅnot yoğr ǳĂrivateǴ keysǚ not yoğr coinsȅ anª t¿e Ă¿rase Ȅif yoğ ¿ave yoğr keysǚ yoğ ¿ave yoğr coinsȅ are freĄğently stateª 
in t¿e DeFi commğnityǟ �ot¿ Ă¿rases ğnªerscore t¿e imĂorđance of ğsers owninº t¿eir own keys to mitiºate t¿e risk of a t¿irªǺĂarđy 
comminºlinº ğser fğnªs or ğsinº t¿em in ways t¿ey ªiª not or woğlª not consent toǟ See Id. Dote t¿at as institğtional investors 
¿ave soğº¿t oğt means to invest in DeFi Ăroªğcts or servicesǚ Ăroªğcts ¿ave £een ªesiºneª t¿at allow institğtional investors to ªo 
so w¿ile simğlđaneoğsly eliminatinº t¿e risk nefarioğs fğnª manaºers can comminºle client assets wit¿ ğnveriŃeª soğrcesǟ yoShiki 
TAkeUchi, why decenTrAliSed FinAnce mATTerS And The policy implicATionS 54, oFF. For econ. cooperATion & dev. ǳŞŜŞŞǴǟ 

https://www.imf.org/en/Publications/fandd/issues/2022/09/Defi-promise-and-pitfalls-Fabian-Schar
https://www.imf.org/en/Publications/fandd/issues/2022/09/Defi-promise-and-pitfalls-Fabian-Schar
https://medium.com/bcistcenter/key-defi-attributes-non-custodial-e927f761609f
https://medium.com/bcistcenter/key-defi-attributes-non-custodial-e927f761609f
https://decrypt.co/resources/what-are-the-pros-and-cons-of-defi-learn


24Key Elements of an Effective DeFi Framework 

�®ð®ŃĐǙ�,ð¤ą®�ĉ®ª�Ńð�ð¤Â�é��¤¤®ĉĉ�

c¿e Ăermissionless natğre of DeFi ena£les ğsers to ¿ave ºreater access to Ńnancial services w¿ile reªğcinº 
t¿e eİistence of rentǺseekinº intermeªiariesǟ70 =ike ot¿er Ńntec¿ innovationsǚ DeFi Ăroviªes faster anª c¿eaĂer 
setđlement t¿an traªitional Ăayment servicesǟ Yeal time Ăayment anª setđlement are esĂecially imĂorđant for 
inªiviªğals w¿o live Ăayc¿eck to Ăayc¿eckǚ anª £ğsinesses wit¿ sensitive cas¿ flow manaºementǟ71 Fğrđ¿ermoreǚ 
t¿e in¿erent Ąğalities of DeFiǚ sğc¿ as Ăermissionlessnessǚ comĂosa£ilityǚ anª selfǺcğstoªyǚ coğlª sğĂĂorđ critical 
ğse cases wit¿in anª oğtsiªe t¿e h]ǚ Ăarđicğlarly amonº commğnities t¿at ¿ave met wit¿ o£stacles in accessinº 
traªitional Ńnancial services for ¿istoricalǚ Ăoliticalǚ or economic reasonsǟ72 

A Fostering Trust for Communities Historically Excluded from Traditional Financial Services

)istoricallyǚ marºinaliĻeª commğnities ¿ave faceª varioğs forms of eİclğsion from t¿e traªitional Ńnancial systemǚ 
limitinº t¿eir access to £asic Ńnancial services anª oĂĂorđğnities to ºrow wealđ¿ǟ Discriminatory lenªinº Ăracticesǚ 
t¿e inaccessi£ility of Ă¿ysical £ankinº £ranc¿esǚ anª cost £arriers are amonº some of t¿e o£stacles to increasinº 
Ńnancial inclğsionǟ73 �ccorªinº to t¿e FD,� ]ğrvey of )oğse¿olª hse of �ankinº anª Financial ]ervicesǚ ŢȻ of aªğlđs 
ǳnearly ŞŜ million �mericansǴ ªo not ¿ave a £ank accoğntǚ wit¿ t¿e statistic £einº ªisĂroĂorđionately ºreater amonº 
�frican �merican ǳŝşȻǴ anª )isĂanic ǳŝŝȻǴ commğnitiesǟ74 Fğrđ¿ermoreǚ one of t¿e most commonly citeª reasons for 
not ¿avinº a £ank accoğnt was a lack of trğst in £anksǟ75 =ikewiseǚ a sğrvey conªğcteª £y �rielǺ]c¿wa£ inªicates t¿at 
�frican �merican investors are more likely t¿an w¿ite investors to ¿ave ǳiǴ never investeª or stoĂĂeª investinº ªğe to 
lack of trğst in t¿e stock market ǳşŢȻ versğs ŞšȻǴ or ªğe to lack of trğst in Ńnancial institğtions ǳŞšȻ versğs ŝťȻǴǟ76 

�ºainst t¿is £ackªroĂǚ ¿istoricallyǺeİclğªeª commğnities ¿ave foğnª t¿e ªecentraliĻeª natğre of cryĂto Ăarđicğlarly 
aĂĂealinºǟ77 c¿e selfǺcğstoªial anª transĂarent Ąğalities of DeFi ¿ave t¿e Ăotential to emĂower inªiviªğals wit¿ 
inªeĂenªence in Ńnancial ªecisionǺmakinº w¿ile retaininº control of t¿eir assetsǟ �ªªitionallyǚ rğlesǺ£aseª smarđ 
contracts ªiscoğraºe ¿ğman ªiscreĂancies anª ªiscriminatory £e¿avior in lenªinº anª Ńnancinºǟ �s a trğstless78 
Ńnancial systemǚ w¿ic¿ ªoes not reĄğire trğstinº an intermeªiaryǚ DeFi is an imĂorđant alđernative to Ńnancial 
services for t¿ose w¿o ªistrğst traªitional Ńnancial intermeªiariesǟ79 

70. See cakeğc¿iǚ supra note Ţťǚ at ŠťǺšşǟ 

71. ]¿eila tarrenǚ Hearing to Review S.4760 the Digital Commodities Consumer Protection Actǚ �efore t¿e �ommǟ on �ºricǟǚ Dğtritionǚ 
anª Forestryǚ ŝŝţt¿ �onºǟ šǺŢ ǳŞŜŞŞǴ ǳtestimony of ]¿eila tarrenǚ �EJǚ �ryĂto �oğncil for ,nnovationǴǚ ¿tđĂsǙǥǥcryĂtoforinnovationǟ
orºǥwĂǺcontentǥğĂloaªsǥŞŜŞŞǥŜťǥ�ryĂtoǺ�oğncilǺtritđenǺcestimonyǺ]¿eilaǺtarrenǟĂªfǟ ,nªiviªğals ¿armeª £y natğral ªisasters or 
in t¿e miªst of war or ot¿er forms of tğrmoil in Ăarđicğlar £eneŃt from realǺtime cryĂto Ăayment anª setđlementsǟ See, e.g., =iĻ Cillsǚ 
UostǺEarđ¿Ąğake �ryĂto Donations Flooª into cğrkeyǚ crypTo coUncil For innovATion ǳCarǟ ŝǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥcryĂtoforinnovationǟorºǥ
ğĂªateǺĂostǺearđ¿ĄğakeǺcryĂtoǺªonationsǺflooªǺintoǺtğrkeyǥǤ �nanya Kğmar anª Dik¿il Yaº¿ğveeraǚ Can Crypto Deliver Aid Amid 
War? Ukraine Holds the Answer, ATlAnTA coUncil ǳ�Ărǟ Šǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥņǟatlanticcoğncilǟorºǥ£loºsǥnewǺatlanticistǥcanǺcryĂtoǺ
ªeliverǺaiªǺamiªǺwarǺğkraineǺ¿olªsǺt¿eǺanswerǥ.

72. See Yen¯e �arđon etǟ alǟǚ Income and Wealth Creation in Web3 Case Studies Demonstrating Economic Outcomes, crAdl at ŢŤǺţŝ 
ǳ7anǟ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟcraªlǟorºǥnewǺincomeǺwealđ¿Ǻwe£şǞreĂorđǺform. See also ]aif �¿meª �£ªğl¿akeem ɤ Wiğlinº )ğǚ Powered 
by Blockchain Technology, DeFi (Decentralized Finance) Strives to Increase Financial Inclusion of the Unbanked by Reshaping the 
World Financial System, 12 modern econ. 1, 12-13 ǳŞŜŞŝǴ ǳªiscğssinº t¿e aim of DeFi to lessen t¿e Ăower anª control of intermeªiaries 
anª create transĂarentǚ Ăermissionlessǚ anª oĂen soğrce Ńnancial ecosystem t¿at is accessi£le to anyoneǴǟ

73. See tarrenǚ supra note 71, at 18. 

74. ed. mArk kUTzbAch eT. Al., Fdic nATionAl SUrvey oF UnbAnked And UnderbAnked hoUSeholdS 13-15 ǳKaryen �¿ğ eªǟǚ Feªǟ DeĂosit ,nsğrance 
�orĂǚ ŞŜŞŝǴǟ

75. Id. at ŝť ǳDotinº Ȅªonȇt trğst £anksȅ was t¿e seconªǺmost citeª main reason for not ¿avinº an accoğnt in ŞŜŞŝ £y sğrvey 
ĂarđiciĂantsǴǟ 

76. Ariel-Schwab Black Investor Survey, chArleS SchwAb ǳŞŜŞŞǴǚ ¿tđĂsǙǥǥņǟsc¿wa£moneywiseǟcomǥtoolsǺresoğrcesǥarielǺsc¿wa£Ǻ
sğrveyǺŞŜŞŞ.

77. salerie siarª et alǟǚ Black Experiences in Web3, crAdl ǳDecǟ ŞŜŞŞǴǚ ¿tđĂsǙǥǥņǟcraªlǟorºǥ£lackǺeİĂeriencesǺcryĂto.

78. Ȇcrğstlessnessȇ refers to t¿e a£ility of a network to meªiate transactions wit¿oğt any of t¿e involveª Ăarđies neeªinº to trğst a t¿irª 
Ăarđyǟ Trustlessness, eThereUm FoUnd., ¿tđĂsǙǥǥet¿ereğmǟorºǥenǥºlossaryǥǞtrğstlessness ǳlast visiteª 7ğne ŞŜǚ ŞŜŞşǴǟ

79. See tarrenǚ supra note ţŝǚ at ŞǺŠǟ
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https://cryptoforinnovation.org/wp-content/uploads/2022/09/Crypto-Council-Written-Testimony-Sheila-Warren.pdf
https://cryptoforinnovation.org/wp-content/uploads/2022/09/Crypto-Council-Written-Testimony-Sheila-Warren.pdf
https://cryptoforinnovation.org/update-post-earthquake-crypto-donations-flood-into-turkey/
https://cryptoforinnovation.org/update-post-earthquake-crypto-donations-flood-into-turkey/
https://www.atlanticcouncil.org/blogs/new-atlanticist/can-crypto-deliver-aid-amid-war-ukraine-holds-the-answer/
https://www.atlanticcouncil.org/blogs/new-atlanticist/can-crypto-deliver-aid-amid-war-ukraine-holds-the-answer/
https://www.cradl.org/new-income-wealth-web3#report-form
https://www.schwabmoneywise.com/tools-resources/ariel-schwab-survey-2022
https://www.schwabmoneywise.com/tools-resources/ariel-schwab-survey-2022
https://www.cradl.org/black-experiences-crypto
https://ethereum.org/en/glossary/#trustlessness
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c¿e selfǺcğstoªy featğre of Uğ£lic $ooª Urotocols em£oªieª £y selfǺ¿osteª wallets or accoğnts is critical in 
reºimes w¿ere inflation severely ¿amĂers wealđ¿ Ăreservation or in environments w¿ere t¿irª Ăarđies can ğnilaterally 
ªisrğĂt traªitional Ńnancial servicesǟ ,n �fº¿anistanǚ w¿ere Ńnancial services ¿ave £ecome ğnrelia£leǚ civilians ¿ave 
£een ğsinº cryĂto in Ăarđ to ¿eªºe aºainst t¿e cali£anȇs seiĻğre of assetsǟ80 =ikewiseǚ w¿en t¿e Feminist �oalitionȇs 
£ank accoğnt was s¿ğt ªown in Diºeriaǚ �itcoin £ecame critical for raisinº ªonations for t¿e coalitionȇs ǞEnª]�Y] 
camĂaiºn aºainst Ăolice £rğtalityǟ81 ,n t¿e face of crackªowns on sĂeec¿ǚ ªissiªents anª inªeĂenªent meªia 
orºaniĻations in �elarğsǚ )onº Konºǚ anª Yğssia ¿ave resorđeª to cryĂto for fğnªinº anª ªonationsǟ82 

C Promoting Growth and Efficiency in Emerging Markets 

DeFi can also Ălay a siºniŃcant role in emerºinº markets w¿ere consğmers anª £ğsinesses ¿ave c¿allenºes in 
accessinº craªFi servicesǟ ]mall meªiğm enterĂrises ǳ]CEsǴ can taĂ liĄğiªity anª access alđernative Ńnancinº 
oĂĂorđğnities t¿roğº¿ DeFi lenªinº anª £orrowinº Ărotocolsǚ w¿ic¿ ofđen Ăroviªe more comĂetitive rates t¿an 
craªFiǟ83 For instanceǚ in t¿e Ărevioğs yearǚ leaªinº DeFi Ărotocols Ăroviªeª loans at a mean interest rate of ŝǟŤȻǚ84 
in contrast to t¿e craªFi Ărime rateǚ w¿ic¿ escalateª from ŠǟšȻ to ŤǟšȻ over t¿e same Ăerioªǟ85 ]CEs may also 
ğse maÛor DeFi eİc¿anºes to converđ Ăayments in ªifferent cğrrencies for fasterǚ c¿eaĂerǚ anª less comĂlicateª 
setđlementǟ �ccorªinº to a ŞŜŞŞ sğrvey £y sisa of nine economies aroğnª t¿e worlªǚ almost oneǺĄğarđer of small 
£ğsinesses in t¿ese markets Ălan to acceĂt ªiºital cğrrencies as a form of Ăaymentǟ86 �¿arºe£acks anª Ăayment 
reversals can £e eİceĂtionally costly for smaller merc¿antsǚ makinº t¿e Ńnal setđlement natğre of cryĂto asset 
transactions Ăarđicğlarly aĂĂealinºǟ87 

,nformalǚ s¿orđǺtermǚ crossǺ£orªer £ğsinesses in ]ğ£Ǻ]a¿aran �frica anª =atin �merica ¿ave also foğnª a ğse for 
cryĂtoǚ esĂecially w¿en t¿ey are Ăreventeª from oĂeninº a local £ank accoğnt in t¿e client coğntryǟ88 Coreoverǚ 
DeFi Ăroªğcts ¿ave a wiªer ranºe of cğstomiĻa£ility for t¿e amoğntǚ ªğrationǚ anª cost of t¿e loan or ot¿er Ńnancial 
serviceǚ w¿ile t¿e Ăreªetermineª rğles of smarđ contracts ensğre t¿at Ńnancinº ªecisions are maªe wit¿ fewer 
inconsistencies anª £iasesǟ89

80. Cic¿ael Uisaǚ YesĂonªinº to �fº¿anistanȇs )ğmanitarian �risisǙ c¿e Uotential Yole of Diºital Uaymentsǚ �trǟ $lo£ǟ Devǟ ǳCay şǚ ŞŜŞŞǴǚ 
¿tđĂsǙǥǥņǟcºªevǟorºǥĂğ£licationǥresĂonªinºǺafº¿anistansǺ¿ğmanitarianǺcrisisǺĂotentialǺroleǺªiºitalǺĂaymentsǤ Elđaf DaÛaŃĻaªaǚ 
�fº¿an �ryĂto �ğyers �renȇt cryinº to ]trike it Yic¿ǟ They’re Just Trying to Keep What They Have Out of The Taliban’s Reach, ForTUne 
ǳ�Ărǟ ŞŠǚ ŞŜŞŞǚ ŞǙŠŠ UCǴǚ ¿tđĂsǙǥǥforđğneǟcomǥŞŜŞŞǥŜŠǥŞŠǥafº¿anǺcryĂtoǺ£ğyersǺkeeĂǺmoneyǺoğtǺofǺtali£anǺreac¿Ǻsta£lecoinǺ
¿eratǥ. 

81. �olin )arĂerǚ Nigerian Banks Shut Them Out So These Activists Are Using Bitcoin to Battle Police Brutality, coindeSk ǳJctǟ ŝŢǚ ŞŜŞŜǴǚ 
¿tđĂsǙǥǥņǟcoinªeskǟcomǥtec¿ǥŞŜŞŜǥŝŜǥŝŢǥniºerianǺ£anksǺs¿ğtǺt¿emǺoğtǺsoǺt¿eseǺactivistsǺareǺğsinºǺ£itcoinǺtoǺ£atđleǺĂoliceǺ
£rğtalityǥ.

82. Yoºer )ğanºǚ Dissidents Are Turning To Cryptocurrency As Protests Mount Around The World, ForbeS ǳJctǟ ŝťǚ ŞŜŞŜǚ ŝŝǙŞŢ �CǴǚ 
¿tđĂsǙǥǥņǟfor£esǟcomǥsitesǥroºer¿ğanºǥŞŜŞŜǥŝŜǥŝťǥªissiªentsǺareǺtğrninºǺtoǺcryĂtocğrrencyǺasǺĂrotestsǺmoğntǺaroğnªǺ
t¿eǺworlªǥǠs¿ȧŝaŤŤeacţšŤŠcǤ 7illian Değtsc¿ ɤ �aron Eºlitisǚ Uğtinȇs �rackªown Uğs¿es ,nªeĂenªent Yğssia Ceªia ,nto �ryĂtoǚ 
�loom£erº ǳCay ťǚ ŞŜŞŞǚ ŝŝǙŜŜ UCǴǚ ¿tđĂsǙǥǥņǟ£loom£erºǟcomǥnewsǥarđiclesǥŞŜŞŞǺŜšǺŝŜǥĂğtinǺsǺcrackªownǺĂğs¿esǺ
inªeĂenªentǺrğssianǺmeªiaǺintoǺcryĂto. 

83. See ªiscğssion supra Ȇ�eneŃtǙ Yeªğcinº �oğnterĂarđy Yiskȇǟ Doteǚ ¿oweverǚ t¿at t¿e comĂarison of DeFi anª craªFi lenªinº is maªe 
comĂleİ £y t¿e fact t¿at DeFi loans are tyĂically overcollateraliĻeª w¿ereas craªFi lenªinº is ğncollateraliĻeªǚ meaninº itȇs ofđen not 
an aĂĂlesǺtoǺaĂĂles comĂarisonǟ

84. �lly �ac¿ǚ Maker’s Money Market, Cessari ǳFe£ǟ ŞŞǚ ŞŜŞşǴ ¿tđĂsǙǥǥmessariǟioǥreĂorđǥmakerǺsǺmoneyǺmarket. 

85. Bank Prime Loan Rate (DPRIME), Fed. reS. bAnk oF ST. loUiS ǳ=ast visiteª Cay şŝǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥfreªǟstloğisfeªǟorºǥseriesǥDUY,CE. 

86. )anna¿ =anºǚ A Quarter of Small Businesses Across Nine Countries Plan to Offer Crypto Payments: Visa Survey, reUTerS ǳ7anǟ ŝŞǚ 
ŞŜŞŞǚ šǙŜŞ �CǴǚ ¿tđĂsǙǥǥņǟreğtersǟcomǥtec¿noloºyǥĄğarđerǺsmallǺ£ğsinessesǺacrossǺnineǺcoğntriesǺĂlanǺofferǺcryĂtoǺĂaymentsǺ
visaǺŞŜŞŞǺŜŝǺŝŞǥ.

87. �my Dic¿ol ]mit¿ ɤ Yo£ tatđsǚ şşȻ of Small Businesses Have Been Severely Impacted By Credit Card Fraud – Are Payment 
Processing Services Truly Secure?, ForbeS ǳCarǟ Şǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟfor£esǟcomǥaªvisorǥ£ğsinessǥsofđwareǥĂaymentǺĂrocessinºǺğsersǺ
safetyǥ.

88. Kristy =amǚ Non-Dollar Stablecoins Gain Momentum, Risks to USD Rise, Crypto Council for Innovation ǳ�Ărǟ Šǚ ŞŜŞşǴǚ  
¿tđĂsǙǥǥcryĂtoforinnovationǟorºǥnonǺªollarǺsta£lecoinsǺºainǺmomentğmǺrisksǺtoǺğsªǺriseǥ.

89. ]imon �¿anªlerǚ DeFi and Credit on the Blockchain: Why Loans Are Better When They’re Decentralized, coinTelegrAph ǳCay Şšǚ ŞŜŝťǴǚ 
¿tđĂsǙǥǥcointeleºraĂ¿ǟcomǥnewsǥªeŃǺanªǺcreªitǺonǺt¿eǺ£lockc¿ainǺw¿yǺloansǺareǺ£etđerǺw¿enǺt¿eyreǺªecentraliĻeª.

https://www.cgdev.org/publication/responding-afghanistans-humanitarian-crisis-potential-role-digital-payments
https://fortune.com/2022/04/24/afghan-crypto-buyers-keep-money-out-of-taliban-reach-stablecoin-herat/
https://fortune.com/2022/04/24/afghan-crypto-buyers-keep-money-out-of-taliban-reach-stablecoin-herat/
https://www.coindesk.com/tech/2020/10/16/nigerian-banks-shut-them-out-so-these-activists-are-using-bitcoin-to-battle-police-brutality/
https://www.coindesk.com/tech/2020/10/16/nigerian-banks-shut-them-out-so-these-activists-are-using-bitcoin-to-battle-police-brutality/
https://www.forbes.com/sites/rogerhuang/2020/10/19/dissidents-are-turning-to-cryptocurrency-as-protests-mount-around-the-world/?sh=1a88eac7584c
https://www.forbes.com/sites/rogerhuang/2020/10/19/dissidents-are-turning-to-cryptocurrency-as-protests-mount-around-the-world/?sh=1a88eac7584c
https://www.bloomberg.com/news/articles/2022-05-10/putin-s-crackdown-pushes-independent-russian-media-into-crypto
https://www.bloomberg.com/news/articles/2022-05-10/putin-s-crackdown-pushes-independent-russian-media-into-crypto
https://messari.io/report/maker-s-money-market
https://fred.stlouisfed.org/series/DPRIME
https://www.reuters.com/technology/quarter-small-businesses-across-nine-countries-plan-offer-crypto-payments-visa-2022-01-12/
https://www.reuters.com/technology/quarter-small-businesses-across-nine-countries-plan-offer-crypto-payments-visa-2022-01-12/
https://www.forbes.com/advisor/business/software/payment-processing-users-safety/
https://www.forbes.com/advisor/business/software/payment-processing-users-safety/
https://www.forbes.com/advisor/business/software/payment-processing-users-safety/
https://cryptoforinnovation.org/non-dollar-stablecoins-gain-momentum-risks-to-usd-rise/
https://cryptoforinnovation.org/non-dollar-stablecoins-gain-momentum-risks-to-usd-rise/
https://cointelegraph.com/news/defi-and-credit-on-the-blockchain-why-loans-are-better-when-theyre-decentralized
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cransĂarency is a core featğre of Uğ£lic $ooª Urotocols anª forms t¿e £asis of trğst wit¿in a ªecentraliĻeª systemǟ 
�ecağse t¿e Ăğ£lic can view transactions recorªeª on t¿e £lockc¿ain leªºer anª ascerđain t¿e Ăreªetermineª 
rğles anª fğnctions of smarđ contractsǚ ğsers can o£serve transactions in real timeǚ verify information on t¿e 
leªºer inªeĂenªentlyǚ anª transact efficiently wit¿oğt neeªinº to know t¿e iªentity anª Ăersonal ªetails of ot¿er 
ĂarđiciĂants wit¿in t¿e systemǟ �ecağse of t¿is transĂarency anª ªecentraliĻationǚ Ăğ£lic £lockc¿ains act as a 
Ăğ£lic ºooª in t¿e form of Ńnancial infrastrğctğre £y Ăroviªinº neğtralǚ inªeĂenªentǚ anª immğta£le transaction 
recorªsǚ w¿ile DeFi Ărotocols act as anot¿er Ăğ£lic ºooª in t¿e Ńnancial infrastrğctğre £y Ăroviªinº accessi£le anª 
ğn£iaseª oĂerationsǟ90

c¿e visi£ility of onǺc¿ain transactions also Ăroviªes a ric¿ ªata soğrce for realǺtime risk manaºement w¿ile reªğcinº 
information asymmetriesǟ �nalyĻinº onǺc¿ain transactions can ğncover re¿yĂot¿ecateª assetsǚ conflicts of interestǚ 
anª risks associateª wit¿ creªitǚ liĄğiªityǚ anª concentrationǟ91 =ikewiseǚ lenªers anª £orrowers can £e ¿elª to a ¿iº¿er 
ªeºree of accoğnta£ility £ecağse anyone can see t¿e relevant Ăarđiesȇ transaction ¿istoryǟ92 Dota£lyǚ ¿armfğl actions 
anª oĂaĄğe risk takinº t¿at centraliĻeª Ńnancial Ălatformsǚ sğc¿ as Fcyǚ ğnªerđook £ecome nearly imĂossi£le in DeFi 
since activities anª enºaºement wit¿ ğser fğnªs are on oĂenǚ immğta£le £lockc¿ainsǟ93  

�eyonª risk mitiºationǚ DeFi aĂĂlicationsǸsğc¿ as t¿e ŝinc¿ talletǸ£ğilđ on toĂ of Uğ£lic $ooª Urotocolsǚ ¿ave 
ena£leª ªonors to transferǚ trackǚ anª accoğnt for t¿eir contri£ğtions to c¿arita£le orºaniĻationsǚ sğc¿ as c¿e 
)ğmane ]ociety of t¿e hniteª ]tatesǚ �mref )ealđ¿ �fricaǚ anª t¿e Dational tilªlife Foğnªationǚ reassğrinº ªonors 
t¿at t¿eir fğnªs are ğseª as intenªeªǟ94 c¿is is crğcial at a time w¿en orºaniĻations anª Ăolitical factions are 
freĄğently £lameª for eİĂloitinº ªonationsǚ anª inªiviªğal ºivinº is ªecreasinº ªğe to a lack of trğst in t¿e c¿arity 
collection Ărocessǟ95 Yesearc¿ers ¿ave aªªitionally ĂroĂoseª £lockc¿ainǺ£aseª frameworks to collect anª sĂenª 
c¿arity ªonations in a Ăğ£licly ağªita£le mannerǟ96 For eİamĂleǚ t¿e hǟ]ǟ eİĂeriences c¿allenºes in senªinº aiª 
anª investments to t¿e riº¿t reciĂientsǟ97 ]enªinº h]DǺ£ackeª sta£lecoins toǚ for instanceǚ an iªentiŃeªǚ foreiºn 
ºovernmentǺcontrolleª wallet aªªress coğlª ¿elĂ solve t¿e ªelivery Ăro£lem anª allow t¿e h] to monitor t¿e 
receivinº ºovernmentsȇ ğse of fğnªsǟ98 

90. ]c¿�rǚ supra note Ţšǚ at ŝŢŤǺŢťǟ 

91. See ªiscğssion supra Ȇ�eneŃts of DecentraliĻeª FinanceǙ Yeªğcinº �oğnterĂarđy Yiskȇǟ 

92. �¿anªlerǚ supra note 89.

93. ,nªeİ �ooĂ D�Jǚ DeFi is t¿e �nswer to t¿e FTX Crisis—but We Must Get Better at Communicating It, decrypT ǳDovǟ ŞŜǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥ
ªecryĂtǟcoǥŝŝšŝŠťǥªeŃǺisǺt¿eǺanswerǺtoǺt¿eǺfđİǺcrisisǺ£ğtǺweǺmğstǺºetǺ£etđerǺatǺcommğnicatinºǺit.

94. What is 1inch (1INCH)?, The giving block ǳlast visiteª Cay şŜǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥt¿eºivinº£lockǟcomǥresoğrcesǥcryĂtocğrrencyǥŝinc¿ǥǤ see 
generally, e.g., Paul Sullivan, Nonprofits Get a New Type of Donation: Cryptocurrency, n.y. TimeS ǳ7ğly şŜǚ ŞŜŞŝǴǚ ¿tđĂsǙǥǥņǟnyđimesǟ
comǥŞŜŞŝǥŜţǥşŜǥyoğrǺmoneyǥcryĂtocğrrencyǺªonationǺnonĂroŃtǟ¿tml ǳela£oratinº on t¿e taİ anª accoğntinº £eneŃts of cryĂto 
ªonationsǴǟ

95. See, e.g., cessa Foİǚ �ssaª Yeºime ‘Siphons Millions in Aid’ by Manipulating Syria’s Currency, The gUArdiAn ǳJctǟ Şŝǚ ŞŜŞŝǴǚ ¿tđĂsǙǥǥņǟ
t¿eºğarªianǟcomǥºlo£alǺªeveloĂmentǥŞŜŞŝǥoctǥŞŝǥassaªǺreºimeǺsiĂ¿onsǺmillionsǺinǺaiªǺ£yǺmaniĂğlatinºǺsyriasǺcğrrency. 

96. Cğ¿ammaª ]ǟ FarooĄǚ A Framework to Make Charity Collection Transparent and Auditable Using Blockchain Technology, 83 compUT. 
& elec. eng’g ǳŞŜŞŜǴ ǳªiscğssinº £lockc¿ain solğtions for transĂarency in ªonation systemsǴǤ Cic¿ael �oªleyǚ Can Stablecoins 
Revolutionize Foreign Aid? The UN Thinks So., blockworkS ǳDecǟ ŝŢǚ ŞŜŞŞǴ ǳ¿iº¿liº¿tinº £illions of ªollarsȇ worđ¿ of em£eĻĻlement in 
foreiºn aiª ªistri£ğteª via Ńat cğrrencyǚ anª notinº t¿e solğtion Ăroviªeª £y sta£lecoinsǴǚ ¿tđĂsǙǥǥ£lockworksǟcoǥnewsǥğnǺsta£lecoinsǺ
revolğtioniĻeǺforeiºnǺaiª. 

97. See, e.g., �ğrđ carnoffǚ ,raĄǙ Yeconstrğction �ssistanceǚ �onºǟ Ysc¿ǟ ]ervǟ ǳ�ğºǟ ţǚ ŞŜŜťǴ ǳªiscğssinº Ȅless t¿an aªeĄğate controlsȅ 
relateª to ȌŤǟŤ £illion of ªeveloĂment £ank resoğrces moveª t¿roğº¿ ,raĄi ministriesǚ anª t¿e failğre to track ŝšȻǺŞŜȻ of t¿e ,raĄ 
Yelief anª Yeconstrğction Fğnª afđer remitđanceǴǤ Daviª Francisǚ How the US Lost Billions over Nine Years in Iraqǚ �D�� ǳ7ğne ŝťǚ 
ŞŜŝŠǴǚ ¿tđĂsǙǥǥņǟcn£cǟcomǥŞŜŝŠǥŜŢǥŝťǥ¿owǺt¿eǺğsǺlostǺ£illionsǺoverǺnineǺyearsǺinǺiraĄǟ¿tml ǳªiscğssinº ȌŤ £illion of ȌŢŝ £illion 
allocateª for ,raĄȇs reconstrğction ºoinº to wasteǚ anª a ],$,Y ağªit revealinº t¿at ȌŝŞǟš £illion of t¿e DeĂarđment of Defenseȇs ȌŝťǟŢ 
£illion total o£liºation was lefđ ğntracea£leǴǟ 

98. Yemitđinº aiª via sta£lecoins ¿as Ăroven not Ûğst t¿eoretically ğsefğlǚ £ğt also effective in Ăracticeǟ See, e.g., hD)�Y Wins Award for 
Innovative Use of Blockchain Solutions to Provide Cash to Forcibly Displaced in Ukraine, U.n. high comm’r For reFUgeeS ǳCarǟ Şşǚ ŞŜŞşǴǚ 
¿tđĂsǙǥǥņǟğn¿crǟorºǥnewsǥğn¿crǺwinsǺawarªǺinnovativeǺğseǺ£lockc¿ainǺsolğtionsǺĂroviªeǺcas¿Ǻforci£lyǺªisĂlaceªǺğkraine.
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�y £ğilªinº on t¿e secğrity of ªecentraliĻeª £lockc¿ainsǚ DeFi ¿as fewer Ăoints of failğre relative to �eFiǥcraªFi 
alđernativesǟ For instanceǚ valiªators of £lockc¿ains mğst cryĂtoºraĂ¿ically verify a transactionȇs leºitimacy for 
t¿e transaction to £e aªªeª to t¿e £lockc¿ainȇs Ăğ£lic leªºerǚ anª eac¿ noªe oĂerator ¿as a coĂy of t¿e leªºerǟ 
c¿is ªistri£ğtion of information reªğces t¿e likeli¿ooª of ğnilateral c¿anºes to t¿e leªºer £y a sinºle entityǟ ,t also 
reªğces t¿e likeli¿ooª of a systemic failğre of t¿e £lockc¿ainǟ ,f a noªe were to failǚ t¿e ot¿er noªes ¿ave t¿e 
ªistri£ğteª leªºer to continğe oĂeratinº t¿e £lockc¿ainǟ99 t¿ereas in craªFiǚ all ªata anª recorªs can £e lost if a 
craªFi institğtion fails or eİĂeriences a ªetrimental cy£ersecğrity atđackǚ forcinº oĂerations to stoĂǟ100 ,n t¿is senseǚ 
ªecentraliĻeª systems are more resilient to cy£ersecğrity risks t¿an more centraliĻeª systemsǟ101 

DeFiȇs selfǺcğstoªial natğre fğrđ¿er Ărotects Ăersonal fğnªsǟ ]elfǺcğstoªy eliminates coğnterĂarđy risk eİĂosğre to 
t¿irªǺĂarđy cğstoªiansǟ102 �omĂareª to �eFiǥcraªFiǚ DeFi can transform central ¿oneyĂots of ªata anª cğstomer 
fğnªs from sinºle Ăoints of failğre into resilientǚ ªistri£ğteªǚ immğta£le leªºers t¿at safeºğarª ğser fğnªs anª 
ªata transĂarentlyǟ103 �ªªitionallyǚ t¿is tamĂerǺĂroof natğre of ğnªerlyinº £lockc¿ains means t¿at no comĂleteª 
transaction can £e moªiŃeª wit¿oğt ªetectionǚ t¿ere£y Ăromotinº trğst anª secğrity in t¿e networkǟ104 
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DeFi Ărotocols can allow ĂarđiciĂants to ĂarđiciĂate in t¿e Ărotocolȇs ºovernanceǟ For eİamĂleǚ some ªecentraliĻeª 
Ărotocols ğtiliĻe D�Jsǚ to assist wit¿ oĂerations anª Ărotocol imĂrovementsǟ105 � D�J is ºenerally an orºaniĻeª 
ºroğĂ of Ăersons or Ăarđies t¿at coorªinates t¿e ºovernance of a Ărotocol or £lockc¿ain t¿roğº¿ a s¿areª set of 
rğlesǟ106 D�Js allow mem£ers to ĂarđiciĂate ªirectly in t¿e ºovernance of t¿e £lockc¿ainǚ £ğt t¿ey are not controlleª 
£y a sinºle mem£er or t¿roğº¿ t¿e manaºerial efforđs of a small ºroğĂ of mem£ersǟ ,nªiviªğals or Ăarđies can 
£ecome mem£ers of D�Js £y acĄğirinº ºovernance tokens of t¿e Ărotocol or £lockc¿ainǟ107 

99. 7avaª �arrinǚ )ao tǟ U¿anºǚ =aks¿imi �ǟ ]a¿eer ɤ �a¿ram �arrinǚ Blockchain for Decentralization of Internet: Prospects, Trends, 
and Challenges, 24 clUSTer compUTǟ ŞŤŠŝǚ ŞŤŠŞǺŠşǚ ŞŤŠŢ ǳŞŜŞŝǴ ǳªiscğssinº t¿e secğrity aªvantaºe anª relia£ility of ªecentraliĻeª 
£lockc¿ains in Ăreventinº network atđacksǴǟ

100. See ]ky 7ğnºǚ Privacy in Decentralized Finance: Should We Be Concerned?, hArvArd Tech. revǟ ǳ�ğºǟ ŞŞǚ ŞŜŞŝǴǚ ¿tđĂsǙǥǥ
¿arvarªđec¿noloºyreviewǟcomǥŞŜŞŝǥŜŤǥŞŞǥĂrivacyǺinǺªecentraliĻeªǺŃnanceǺs¿oğlªǺweǺ£eǺconcerneªǥ.

101. See cakeğc¿iǚ supra note Ţťǚ at ŠŜǺŠŝǟ 

102. See ªiscğssion supra Ȇ�eneŃts of DecentraliĻeª FinanceǙ Yeªğcinº �oğnterĂarđy Yiskȇǟ 

103. See )enªrik �mler etǟ alǟǚ DeFi-ning DeFi: Challenges & Pathway, cornell Arxiv ǳ7anǟ ŝŠǚ ŞŜŞŝǴ ǳªiscğssinº t¿e trğstlessǚ transĂarentǚ 
interconnecteªǚ ªecentrally ºoverneªǚ anª selfǺsovereiºn aªvantaºes of DeFi w¿en comĂareª to �eFi anª emĂ¿asiĻinº t¿e lack of 
central ağt¿ority controllinº anª orºaniĻes access to ªata anª fğnªs in DeFiǴǟ See also Liyi Zhou, et al., SoK: Decentralized Finance 
Attacks, cornell Arxiv ǳ�Ărǟ ţǚ ŞŜŞşǴ ǳªiscğssinº t¿e £eneŃts of atomic comĂosa£ility ğseª in DeFi Ălatforms relative to �eFiǴǤ Kai¿ğa 
Win etǟ alǟǚ CeFi vs. DeFi—Comparing Centralized to Decentralized Finance, cornell Arxiv ǳ7ğne ŝŢǚ ŞŜŞŝǴ ǳnotinº t¿e relative simĂlicity 
of tracinº DeFi fğnªs w¿en comĂareª wit¿ tracinº �eFi assets ªğe to t¿e transĂarency of DeFiǤ emĂ¿asiĻinº ğserǺcontrolǚ anª 
accessi£ility as t¿e ğniĄğe aªvantaºes of DeFiǚ anª ela£oratinº t¿e risks relateª to intermeªiaries anª sinºle Ăoints of failğre in �eFiǴǟ

104. See What is Blockchain Security?, ibm, ¿tđĂsǙǥǥņǟi£mǟcomǥtoĂicsǥ£lockc¿ainǺsecğrity ǳlast visiteª Cay ŞŠǚ ŞŜŞşǴǟ

105. Dote t¿at some inªiviªğals conceĂtğaliĻe t¿e Ȇ�ȇ in D�Js as Ȇağtonomoğsȇ in t¿e sense t¿at t¿ey ¿ave ağtonomyǚ not £ecağse 
t¿ey are ağtomateªǟ See, e.g., $a£riel ]¿aĂiroǚ �ğtonomy vǟ DecentraliĻationǚ mediUm ǳCarǟ şǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥleİǺnoªeǟmeªiğmǟcomǥ
ağtonomyǺvsǺªecentraliĻationǺce£ŞŢŠšfťcªš. 

106. What are DAOs?, eThereUm FoUnd., ¿tđĂsǙǥǥet¿ereğmǟorºǥenǥªaoǥǞw¿atǺareǺªaos ǳlast visiteª 7ğne ŞŜǚ ŞŜŞşǴǤ see also =oğis =e¿ot ɤ 
Uatrick Dǟ Dağº¿erđyǚ DeFi anª t¿e D�JǙ How the Law Needs to Change to Accommodate Decentralized Autonomous Organizations, 
Foley igniTe ǳDecǟ ŝŠǚ ŞŜŞŝǴǚ ¿tđĂsǙǥǥņǟfoleyǟcomǥenǥinsiº¿tsǥĂğ£licationsǥŞŜŞŝǥŝŞǥloğisǺle¿otǺªeŃǺªaoǺ¿owǺlawǺneeªsǺtoǺc¿anºe.

107. See D�J Cem£ers¿iĂǚ eThereUm FoUnd., ¿tđĂsǙǥǥet¿ereğmǟorºǥenǥªaoǥǞªaoǺmem£ers¿iĂ ǳlast visiteª 7ğne ŞŜǚ ŞŜŞşǴǟ

4

5

https://harvardtechnologyreview.com/2021/08/22/privacy-in-decentralized-finance-should-we-be-concerned/
https://harvardtechnologyreview.com/2021/08/22/privacy-in-decentralized-finance-should-we-be-concerned/
https://www.ibm.com/topics/blockchain-security
https://lex-node.medium.com/autonomy-vs-decentralization-ceb2645f9cd5
https://lex-node.medium.com/autonomy-vs-decentralization-ceb2645f9cd5
https://ethereum.org/en/dao/#what-are-daos
https://www.foley.com/en/insights/publications/2021/12/louis-lehot-defi-dao-how-law-needs-to-change
https://ethereum.org/en/dao/#dao-membership
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D�Js are ofđen ğseª to oversee t¿e ªeveloĂment of DeFi Ărotocolsǚ as t¿ey Ăroviªe an efficient anª ağªita£le form 
of ºovernanceǟ108 t¿ile t¿e eİact ºovernance arranºements are D�JǺsĂeciŃc anª ªesiºneª t¿roğº¿ continğeª 
eİĂerimentationǚ t¿ese orºaniĻations are essential for facilitatinº t¿e evolğtion anª ºrowđ¿ of ªecentraliĻeª 
Ărotocols to accommoªate tec¿noloºical imĂrovements or c¿anºes in market conªitionsǚ anª to resolve Ăotential 
ªisĂğtesǟ109 

c¿e evolğtion of t¿e �omĂoğnª Ărotocol illğminates t¿ese £eneŃtsǟ =ağnc¿eª £y �omĂoğnª =a£s in ŞŜŝţǚ its 
foğnªers ªeveloĂeª a Ărotocol to facilitate Ăermissionlessǚ overcollateraliĻeª cryĂto lenªinº t¿roğº¿ t¿e ğse of 
alºorit¿micallyǺªetermineª interest ratesǟ110 Jn t¿e lenªinº siªeǚ ğsers earn interest £y sğĂĂlyinº assets to one of t¿e 
Ărotocolȇs liĄğiªity Ăoolsǟ111 Jn t¿e £orrowinº siªeǚ ğsers are a£le to £orrow cryĂto assets from t¿e Ărotocolȇs liĄğiªity 
Ăools as lonº as t¿e amoğnt £orroweª is worđ¿ less t¿an t¿e valğe of t¿e cryĂto asset collateral Ăroviªeªǟ112 As one of 
t¿e Ńrst DeFi Ărotocolsǚ �omĂoğnª illğstrateª t¿e feasi£ility anª ªemanª of a ro£ğst lenªinº Ărotocol113Ǹstress testinº 
¿as ªemonstrateª its a£ility to scale wit¿oğt sacriŃcinº ğser safety offereª £y its overcollateraliĻeª moªelǟ114 

t¿ile �omĂoğnª =a£s steereª t¿e Ărotocolȇs ªeveloĂment anª fğnªinº in its early staºesǚ it eİĂerimenteª wit¿ 
ğsinº commğnity ºovernance to make moªiŃcations to t¿e Ărotocolǚ sğc¿ as ªetermininº w¿at aªªitional cryĂto 
assets s¿oğlª £e acceĂteª as collateralǟ115 Eventğallyǚ �omĂoğnª =a£s transitioneª to a Ăğrely ªecentraliĻeª moªel 
anª ªistri£ğteª �JCU tokens to t¿e Ărotocolȇs contri£ğtors anª stake¿olªersǟ116 �JCU token owners conseĄğently 
constitğte t¿e �omĂoğnª D�J anª can Ăğt forđ¿ ĂroĂosals to ğĂªate t¿e Ărotocol anª vote to aĂĂrove or ªeny 
ĂroĂosals of ot¿er D�J mem£ersǟ117 ]ince its lağnc¿ǚ �omĂoğnª D�J mem£ers ¿ave sğ£mitđeª ŝŢŤ ĂroĂosalsǚ anª 
ŝşŜ ¿ave £een eİecğteªǟ118 

c¿e leºal natğre of D�Js is still evolvinºǟ D�Js are sğc¿ a recent Ă¿enomenon t¿at t¿ere are fewǚ if anyǚ laws in 
maÛor Ûğrisªictions aroğnª t¿e ºlo£e t¿at ªeŃne t¿eir leºal statğsǚ £ğt some lawmakers are £eºinninº to eİamine 
t¿is ºaĂǟ119 ]imilar to t¿e arđicles of incorĂoration foğnª in corĂorationsǚ a set of rğles anª ĂrinciĂles ªetermininº 

108. See =etđer from �nªreessen )orowitĻ to )C creasğryǚ supra note ŠŜǚ at ţ ǳeİĂlaininº t¿at D�J ªecisionǺmakinº can fğnª ĂroÛects 
crğcial to t¿e ªeveloĂment of its corresĂonªinº ĂrotocolǴǟ See generally Linda Xie, A Beginner’s Guide to DAOs, mirrorǟyz� ǳCarǟ ŝŞ ǚ 
ŞŜŞŝǴǚ ¿tđĂsǙǥǥlinªaǟmirrorǟİyĻǥs¿ŤKŠle�$EJŜŢǦĄ]$İǺv]šlvºhĄ¿Ąk�ĻťğtŤŝtw�UŞo ǳela£oratinº on t¿e varioğs ğseǺcases of D�Jsǚ 
w¿ic¿ inclğªe arđ collectivesǚ metaǺºovernance of ot¿er D�Jsǚ anª Ăreªiction marketsǴǟ 

109. See, e.g., Maker DAO, meSSAri, ¿tđĂsǙǥǥmessariǟioǥassetǥmakerǥĂroŃle ǳlast visiteª Cay şŝǚ ŞŜŞşǴ ǳªeveloĂinº a money market anª 
sta£lecoin ĂrotocolǴǤ see also $DJ],]ǚ Cessariǚ ¿tđĂsǙǥǥmessariǟioǥassetǥºnosisǥĂroŃle ǳlast visiteª 7ğly Şŝǚ ŞŜŞşǴǟ 

110. Yo£erđ =es¿nerǚ Introducing Compound, the Money Market Protocol, mediUm ǳ7anǟ şŜǚ ŞŜŝŤǴǚ ¿tđĂsǙǥǥmeªiğmǟcomǥcomĂoğnªǺŃnanceǥ
introªğcinºǺcomĂoğnªǺt¿eǺmoneyǺmarketǺĂrotocolǺŠ£ťšŠŢ£acŤţ. 

111. =es¿ner ɤ )ayesǚ supra note 28.

112. Id. For eİamĂleǚ if a ğser were to Ăroviªe ŝǚŜŜŜ �ryĂto coken y worđ¿ ȌŝŜŜǚ t¿ey coğlª t¿en £orrow ȌšŜ worđ¿ of any ot¿er cryĂto 
asset availa£le on t¿e Ărotocolǟ co retrieve t¿eir collateralǚ t¿e ğser woğlª t¿en Ăay £ack t¿e amoğnt £orroweª Ălğs t¿e interest rate 
alºorit¿mically ªetermineª £y t¿e Ărotocolǟ See What is Compound in 5 Minutes, crypTopediA ǳ7ğne ŞŤǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥņǟºeminiǟ
comǥcryĂtoĂeªiaǥw¿atǺisǺcomĂoğnªǺanªǺ¿owǺªoesǺitǺworkǞsectionǺcomĂoğnªǺcryĂtoǺ£orrowinº. 

113. �y ŞŜŞŜǚ t¿e Ălatform ¿aª ºaineª immense ĂoĂğlarity anª ¿aª receiveª more t¿an Ȍŝǟţ £illion in total ªeĂositsǟ �raªy Daleǚ 
Compound Tops $1B in Crypto Loans as DeFi Farmers Keep Digging for Yield, coindeSk ǳ7ğly ŝşǚ ŞŜŞŜǴǚ ¿tđĂsǙǥǥņǟcoinªeskǟcomǥ
tec¿ǥŞŜŞŜǥŜţǥŝşǥcomĂoğnªǺtoĂsǺŝ£ǺinǺcryĂtoǺloansǺasǺªeŃǺfarmersǺkeeĂǺªiººinºǺforǺyielªǥ. 

114. coindeSk hSien-TAng kAo eT. Al., An AnAlySiS oF The mArkeT riSk To pArTicipAnTS in The compoUnd proTocol 6-8 ǳŞŜŞŜǴ ǳªemonstratinº t¿at 
�omĂoğnª contracts coğlª wit¿stanª aºentǺ£aseª simğlations anª stressǺtestinº even afđer scalinº ğĂ at ŝŜİ t¿e cğrrent £orrow 
siĻe at t¿e timeǴǟ 

115. Yo£erđ =es¿nerǚ Select the Next Compound Asset, mediUm ǳ�ğºǟ ŝŠǚ ŞŜŝťǴǚ ¿tđĂsǙǥǥmeªiğmǟcomǥcomĂoğnªǺŃnanceǥselectǺt¿eǺneİđǺ
comĂoğnªǺassetǺťešeťŤfŞŢŤŞŞ. 

116. 7ake �¿ervinskyǚ The Compound Protocol Belongs to the Community, mediUm ǳ7ğne ŝŢǚ ŞŜŞŜǴǚ ¿tđĂsǙǥǥmeªiğmǟcomǥcomĂoğnªǺ
ŃnanceǥcomĂoğnªǺcommğnityǺowners¿iĂǺeeŜeªŝŞšŞccş. 

117. �ommğnications relateª to D�J votes takes Ălace Ărimarily via t¿eir ºovernance forğmǚ w¿ic¿ Ăroviªes £ackºroğnª information on 
¿ow to voteǚ Ăğt forđ¿ ĂroĂosalsǚ anª ot¿er ways to ºet involveª in t¿e �omĂoğnª commğnityǟ See generally compoUnd, ¿tđĂsǙǥǥņǟ
comĂǟİyĻǥ ǳlast visiteª 7ğly Şŝǚ ŞŜŞşǴǟ 

118. comp.voTe, ¿tđĂsǙǥǥcomĂǟvoteǥ ǳlast visiteª 7ğly Şŝǚ ŞŜŞşǴ ǳlistinº all t¿e votinº resğlđs of Ărevioğs ĂroĂosalsǴǟ 

119. For eİamĂleǚ �alifornia leºislators ¿ave introªğceª a £ill on t¿e leºal statğs of D�Jsǟ Jason Nelson, DAOs Could Get Official Standing 
Under Proposed California Law, decrypT ǳ�Ărǟ ŞŠǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥªecryĂtǟcoǥŝşţţŢţǥªaosǺcoğlªǺºetǺofficialǺstanªinºǺğnªerǺcaliforniaǺ
law.

https://linda.mirror.xyz/Vh8K4leCGEO06_qSGx-vS5lvgUqhqkCz9ut81WwCP2o
https://messari.io/asset/maker/profile
https://messari.io/asset/gnosis/profile
https://medium.com/compound-finance/introducing-compound-the-money-market-protocol-4b9546bac87
https://medium.com/compound-finance/introducing-compound-the-money-market-protocol-4b9546bac87
https://www.gemini.com/cryptopedia/what-is-compound-and-how-does-it-work#section-compound-crypto-borrowing
https://www.gemini.com/cryptopedia/what-is-compound-and-how-does-it-work#section-compound-crypto-borrowing
https://www.coindesk.com/tech/2020/07/13/compound-tops-1b-in-crypto-loans-as-defi-farmers-keep-digging-for-yield/
https://www.coindesk.com/tech/2020/07/13/compound-tops-1b-in-crypto-loans-as-defi-farmers-keep-digging-for-yield/
https://medium.com/compound-finance/select-the-next-compound-asset-9e5e98f26822
https://medium.com/compound-finance/select-the-next-compound-asset-9e5e98f26822
https://medium.com/compound-finance/compound-community-ownership-ee0ed1252cc3
https://medium.com/compound-finance/compound-community-ownership-ee0ed1252cc3
https://www.comp.xyz/
https://www.comp.xyz/
https://comp.vote/
https://decrypt.co/137767/daos-could-get-official-standing-under-california-law
https://decrypt.co/137767/daos-could-get-official-standing-under-california-law
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ºovernance strğctğre anª Ărocesses are em£eªªeª in t¿e D�J w¿en it is esta£lis¿eªǟ120 �ğtǚ D�Js eİecğte 
oĂerations ağtonomoğsly t¿roğº¿ t¿e ğse of smarđ contractsǚ reªğcinº t¿e neeª for ¿ğman intermeªiaries to 
conªğct oĂerationsǟ121 ,n tğrnǚ t¿is allows t¿e £eneŃts relateª to transĂarencyǚ inclğsionǚ anª secğrity mentioneª 
a£ove to Ăositively imĂact commğnity ºovernanceǟ122 

,ncreasinºlyǚ te£ş ecosystems will leveraºe D�Jsǚ as t¿eir novel orºaniĻational strğctğre allows ğsers anª £ğilªers 
to own t¿eir contri£ğtions to networksǚ intellectğal ĂroĂerđyǚ anª ªiºital iªentitiesǟ123 c¿is ªirect ĂarđiciĂation alonº 
wit¿ selfǺcğstoªy featğres mark a stark s¿ifđ from t¿e statğs Ąğo of te£Şǟ t¿en D�Js ªistri£ğte ºovernance 
tokens to D�J mem£ers in a manner t¿at Ăromotes Ărotocol ĂarđiciĂation anª ğseǚ ğserǺstake¿olªers are 
incentiviĻeª anª rewarªeª for contri£ğtions in a more eĄğita£le manner t¿an in traªitional comĂaniesǟ124 �s D�Jsǚ 
foğnªationsǚ anª £ğsinesses continğe to eİĂeriment wit¿ commğnity ºovernance anª Ăroºressive ªecentraliĻationǚ 
t¿e resğlđs foğnª in Ărotocols like �omĂoğnª will continğe to reĂlicateǟ125

120. c¿eoªor Carcğ, The ABCs of DAOs: How Decentralized Autonomous Organizations are Automating the Corporation, The neTwork 
STATe ǳ7ğne ŞŜǚ ŞŜŞŝǴǚ ¿tđĂsǙǥǥt¿enetworkstateǟcomǥªaos.

121. Id. 

122. D�Js s¿arinº similar missions may neeª to comĂete for toĂ mem£er contri£ğtors anª are t¿erefore incentiviĻeª to £e as 
transĂarent as Ăossi£le anª not enºaºe in eİĂloitative rent eİđraction from t¿e ºroğĂǟ �ecağse ĂroĂosals to imĂrove t¿e Ărotocol 
are s¿areª Ăğ£licly to £e voteª on £y all network ĂarđiciĂantsǚ t¿e transĂarent natğre of ºovernance ªecisions also Ăroviªes a 
c¿annel for risk mitiºation via Ăğ£lic ĂarđiciĂationǟ See yieǚ supra note 108. 

123. See =etđer from �nªreessen )orowitĻ to )C creasğryǚ supra note 40, at 3. 

124. Id. 

125. Seeǚ eǟºǟǚ Introducing UNI, UniSwAp lAbS ǳ]eĂtǟ ŝšǚ ŞŜŞŜǴǚ ¿tđĂsǙǥǥ£loºǟğniswaĂǟorºǥğni.

https://thenetworkstate.com/daos
https://blog.uniswap.org/uni
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Source: ɣï�İÂï�é¹÷¤ğĉǥğðĉĂé�ĉ¿
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�ǟ��ğąą®ðĐ�ąÂĉçĉ�
�s mentioneª a£oveǚ DeFi activities may £e similar to t¿ose in craªFiǚ £ğt t¿e risks can £e fğnªamentally ªifferentǟ 
For eİamĂleǚ t¿e ªecentraliĻeª ªesiºn of DeFi Ărotocols may eliminate or siºniŃcantly reªğce traªitional Ńnancial 
risksǚ sğc¿ as coğnterĂarđyǚ creªitǚ anª cğstoªial risksǚ w¿ile introªğcinº ot¿er kinªs of risksǟ Key DeFi risks are ofđen 
oĂerationalǚ relatinº to flaws in t¿e ªesiºnǚ ºovernanceǚ or interconnections in t¿e ªecentraliĻeª systemǟ

c¿is section £riefly sğrveys some of t¿e siºniŃcant risks Ăresent in DeFiǟ Firstǚ illicit actors may ğse DeFi Ărotocols 
to conªğct money lağnªerinº oĂerationsǟ ]econªǚ t¿e concentration of control in some cases of D�J ºovernance 
may facilitate ğnilateral ªecisionǺmakinº to t¿e ªetriment of t¿e maÛority of token ¿olªersǟ c¿irªǚ layers of t¿e 
tec¿noloºy stackǚ sğc¿ as t¿e Ărotocol or t¿e ğnªerlyinº £lockc¿ainǚ may not fğnction as intenªeª or £e coǺoĂteª 
for malicioğs ĂğrĂosesǟ Finallyǚ ºreater interconnecteªness £etween craªFi anª DeFi may introªğce sĂillover risks 
from one Ńnancial system to anot¿erǟ Dote t¿at many of t¿ese mentioneª risks stem from centraliĻationǺªriven 
vğlnera£ilitiesǟ 

DeFiǺrelateª tec¿noloºy solğtions are emerºinº t¿at can ¿elĂ mitiºate some of t¿ese issğesǟ c¿ese solğtions 
¿elĂ aªªress t¿ese risks £y ensğrinº or reinforcinº t¿e ªecentraliĻeª natğre of t¿e DeFi systemǟ For eİamĂleǚ as 
arđicğlateª £elowǚ newlyǺªesiºneª votinº mec¿anics like Ąğaªratic votinº aim to aªªress D�J ºovernance issğes 
ǳªiscğsseª £elowǴ £y reªğcinº concentration in ºovernanceǟ126 

Coreoverǚ w¿ile Uğ£lic $ooª Urotocols may not eliminate t¿ese risks alđoºet¿erǚ t¿e in¿erent Ąğalities of Uğ£lic 
$ooª Urotocols can ¿elĂ aªªress t¿em anª may even make some risks comĂaratively less risky t¿an t¿eir craªFi 
coğnterĂarđsǟ Uğ£lic $ooª Urotocols ªo not mitiºate risk entirelyǚ £ğt we arºğe t¿ey are a material imĂrovement of 
t¿e statğs Ąğoǟ 

=astlyǚ we recoºniĻe t¿at w¿ile DeFi native tec¿noloºical imĂrovements anª t¿e ğse of Uğ£lic $ooª Urotocols can 
reªğce t¿e risk for ğsers siºniŃcantlyǚ reºğlators may still Ńnª t¿at t¿ere is ğnacceĂta£le risk remaininºǟ Followinº 
t¿e DeFi Urotocol Yisks section £elowǚ we ĂroĂose a reºğlatory aĂĂroac¿ t¿at follows t¿e ğĂªateª ĂrinciĂle of 
ȆSame Activity, Different Risk, Different Regulation but Same Regulatory Outcomeǟȇ c¿is reºğlatory aĂĂroac¿ tarºets 
DeFi aĂĂlications anª £ğsinessesǚ not t¿e ğnªerlyinº Uğ£lic $ooª Urotocolsǟ 

126. See ªiscğssion supra Ȇ�eneŃts of DeFiǙ UarđiciĂatory ]take¿olªer $overnanceȇǤ ªiscğssion infra ȆFlaweª D�J $overnanceǙ ]olvinº t¿e 
D�J Dilemmaȇǟ
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�ǟ��®#Â�Ăą÷Đ÷¤÷é�ąÂĉçĉ
Urotocols can ¿ave several risk factors t¿at stem from t¿eir ªesiºnǚ ªata t¿ey rely on ǳiǟeǟǚ oracles127Ǵǚ t¿e 
£lockc¿ain on w¿ic¿ t¿ey were £ğilđǚ anª t¿eir ºovernanceǟ c¿ese risks ºenerally fall into Ńve main cateºoriesǙ

ÂééÂ¤ÂĐ�Ńð�ð¤®ǥ�C=�ąÂĉçĉǤ128

¸é�ī®ª�Ăą÷Đ÷¤÷é�º÷Ī®ąð�ð¤®Ǥ

¤ı£®ąĉ®¤ğąÂĐı�Īğéð®ą�£ÂéÂĐÂ®ĉǤ

ğðª®ąéıÂðº�£é÷¤ç¤¿�Âð�ąÂĉçĉǤ��ðª

ÂðĐ®ą¤÷ðð®¤ĐÂ÷ðĉ�īÂĐ¿�Đ¿®�Đą�ªÂĐÂ÷ð�é�Ńð�ð¤Â�é�ĉıĉĐ®ï129

]ome of t¿e risks t¿at fall into t¿ese cateºories ¿ave analoºs in craªFiǚ sğc¿ as creªitǚ market anª liĄğiªity risksǟ For 
eİamĂleǚ ªğrinº times of eİđreme Ărice volatility t¿at triººer liĄğiªation of lenªersȇ Ăositionsǚ DeFi lenªinº Ărotocols 
may not ¿ave t¿e sğfficient reserves necessary to retğrn assets to lenªersǟ 

)oweverǚ tec¿nical ªeveloĂmentsǚ alonºsiªe t¿e £eneŃts in¿erent in t¿e featğres of Uğ£lic $ooª Urotocolǚ are 
aªªressinº t¿ese c¿allenºesǟ130 For eİamĂleǚ t¿e lenªinº Ărotocol �ave is Ăermissionlessǚ meaninº anyone can 
ğse it to £orrow ªiºital assets reºarªless of t¿eir creªit statğs or iªentity ĂroŃleǟ co ensğre t¿at lenªers are Ăaiª 
£ackǚ t¿e �ave Ărotocol reĄğires £orrowers to Ăroviªe collateral in ªiºital assets wit¿ valğe ºreater t¿an t¿e amoğnt 
of ªiºital assets £orroweªǟ131 c¿is overcollateraliĻation reĄğirement minimiĻes t¿e creªit risk eİĂosğre for lenªersǟ 
Coreoverǚ t¿e �ave Ărotocol ğtiliĻes ağtonomoğs smarđ contracts t¿at ağtomatically liĄğiªate £orrowersȇ Ăositions 
w¿en t¿ey fail to maintain t¿eir collateral ratios ªğrinº neºative Ărice swinºsǟ132 c¿ese ağtomatic liĄğiªation 
mec¿anisms coğlª Ăresent a risk of amĂlifyinº volatility in t¿e event of wiªesĂreaª liĄğiªationsǟ )oweverǚ en¿anceª 
Ărotocol reservesǚ conservative collateraliĻation ratiosǚ insğrance Ăools ǳofđen referreª to as Ȇsafety moªğlesȇǴ 
anª ot¿er measğres can mitiºate mğc¿ of t¿is riskǟ �ªªitionallyǚ systemic imĂacts will likely £e reªğceª in a more 
matğre cryĂto asset ecosystem w¿ere ºreater asset ªiversity can Ăroviªe a more ªiversiŃeª collateral Ăool t¿at can 
¿elĂ reªğce Ărice volatility anª correlations across t¿ese assetsǟ

)oweverǚ many of t¿e risk cateºories contain oĂerational risks wit¿oğt analoºs in t¿e traªitional Ńnancial systemǟ 
c¿ey are ğsğally relateª to t¿e Ărotocolȇs ªesiºnǚ tec¿noloºies ğseªǚ anª ºovernance arranºements t¿at ªo not 
ensğre ªecentraliĻationǟ For instanceǚ some DeFi Ărotocols offer soǺcalleª Ȇflas¿ loansǟȇ Flas¿ loans are tyĂically 
reĂaiª in t¿e same £lockc¿ain transactionǚ so t¿ere is minimal liĄğiªity anª creªit riskǟ �ğt t¿ey ªo ºive Ăotential 
¿ackers or maniĂğlators access to ğnlimiteª leveraºeǚ w¿ic¿ t¿ey can ğse for a šŝȻ atđackǟ133

127. �lockc¿ain oracles are t¿irªǺĂarđy services t¿at connect £lockc¿ains to eİđernal systems for informationǚ sğc¿ as offǺc¿ain Ăricesǚ 
temĂeratğreǚ or ot¿er realǺworlª inĂğts. See What is the Blockchain Oracle Problem?, chAinlink ǳCay ŞŠǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥc¿ainǟlinkǥ
eªğcationǺ¿ğ£ǥoracleǺĂro£lem. 

128. ��, will £e issğinº a ĂaĂer on DeFi anª ,llicit Financeǥ�C= reºğlation later t¿is yearǟ

129. �arđer ɤ 7enºǚ supra note ŞŢǚ at ţǺťǟ 

130. EİamĂles of Ărivate sector solğtions to t¿e relia£ility of oracle information inclğªe ªecentraliĻeª oracle networksǚ w¿ic¿ aiª in 
Ăreventinº oracle atđacksǟ See, e.g., What is the Blockchain Oracle Problem?, supra note 127. 

131. Yo£erđo ªe ,siªroǚ Aave: The Basics, globAlx ǳCarǟ ŝŠǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟºlo£alİetfsǟcomǥaaveǺt¿eǺ£asicsǥ.

132. Risk Parameters, AAve ǳ=ast visiteª Cay şŝǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥªocsǟaaveǟcomǥriskǥassetǺriskǥriskǺĂarameters.

133. See �arđer ɤ 7enºǚ supra note 26 at 16. 
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https://chain.link/education-hub/oracle-problem
https://chain.link/education-hub/oracle-problem
https://www.globalxetfs.com/aave-the-basics/
https://docs.aave.com/risk/asset-risk/risk-parameters
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�ccorªinº to t¿e hǟ]ǟ DeĂarđment of t¿e creasğryȇs ,llicit Finance Yisk �ssessment of DecentraliĻeª Financeǚ illicit 
actorsǚ inclğªinº Ȅransomware cy£ercriminalsǚ t¿ievesǚ scammersǚ anª Democratic UeoĂleȇs YeĂğ£lic of Korea 
ǳDUYKǴ cy£er actorsǚȅ ¿ave £een foğnª to ğse DeFi services for ĂğrĂoses of money lağnªerinº anª transferrinº illicit 
Ăroceeªsǟ134 DeFiȇs ğse £y illicit actors is a leºitimate t¿reat t¿at neeªs to £e aªªresseª anª mitiºateªǟ 

Jverallǚ £lockc¿ain analysis ¿as assesseª t¿at in ŞŜŞŞǚ a very small Ăercentaºe of cryĂto asset transactionsǚ 
inclğªinº £ot¿ �eFi anª DeFi activityǚ came from known illicit soğrcesǟ135 ,nterestinºlyǚ t¿e maÛority of fğnªs 
leavinº ransomware wallets136 enª ğĂ at centraliĻeª eİc¿anºesǚ137 Ăresğma£ly to cas¿ oğt to Ńatǚ wit¿ only a small 
ĂroĂorđion ºoinº to DeFiǟ138 c¿is ªemonstrates t¿at t¿e issğe may larºely lie wit¿ insğfficient centraliĻeª eİc¿anºe 
sğĂervision anª comĂlianceǚ rat¿er t¿an wit¿ DeFiǟ ,n ºeneralǚ t¿e visi£ility of cryĂto asset transactions allows t¿e 
Ăğ£lic to track onǺc¿ain activityǚ ¿elĂinº Ńnancial ağt¿orities to investiºate lağnªerers anª Ăotentially recover illicit 
Ăroceeªsǟ139 Donet¿elessǚ increaseª monitorinºǚ continğeª Ărivate sector innovations ǳinclğªinº tools to en¿ance 
centraliĻeª eİc¿anºe sğĂervision anª comĂlianceǴǚ anª inªğstry colla£oration wit¿ t¿e Ăğ£lic sector are necessary 
to aªvance t¿e efforđs to ªeter illicit activityǟ c¿is is far from a comĂre¿ensive ªiscğssion of illicit Ńnance reºğlatory 
c¿allenºes wit¿ DeFiǚ anª ��, Ălans to release a more ªetaileª ĂaĂer to ªiscğss t¿e illicit Ńnance anª �C= risks in 
DeFi anª to ªiscğss Ăotential reºğlatory aĂĂroac¿esǟ

Uą÷Đ÷¤÷é�YÂĉçǙ�#é�ī®ª�Ăą÷Đ÷¤÷é�º÷Ī®ąð�ð¤®

� commonly ªiscğsseª issğe wit¿ Ărotocol ºovernance is t¿e lack of ªistri£ğtion in overall ºovernance ĂarđiciĂationǚ 
w¿et¿er t¿roğº¿ a D�J or ot¿er arranºementǟ D�Js ¿ave £ecome an imĂorđant mec¿anism for many Ărotocolsǟ 
]ome D�J mem£ers tenª to £e more active in votinº on D�J ºovernance ĂroĂosals t¿an ot¿ersǸa common 
Ăro£lem wit¿ many votinº systems in ºeneral ǳinclğªinº hǟ]ǟ electionsǴǟ c¿is concentration of votinº ĂarđiciĂation 
in a smaller ºroğĂ of token ¿olªers coğlª leaª to Ărotocol ºovernance £einº concentrateª in t¿e ¿anªs of a few 
Ăarđiesǟ ,n tğrnǚ t¿ese few Ăarđies coğlª atđemĂt to £eneŃt at t¿e eİĂense of ot¿er D�J mem£ersǟ140 

134. ,llicit Finance Risk Assessment of Decentralized Finance, U.S. dep’T oF The TreASUry AT 1 ǳ�Ărǟ ŞŜŞşǴ ¿tđĂsǙǥǥ¿omeǟtreasğryǟºovǥsystemǥ
filesǥŝşŢǥDeFiǺYiskǺFğllǺYeviewǟĂªf.

135. See The 2023 Crypto Crime Report, chAinAlySiS AT 7 ǳŞŜŞşǴǚ ¿tđĂsǙǥǥºoǟc¿ainalysisǟcomǥrsǥšŜşǺF�UǺŜţŠǥimaºesǥ�ryĂtoǦ�rimeǦ
YeĂorđǦŞŜŞşǟĂªfǟ ǳȄǫ,Ǭllicit activity in cryĂtocğrrency remains a small s¿are of total volğme at less t¿an ŝȻǟȅǴǟ See also �ryĂto �rime 
crenªs for ŞŜŞŞǙ ,llicit cransaction �ctivity Yeac¿es �llǺcime )iº¿ in salğeǚ �llǺcime =ow in ]¿are of �ll �ryĂtocğrrency �ctivityǚ 
chAinAlySiS ǳ7anǟ Ţǚ ŞŜŞŞǴǟ

136. Yansomware is a tyĂe of malicioğs sofđware t¿at £locks access to a ğserȇs comĂğter system or t¿reatens to leak sensitive or 
Ăersonal ªataǟ c¿e ºoal of most ransomware atđacks is to eİđorđ a ransom Ăayment in eİc¿anºe for restorinº access to sensitive 
encryĂteª ªataǟ Yansomware ¿as £ecome a Ăowerfğl tool for £aª actors tarºetinº ğsers t¿at coğlª Ăotentially lose t¿eir allǺ
imĂorđant ªataǟ See generally Cryptopedia: Ransomware, gemini, ¿tđĂsǙǥǥņǟºeminiǟcomǥcryĂtoĂeªiaǥºlossaryǞransomware ǳlast 
visiteª 7ğne Şşǚ ŞŜŞşǴǟ

137. �eFi Eİc¿anºes ¿ave monitorinº tools in Ălace for t¿is t¿at track fğnªs cominº from anª ºoinº to known illicit wallet aªªressesǚ Ńle 
]�Ysǚ anª work closely wit¿ law enforcement if sğ£Ăoenaeª to tğrn over cğstomer ªata in t¿e coğrse of illicit Ńnance investiºationsǟ 
See, e.g., Paul Grewal, Transparency Report 2022, coinbASe ǳDecǟ ŝŞǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥņǟcoin£aseǟcomǥ£loºǥtransĂarencyǺreĂorđǺŞŜŞŞǟ ]ome 
DecentraliĻeª Eİc¿anºes like hniswaĂ also ğse t¿ese monitorinº tools anª reĂorđ sğsĂicion of illicit ğsaºe to law enforcementǟ See 
e.g., cerms of ]erviceǙ şǟŠ �ªªitional Yiº¿tsǚ hniswaĂǚ ¿tđĂsǙǥǥğniswaĂǟorºǥtermsǺofǺservice ǳlast visiteª 7ğne ŝşǚ ŞŜŞşǴǤ �lison 7imeneĻǚ 
ŞŜŞŝ �ryĂtocğrrency Eİc¿anºe ]ğsĂicioğs �ctivity YeĂorđsǚ Sec. AnAlyTicS ǳFe£ǟ Şǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥsecğritiesanalyđicsǟcomǥŞŜŞŝǺcryĂtocğrrencyǺ
eİc¿anºesǺsğsĂicioğsǺactivityǺreĂorđsǥǤ �ryĂto ,nciªent YesĂonseǚ chAinAlySiS, ¿tđĂsǙǥǥņǟc¿ainalysisǟcomǥcryĂtoǺinciªentǺresĂonseǥ ǳlast 
visiteª 7ğne ŝşǚ ŞŜŞşǴǟ 

138. c¿e ŞŜŞş �ryĂto �rime YeĂorđǚ supra note ŝşšǚ at şŜ ǳnotinº t¿at ŠŤǟşȻ of ransomware fğnªs went to mainstream �eFi eİc¿anºes 
in ŞŜŞŞǴǟ

139. See e.g., id. at šŠ ǳnotinº seiĻğres maªe £y ºovernments ena£leª to track ªown fğnªs ğsinº £lockc¿ainǙ ȌşǟŢ £illion from two 
inªiviªğals accğseª of lağnªerinº fğnªs stolen from a ŞŜŝŢ ¿ackǚ an aªªitional ȌşǟŢ £illion seiĻeª from ªefğnct ªark we£ market Ȇ]ilk 
Yoaªȇǚ anª ȌşŜC from Dorđ¿ Korean ¿ackinº synªicate Ȇ=aĻarğs $roğĂȇǴǟ 

140. See, e.g., The Financial Stability Risks of Decentralized Finance, supra note ťǚ at ŝŞǺŝş ǳs¿owinº featğres of Ăarđicğlar DeFi ºovernance 
tokens anª t¿e ¿iº¿ concentrations of t¿ose tokens amonº t¿e toĂ ŝŜŜ larºest walletsǴǟ

https://home.treasury.gov/system/files/136/DeFi-Risk-Full-Review.pdf
https://home.treasury.gov/system/files/136/DeFi-Risk-Full-Review.pdf
https://go.chainalysis.com/rs/503-FAP-074/images/Crypto_Crime_Report_2023.pdf
https://go.chainalysis.com/rs/503-FAP-074/images/Crypto_Crime_Report_2023.pdf
https://www.gemini.com/cryptopedia/glossary#ransomware
https://www.coinbase.com/blog/transparency-report-2022
https://uniswap.org/terms-of-service
https://securitiesanalytics.com/2021-cryptocurrency-exchanges-suspicious-activity-reports/
https://securitiesanalytics.com/2021-cryptocurrency-exchanges-suspicious-activity-reports/
https://www.chainalysis.com/crypto-incident-response/
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D�Js are a new constrğct anª continğe to evolve anª ªeveloĂ more nğanceª anª soĂ¿isticateª moªels t¿at 
can mitiºate t¿is concentration riskǸw¿ic¿ isǚ in itselfǚ a risk of centraliĻationǟ D�Js s¿oğlª £e incentiviĻeª to 
Ăroºressively ªecentraliĻeǟ ,t is also in a D�Jȇs interest to encoğraºe ºreater ğser ĂarđiciĂation to increase ğse 
of t¿e Ărotocolǟ ,n tğrnǚ ğsersǚ £y ¿olªinº ºovernance tokensǚ £eneŃt as owner ĂarđiciĂants of t¿e Ărotocolǟ For 
instanceǚ D�Js may ğse token rewarªs to incentiviĻe ĂarđiciĂants to ğse or contri£ğte to t¿e Ărotocolǟ c¿is s¿areª 
owners¿iĂ moªel can ºenerate Ăositive network effects for t¿e ğsaºe anª ğtility of t¿e Ărotocolǚ w¿ic¿ in tğrn 
atđracts more ĂarđiciĂant enºaºementǟ141 �t a minimğmǚ t¿e incentives for D�Js are sğc¿ t¿at ªecisions are likely to 
£e maªe in a less concentrateª manner t¿an traªitional corĂorationsǟ 

Fğrđ¿ermoreǚ Ăroºressive ªecentraliĻation of a ĂrotocolǸa Ărocess in w¿ic¿ foğnªinº teams relinĄğis¿ control of a 
Ărotocol to t¿e commğnity £y ªeºrees over timeǸis £ecominº more common as foğnªinº teams are ªeveloĂinº £etđer 
Ăracticesǟ For eİamĂleǚ w¿en a foğnªinº team is in t¿e early staºes of esta£lis¿inº ĂroªğctǺmarket Ńtǚ t¿e team may 
Ńnª oĂeratinº as a centraliĻeª entity £eneŃcialǟ142 )oweverǚ t¿e team may sğ£seĄğently invite commğnity ĂarđiciĂation in 
Ăroªğct ªeveloĂment t¿roğº¿ t¿e esta£lis¿ment of a D�J w¿en t¿e Ărotocol enters t¿e ºrowđ¿ staºeǟ Detwork effects 
may ºraªğally reac¿ a Ăoint w¿ere t¿e commğnity t¿roğº¿ t¿e D�J can sğfficiently sğĂĂorđ anª ºovern t¿e Ărotocol 
wit¿oğt t¿e foğnªinº teamǟ �t t¿at Ăointǚ t¿e Ărotocol anª its ºoverninº D�J may t¿en £e consiªereª sğfficiently 
ªecentraliĻeªǟ143 c¿is oğtcome also reflects t¿e ğser emĂowerment anª owners¿iĂ s¿arinº moªel of te£şǟ144 

,n aªªition to novel eİĂerimentation wit¿ Ăroºressive ªecentraliĻation £y ªeveloĂer teamsǚ tec¿noloºical researc¿ 
anª aªvances are ¿elĂinº to encoğraºe more active ğser ĂarđiciĂationǚ reªğce information asymmetriesǚ anª 
Ăromote reĂresentative ºovernanceǟ For eİamĂleǚ Ąğaªratic votinº aims to even oğt t¿e ªistri£ğtion of votinº Ăower 
£y scalinº ğĂ t¿e nğm£er of tokens reĄğireª to cast an aªªitional vote Ąğaªratically rat¿er t¿an linearlyǟ c¿is ªesiºn 
¿elĂs to reªğce concentration risks w¿en active votinº mem£ers make ğĂ a smaller Ăorđion of t¿e total nğm£er of 
D�J mem£ersǟ145 �ªªitional tools anª innovations for reªğcinº concentrations of Ăower anª inflğence ªğrinº t¿e 
votinº Ărocess inclğªe Ăroof of Ăerson¿ooªǚ146 te£ of crğstǚ147 anª Ăroof of ĂarđiciĂation ǳUJ�UǴǟ148 

t¿ile D�Js ¿ave £een aroğnª for Ûğst over Ńve yearsǚ £est Ăractices ¿ave £eºğn to emerºeǟ c¿ese inclğªe 
constraininº ªecisionǺmakinº to Ăarameter setđinº ǳiǟeǟǚ feesǚ collateraliĻation ratiosǴǚ treasğry manaºementǚ anª 
Ărotocol ºovernanceǟ149 ]o lonº as ğsers retain cğstoªy of t¿eir assetsǚ a Ăarđicğlar D�Jȇs c¿aracteristicsǚ sğc¿ as 
its ªeºree of centraliĻation or ¿ow lonº it takes for a c¿anºe to £e aĂĂroveªǚ will not £e a£le to inflict siºniŃcant 
¿arm to a Ărotocolȇs ğsers or affect t¿e safety of t¿e Ărotocolǟ =ikewiseǚ £ecağse D�Js ªo not ªirectly cğstoªy ğser 
assetsǚ malicioğs actors simĂly cannot access ğsersȇ fğnªs in t¿e event of a ºovernance atđackǟ Jn t¿e ot¿er ¿anªǚ 
 
 
 

141. See idǟ at ŝş ǳȄc¿eoreticallyǚ a trğly ªistri£ğteª ªecisionǺmakinº Ărocess contri£ğtes to ºreater ªecentralisationǚ £ecominº more 
ªynamic anª resĂonsive to its commğnity anª stake¿olªersǟȅǴǟ 

142. 7aª Es£er ɤ ]cotđ Dğke Kominersǚ Progressive Decentralization: A High-Level Framework, A16z crypTo ǳ7anǟ ŝŞǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥ
aŝŢĻcryĂtoǟcomǥĂostsǥarđicleǥĂroºressiveǺªecentraliĻationǺaǺ¿iº¿ǺlevelǺframeworkǥ.

143. See generally Ciles 7enninºsǚ Principles & Models of Web3 Decentralization, A16z crypTo AT 13-24 ǳ�Ărǟ Ţǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥaŝŢĻǟcomǥwĂǺ
contentǥğĂloaªsǥŞŜŞŞǥŜŠǥĂrinciĂlesǺanªǺmoªelsǺofǺªecentraliĻationǦmilesǺÛenninºsǦaŝŢĻcryĂtoǟĂªf ǳarđicğlatinº varioğs moªels of 
Ăroºressive ªecentraliĻation t¿roğº¿ t¿e ğse of incentives anª commğnity ºovernanceǴǟ 

144. See 7aª Es£er ɤ ]cotđ Dğke Kominersǚ t¿y �ğilª in te£şǚ hArvArd bUS. revǟ ǳCay ŝŢǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥ¿£rǟorºǥŞŜŞŞǥŜšǥw¿yǺ£ğilªǺinǺ
we£ş ǳeİĂlaininº t¿e sense of Ăsyc¿oloºical owners¿iĂ fostereª £y te£ş w¿erein ğsers £ecome Ȇfansȇ of a Ălatformǚ seeinº it as an 
eİđension of t¿eir own valğesǴǟ

145. � simĂle form of Ąğaªratic votinº may reĄğire only one token for a sinºle voteǚ £ğt foğr tokens for a seconª vote anª nine tokens for 
a t¿irª voteǚ makinº it siºniŃcantly more ªifficğlđ for inªiviªğals to acĄğire an oğtsiĻeª s¿are of votes t¿roğº¿ amassinº ºovernance 
tokensǟ See sitalik �ğterinǚ �o³ )itĻiº ɤ Eǟ $len teylǚ Liberal Radicalism: A Flexible Design for Matching Funds, Soc. Sci. rSch. cTr., 
1-17 ǳ]eĂtǟ ŝŤǚ ŞŜŝŤǴ ǳeİĂlaininº Ąğaªratic votinºǴǟ

146. See generally Divya ]iªªarđ¿ etǟ alǟǚ t¿o tatc¿es t¿e tatc¿menǠ A Review of Subjective Approaches for Sybil-resistance in Proof 
of Personhood Protocols, cornell Arxiv at şǺŞş ǳJctǟ ŝşǚ ŞŜŞŜǴ ǳĂroviªinº a review of t¿e varioğs ªiºital soğrces of ağt¿enticationǴǟ 

147. Id. at ŝŜǺŝŝǟ

148. Id. See also Moving Beyond Coin Voting Governance, viTAlik bUTerin ǳ�ğºǟ ŝŢǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥvitalikǟcaǥºeneralǥŞŜŞŝǥŜŤǥŝŢǥvotinºşǟ¿tml.

149. 7enninºs ɤ WğintenĻǚ supra note 36. 

https://a16zcrypto.com/posts/article/progressive-decentralization-a-high-level-framework/
https://a16zcrypto.com/posts/article/progressive-decentralization-a-high-level-framework/
https://a16z.com/wp-content/uploads/2022/04/principles-and-models-of-decentralization_miles-jennings_a16zcrypto.pdf
https://a16z.com/wp-content/uploads/2022/04/principles-and-models-of-decentralization_miles-jennings_a16zcrypto.pdf
https://a16z.com/wp-content/uploads/2022/04/principles-and-models-of-decentralization_miles-jennings_a16zcrypto.pdf
https://hbr.org/2022/05/why-build-in-web3
https://hbr.org/2022/05/why-build-in-web3
https://vitalik.ca/general/2021/08/16/voting3.html
https://vitalik.ca/general/2021/08/16/voting3.html
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ğsers w¿o ªisaºree wit¿ t¿e ªecisions voteª on at a D�J may eİĂress t¿eir ªissatisfaction £y wit¿ªrawinº fğnªs 
from t¿e Ărotocol or creatinº a newer version of t¿e Ărotocol ǳiǟeǟǚ forkinºǴǟ150 

Yecent enforcement actions aºainst D�Js ¿ave ªemonstrateª t¿at w¿ile t¿ese strğctğres Ăresent novel forms of 
stake¿olªer ºovernanceǚ mem£ers are not necessarily s¿ielªeª from lia£ility in t¿e same manner as in traªitional 
corĂorationsǟ151 Dğe to t¿is limitationǚ D�J mem£ers t¿at enºaºe in lawfğl activity may fear enºaºinº in meaninºfğl 
ºovernance ªecisionsǚ as t¿ere may £e seeminºly ğnknown risksǟ c¿e ğse of leºal strğctğres ¿as alreaªy aiªeª 
in resolvinº some ğncerđainty amonº D�J mem£ersǚ anª we are encoğraºeª £yǚ anª ğrºe fğrđ¿er leºislative 
ªeveloĂments recoºniĻinº D�Js as leºal entitiesǟ152 

Solving the DAO Dilemma 

t¿ile te£ŝ Ărotocols like )ccU anª te£ş Ărotocols are £ot¿ ağtonomoğsǚ only t¿e latđer can accrğe valğeǟ 
For eİamĂleǚ t¿e ]CcU Ărotocol ªoes not ¿ave stake¿olªersǚ meaninº no one receives fees or ot¿er forms 
of valğe from ]CcU w¿en emails are sentǚ anª no one is incentiviĻeª to encoğraºe ğse of ]CcUǟ ,n contrastǚ 
te£ş Ărotocols may ¿ave mec¿anisms for valğe accrğalǚ anª t¿is valğe is ofđen transferreª to t¿e D�Js to 
facilitate ğĂºraªes or c¿anºes to t¿e Ărotocolǟ153 

)oweverǚ t¿irª Ăarđy aĂĂs t¿at ªo not comĂly wit¿ a ȆYeºğlate �ğsinessesǚ Dot Uğ£lic $ooª Urotocolsȇ 
reºğlatory framework ǳas ªescri£eª in t¿e Uolicy Yecommenªations sectionǴ can still access Uğ£lic $ooª 
Urotocols anªǚ t¿ereforeǚ create resiªğal riskǟ Damelyǚ as D�Js of Uğ£lic $ooª Urotocols can ºenerate 
revenğe from transactions ªeriveª from nonǺcomĂliant aĂĂsǚ t¿ey may £e incentiviĻeª to facilitate nonǺ
comĂliant activity wit¿ nonǺcomĂliant t¿irªǺĂarđy aĂĂsǟ c¿e Ąğestion t¿en £ecomesǚ ¿ow s¿oğlª t¿is 
resiªğal risk £e minimiĻeªǠ

Yeºğlation s¿oğlª reĄğire Uğ£lic $ooª Urotocols to ¿ave t¿e fğnªamental featğres as oğtlineª in Ărior 
sectionsǙ ªecentraliĻeªǚ ağtonomoğsǚ oĂen soğrceǚ stanªarªiĻeªǚ anª nonǺªiscriminatoryǟ )oweverǚ 
reºğlation of a £ğsiness cannot £e effective in ac¿ievinº its Ăolicy o£Ûectives wit¿oğt ĂroĂer incentives for 
comĂlianceǟ �onseĄğentlyǚ any te£ş reºğlatory framework mğst resolve t¿is ȆD�J Dilemmaȇ £y mitiºatinº 
t¿is resiªğal risk of D�Js Ăermitđinº nonǺcomĂliantǚ t¿irªǺĂarđy aĂĂs to ğse Uğ£lic $ooª Urotocolsǟ 

te ĂroĂose a solğtion t¿at ªraws on smarđ contract arc¿itectğre Ńrst Ăresenteª £y �nªreessen )orowitĻǟ 
te note t¿at t¿e followinº Defağlđ salğe �ccrğal ǳDs�Ǵ arc¿itectğre a£iªes £y t¿e ĂrinciĂle of Ȇ]ame �ctivityǚ 
Different Yiskǚ Different Yeºğlation £ğt ]ame Yeºğlatory Jğtcomeȇ154 anª tarºets D�Js anª not Ărotocols as 
t¿e relevant sites of reºğlationǟ

ForǺĂroŃt D�Jsǚ w¿ic¿ receive fees from aĂĂlications accessinº a Ărotocolǚ s¿oğlª ensğre t¿at eac¿ aĂĂ 
accessinº t¿e Ărotocol is ªoinº so via seĂarate ºateway smarđ contracts t¿at seºreºate transactions 
accorªinº to eac¿ resĂective aĂĂ £ğsinessǟ Eac¿ transaction Ăerformeª via t¿ese aĂĂǺsĂeciŃc smarđ 
contracts s¿oğlª £e ağt¿enticateª £y t¿e aĂĂȇs Ărivate keyǟ 

150. c¿is is commonly referreª to as Ȇraºe Ąğitđinºȇ amonº cryĂto ğsersǟ See, e.g., Danny Delsonǚ YJJK ,nvestors �im to ȆYaºe Wğitȇ 
c¿roğº¿ Ulan to =iĄğiªate ȌŞšC �ryĂto creasğryǚ �oinDesk ǳ�Ărǟ ŝŝǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟcoinªeskǟcomǥ£ğsinessǥŞŜŞşǥŜŠǥŝŝǥrookǺ
investorsǺaimǺtoǺraºeǺĄğitǺt¿roğº¿ǺĂlanǺtoǺliĄğiªateǺŞšmǺcryĂtoǺtreasğryǥ.

151. See �Fc� vǟ Joki D�Jǚ Doǟ şǙŞŞǺ�sǺšŠŝŢǚ ŞŜŞŞ t= ŝţŤŞŞŠŠš ǳDecǟ ŞŜǚ ŞŜŞŞǴǟ

152. See, e.g., tyoǟ ]tatǟ ɦɦ ŝţǺşŝǺŝŜŝ to ŝŝŜ ǳtest ŞŜŞşǴǤ )ǟ�ǟ şţŢŤǚ ŤŤt¿ =eºisǟ ǳceİǟ ŞŜŞşǴǤ ]o ]aito ɤ ]erºio EliasǺtilsonǚ Decentralized 
Autonomous Organization under Japanese Law, So & SATo innovATive lAwyerS ǳDovǟ ťǚ  ŞŜŞŞǴǚ ¿tđĂsǙǥǥinnovationlawǟÛĂǥenǥªaoǺ
ğnªerǺÛaĂaneseǺlawǥ ǳĂroviªinº t¿e leºal £ackºroğnª of 7aĂanȇs cğrrent reºğlation reºime relateª to D�JsǴǤ caras �¿arğnǚ Swiss 
Foundation as a DAO Legal Wrapper: What You Need to Know, legAlnodeS ǳ�ğºǟ Šǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥleºalnoªesǟcomǥarđicleǥswissǺ
foğnªationǺªaoǺleºalǺwraĂĂer ǳeİĂlaininº t¿e leºal statğs of D�Js in ]witĻerlanªǴǟ

153. See ªiscğssion supra Ăarđ Ȇ�eneŃts of DeFiǙ UarđiciĂatory ]take¿olªer $overnanceȇǟ

154. See ªiscğssion infra section Ȇ]ame �ctivityǚ Different Yisksǚ Different Yeºğlationǚ ]ame Yeºğlatory Jğtcome ǳDJc Ȇ]ame �ctivityǚ 
]ame Yiskǚ ]ame YeºğlationȇǴǟȇ 

https://www.coindesk.com/business/2023/04/11/rook-investors-aim-to-rage-quit-through-plan-to-liquidate-25m-crypto-treasury/
https://www.coindesk.com/business/2023/04/11/rook-investors-aim-to-rage-quit-through-plan-to-liquidate-25m-crypto-treasury/
https://innovationlaw.jp/en/dao-under-japanese-law/
https://innovationlaw.jp/en/dao-under-japanese-law/
https://legalnodes.com/article/swiss-foundation-dao-legal-wrapper
https://legalnodes.com/article/swiss-foundation-dao-legal-wrapper
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Solving the DAO Dilemma Ǻ �ontinğeª

c¿is ªefağlđǚ aĂĂǺ£aseª seºreºation of transactions woğlª allow for Ûğrisªictional variations in reºğlationǟ 
For instanceǚ ¿yĂot¿etical £ğsinessǺlevel reºğlation may reĄğire D�Js to transmit t¿e fees accrğeª from 
an aĂĂ traªinº ğnreºistereª secğrities in t¿e h] to a Ăğ£lic service orºaniĻationǚ sğc¿ as oğr ĂroĂoseª 
,nªeĂenªent �erđiŃcation Yeºime JrºaniĻation ǳ,�YJǴ ǳsee ]ection sǴ or a ºovernment aºencyǟ c¿is 
transfer arranºement of fees ªeriveª from nonǺcomĂliant activities coğlª £e ac¿ieveª t¿roğº¿ aªªitional 
smarđ contracts t¿at ağtomatically ªiverđ fğnªs associateª wit¿ t¿e aªªress of a nonǺcomĂliant aĂĂǟ

� Ds� mec¿anism coğlª eliminate t¿e incentive for D�Js to encoğraºe nonǺcomĂliant activities on t¿e 
Ărotocol £y siĂ¿oninº off fğnªs £efore reac¿inº t¿e D�Jǟ c¿is conseĄğently reªğces t¿e ğniverse of nonǺ
comĂliant aĂĂs anª allows reºğlators to tarºet t¿em wit¿oğt ÛeoĂarªiĻinº t¿e creªi£le neğtrality of t¿e 
ğnªerlyinº Ărotocol infrastrğctğreǟ 

c¿is Ds� mec¿anism solğtion aliºns wit¿ t¿e ªecentraliĻeªǚ oĂen soğrceǚ ağtonomoğsǚ stanªarªiĻeªǚ anª 
nonǺªiscriminatory c¿aracteristics of Uğ£lic $ooª Urotocolsǟ155 ,t ensğres t¿e creªi£le neğtrality of t¿e 
Ărotocol £y neit¿er motivatinº nor £anninº nonǺcomĂliant aĂĂs from connectinº to t¿e Ărotocolǟ Doinº 
eit¿er of t¿ose t¿inºs woğlª t¿reaten t¿e Ăermissionless natğre of Uğ£lic $ooª Urotocols £y introªğcinº 
ªiscriminatory £e¿aviorǟ 

Coreoverǚ a reºğlatory reºime coğlª create incentives for D�Js to imĂlement t¿is tec¿nical arc¿itectğreǟ 
For eİamĂleǚ if inªiviªğalǚ iªentiŃa£le mem£ers in a D�J are ªeli£erately encoğraºinº £ğsinesses to ğse 
t¿e Ărotocol for nonǺcomĂliant activitiesǚ t¿e relevant reºğlatory aºency s¿oğlª ¿ave t¿e a£ility to enforce 
aºainst or ĂenaliĻe t¿ese £aª actorsǟ156 ,f D�Js were sğ£Ûect to eİ ante reºğlationǚ t¿ere woğlª £e stronº 
incentives to imĂlement sğc¿ comĂliance measğres in t¿eir arc¿itectğre at inceĂtionǟ

,t is crğcialǚ ¿oweverǚ to note t¿at t¿e novelđy anª Ăotential comĂleİity of ªetermininº w¿en anª ¿ow 
inªiviªğal D�J mem£ers are sğ£Ûect to lia£ilityǟ For a fair anª accessi£le te£şǚ fğnªamental leºal ĂrinciĂles 
t¿at Ărotect inªiviªğal riº¿tsǚ ensğre aªversarial testinºǚ anª imĂrove t¿e ĂrosĂect of an enforcea£le 
Ûğªºment are all neeªeªǟ157 traĂĂinº a D�J in a leºal entity strğctğre or siloinº t¿e Ńnancial activities 
of t¿e D�J in a seĂarate leºal entity strğctğre may ¿elĂ limit t¿e risks to inªiviªğal D�J mem£ers w¿ile 
encoğraºinº a safe anª comĂliant DeFi ecosystemǟ158 

=astlyǚ as we arđicğlate fğrđ¿er in t¿e Uolicy Yecommenªations sectionǚ relevant reºğlators coğlª create ot¿er 
motivatinº forces for D�Js to imĂlement Ds� mec¿anismsǟ For eİamĂleǚ we ĂroĂose a safe ¿ar£or reºime 
t¿at Ăroviªes a means for centraliĻeª £ğsinesses to Ăroºressively ªecentraliĻe t¿eir centrally manaºeª 
Ărotocols into Uğ£lic $ooª Urotocolsǟ ,�YJs or t¿e relevant reºğlatory £oªy coğlª make t¿is safe ¿ar£or 
treatment continºent ğĂon t¿e D�J ¿avinº a Ds� mec¿anism in t¿e D�Jȇs smarđ contract arc¿itectğreǟ159 

155. 7enninºs ɤ WğintenĻǚ supra note 36.  

156. Cf. Id. ǳğnªerscorinº t¿e imĂorđance of maintaininº t¿e a£ility to Ăğrsğe leºal action aºainst inªiviªğals w¿o ĂerĂetrate crimes via 
email wit¿oğt £anninº t¿e ğse of ]CcU alđoºet¿erǴǟ 

157. See �rief for Joki D�J as �micğs �ğriae Yeºarªinº Ulaintiffȇs Cotion for �lđernative ]erviceǚ �Fc� vǟ Ooki DAOǚ DǟDǟ �alǟ ǳŞŜŞŞǴ ǳDoǟ 
şǙŞŞǺcvǺŜšŠŝŢǺt)JǴ at ŝş nǟťǟ

158. See Ciles 7enninºsǚ Regulate Web3 Apps, Not Protocols Part III: The Web3 DAO Dilemma, A16z crypTo ǳ7anǟ ŝǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥaŝŢĻcryĂtoǟ
comǥĂostsǥarđicleǥreºğlateǺwe£şǺaĂĂsǺnotǺĂrotocolsǺĂarđǺiiiǺt¿eǺwe£şǺªaoǺªilemmaǥǞsectionǹŠǟ 

159. See ªiscğssion infra Ȇ,nªeĂenªent �erđiŃcation Yeºime JrºaniĻation or Ȇ,�YJȇǙ a selfǺreºğlatinº entityǟȇ

https://a16zcrypto.com/posts/article/regulate-web3-apps-not-protocols-part-iii-the-web3-dao-dilemma/#section
https://a16zcrypto.com/posts/article/regulate-web3-apps-not-protocols-part-iii-the-web3-dao-dilemma/#section
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Uą÷Đ÷¤÷é�YÂĉçǙ��ı£®ąĉ®¤ğąÂĐı�Īğéð®ą�£ÂéÂĐÂ®ĉ

�y£ersecğrity risk mitiºation mğst £e folªeª into t¿e fa£ric of all levels of t¿e DeFi tec¿noloºy stackǟ t¿ile ªiscğssion 
of DeFi cy£ersecğrity risks tyĂically focğses on t¿e resiliency of t¿e ğnªerlyinº £lockc¿ainǚ cy£ercriminals are more 
likely to eİĂloit smarđ contract vğlnera£ilities of t¿e DeFi Ărotocolǟ160 c¿e Feªeral �ğreağ of ,nvestiºation ǳF�,Ǵ ¿as 
noteª t¿at ¿ackers tarºet Ȅt¿e comĂleİity of cross c¿ain fğnctionality anª oĂen soğrce natğreȅ of DeFi servicesǟ161 ,n 
ŞŜŞŞǚ Ûğst over ŤŞȻ of cryĂto assets stolen £y cy£ercriminals came from ¿acks of DeFi Ărotocolsǟ162 �ğt interestinºlyǚ 
as mğc¿ as ŢťȻ of t¿ese Ărotocol ¿acks were ¿acks of crossǺc¿ain £riªºe Ărotocolsǚ not Ărotocols £ğilđ on toĂ 
of £ase layer £lockc¿ainsǟ163 c¿ese Ńºğres s¿ow t¿at crossǺc¿ain £riªºes are a siºniŃcant vğlnera£ility to t¿e DeFi 
systemǚ anª many of t¿ese £riªºes are controlleª £y a sinºle or small ºroğĂ of Ăarđiesǟ 

c¿e F�, ¿iº¿liº¿teª t¿ree tyĂoloºies £y criminals eİĂloitinº smarđ contracts in DeFi cy£eratđacksǙ ǳŝǴ initiatinº a flas¿ 
loan to eİĂloit a smarđ contract vğlnera£ilityǚ allowinº t¿e atđacker to ªrain fğnªs wit¿in t¿e £oğnªs of t¿e contractǤ 
ǳŞǴ eİĂloitinº token £riªºe siºnatğre reĄğirements to steal investment fğnªsǚ anª ǳşǴ takinº aªvantaºe of a Ălatformȇs 
reliance on a sinºle oracle £y conªğctinº leveraºeª traªinº to maniĂğlate Ăricinº anª eİĂloit Ăricinº errorsǟ164 

A Code auditing and bounty programs

c¿oroğº¿ ağªitinº of smarđ contracts acts as a critical line of ªefense anª is t¿e Ărime met¿oª for Ăreventinº DeFi 
cy£ersecğrity atđacksǟ165 � cotđaºeǺinªğstry of smarđ contract ağªitors ¿ave emerºeªǚ anª t¿ese comĂanies ğtiliĻe 
eİĂerienceª ªeveloĂersǚ ağtomateª systemsǚ anª simğlations to review smarđ contract coªe for loºical anª tec¿nical 
flawsǚ t¿reat moªelsǚ ªiverºences from w¿ite ĂaĂersǚ anª ot¿er ªeŃciencies t¿at can cağse Ăroºrams to oĂerate in 
ways ot¿er t¿an intenªeªǟ166 �ªªitionallyǚ ªeveloĂers will ofđen aim to imĂrove smarđ contractsȇ secğrity t¿roğº¿ t¿e 
ğse of £oğnty Ăroºramsǚ w¿erein commğnity mem£ers are rewarªeª for iªentifyinº smarđ contract ªeŃcienciesǟ167 

B Specific oracle risks

DeFi Ărotocols ofđen rely on ªata oraclesǚ w¿ic¿ are tec¿nical systems t¿at ena£le t¿e inteºration of offǺc¿ain 
ªataǟ168 )oweverǚ t¿e Ăotential inaccğracy of ªata feeªs from oracles may create vğlnera£ilities for DeFi Ărotocolsǚ 
esĂecially t¿ose t¿at rely on sğc¿ ªata to eİecğte fğnctions instantaneoğslyǟ sğlnera£ilities ranºe from t¿e Ăotential 

160. � recent eİĂloit of �ğrve £y ¿ackinº Ăools relateª to �ğrve alloweª ¿ackers to steal aĂĂroİimately ȌŢŞ millionǟ c¿is ¿ack eİĂloiteª 
£ğºs in t¿e comĂiler t¿at ğseª syĂerǚ a Ăroºramminº lanºğaºe ğseª to write smarđ contractsǟ c¿is is a Ăro£lem wit¿ any smarđ 
contract t¿at ğses t¿e syĂer comĂilerǟ ŝŞ]waĂ, Curve Exploit Explaineªǚ mediUm ǳ�ğºǟ Šǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥmeªiğmǟcomǥɣonetwoswaĂǥcğrveǺ
eİĂloitǺeİĂlaineªǺţŞššša£ŠŜšeťǞǙȯǙteİđȧŠǺǚ$lo£alȻŞŜĂro£lemȻŞŜ£e¿inªȻŞŜ�ğrveȻŞŜeİĂloitǚfellȻŞŜ£yȻŞŜmoreȻŞŜt¿anȻŞŜ
ŞŜȻŞš.

161. Public Service Announcement: Cyber Criminals Increasingly Exploit Vulnerabilities in Decentralized Finance Platforms to Obtain 
Cryptocurrency, Causing Investors to Lose Money, Fed. bUreAU oF inveSTigATion ǳ�ğºǟ Şťǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥņǟicşǟºovǥCeªiaǥzŞŜŞŞǥ
U]�ŞŞŜŤŞť ǳlast visiteª 7ğne ŞŞǚ ŞŜŞşǴǟ 

162. 2022 Biggest Year Ever For Crypto Hacking with $3.8 Billion Stolen, Primarily from DeFi Protocols and by North Korea-linked 
Attackers, chAinAlySiS ǳFe£ǟ ŝǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥ£loºǟc¿ainalysisǟcomǥreĂorđsǥŞŜŞŞǺ£iººestǺyearǺeverǺforǺcryĂtoǺ¿ackinºǥ.

163. See Vulnerabilities in Cross-chain Bridge Protocols Emerge as Top Security Risk, chAinAlySiS ǳ�ğºǟ Şǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥ£loºǟc¿ainalysisǟ
comǥreĂorđsǥcrossǺc¿ainǺ£riªºeǺ¿acksǺŞŜŞŞǥ.

164. See Feªǟ �ğreağ of ,nvestiºationǚ supra note 161.

165. See Smart Contract Audits Are Your First Line of Defense Against DeFi Exploits: Here’s Why, hAckernoon ǳDecǟ ŝŜǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥ
¿ackernoonǟcomǥsmarđǺcontractǺağªitsǺareǺyoğrǺŃrstǺlineǺofǺªefenseǺaºainstǺªeŃǺeİĂloitsǺ¿eresǺw¿yǤ see also Feªǟ �ğreağ of 
,nvestiºationǚ supra note ŝŢŝ ǳĂroviªinº a recommenªation from t¿e F�, for DeFi investment Ălatforms to conªğct coªe ağªitsǴǟ

166. See, e.g., SolidiTy FinAnce, ¿tđĂsǙǥǥsoliªityǟŃnanceǥ ǳlast visiteª 7ğne ŞŞǚ ŞŜŞşǴǤ openzeppelin, ¿tđĂsǙǥǥņǟoĂenĻeĂĂelinǟcomǥ ǳlast visiteª 
7ğne ŞŞǚ ŞŜŞşǴǟ

167. See Daniel Perez & Benjamin Livshits, Smart Contract Vulnerabilities: Does Anyone Care?, cornell Arxiv at Ş ǳFe£ǟ ŞŜŝťǴǚ ¿tđĂsǙǥǥ
allĄğantorǟatǥ£lockc¿ain£i£ǥĂªfǥĂereĻŞŜŝťsmarđǟĂªf.

168. See, e.g., Applications of Oracles in Smart Contracts, eThereUm FoUnd., ¿tđĂsǙǥǥet¿ereğmǟorºǥenǥªeveloĂersǥªocsǥoraclesǥǞaĂĂlicationsǺ
ofǺoraclesǺinǺsmarđǺcontracts ǳlast visiteª 7ğne Şşǚ ŞŜŞşǴ ǳªescri£inº t¿e ¿ost of eİistinº cases ªemonstratinº t¿e ğtility of oracles 
in smarđ contract ªeveloĂmentǚ inclğªinº retrievinº Ńnancial ªataǚ ºeneratinº veriŃa£le ranªomnessǚ creatinº Ăreªiction markets 
£aseª on real worlª eventsǚ anª ağtomatinº smarđ contractsǴǟ 
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https://medium.com/@onetwoswap/curve-exploit-explained-72555ab405e9#:~:text=4-,Global%20problem%20behind%20Curve%20exploit,fell%20by%20more%20than%2020%25
https://www.ic3.gov/Media/Y2022/PSA220829
https://www.ic3.gov/Media/Y2022/PSA220829
https://blog.chainalysis.com/reports/2022-biggest-year-ever-for-crypto-hacking/
https://blog.chainalysis.com/reports/cross-chain-bridge-hacks-2022/
https://blog.chainalysis.com/reports/cross-chain-bridge-hacks-2022/
https://hackernoon.com/smart-contract-audits-are-your-first-line-of-defense-against-defi-exploits-heres-why
https://hackernoon.com/smart-contract-audits-are-your-first-line-of-defense-against-defi-exploits-heres-why
https://solidity.finance/
https://www.openzeppelin.com/%20
https://allquantor.at/blockchainbib/pdf/perez2019smart.pdf
https://allquantor.at/blockchainbib/pdf/perez2019smart.pdf
https://ethereum.org/en/developers/docs/oracles/#applications-of-oracles-in-smart-contracts
https://ethereum.org/en/developers/docs/oracles/#applications-of-oracles-in-smart-contracts
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maniĂğlation of ªata £y centraliĻeª oracles169 to t¿ose associateª wit¿ Ăarđies seekinº to ĂroŃt anª eİĂloit DeFi 
Ărotocols t¿at ªeĂenª on Ăarđicğlar ªata feeªsǟ170 t¿en a DeFi Ărotocol relies on ªeĂrecateªǚ maniĂğlateªǚ 
malicioğsǚ or ot¿erwise inaccğrate ªataǚ t¿e resğlđinº ªamaºe can £e siºniŃcantǟ171

co mitiºate t¿e risk of oracle maniĂğlation anª atđenğate t¿e Ăotential for oracleǺ£aseª smarđ contract eİĂloitsǚ it 
is aªviseª t¿at DeFi Ărotocols incorĂorate a met¿oªoloºy t¿at leveraºes ªecentraliĻeª oracles172 anª ¿arnesses 
meªian valğes ªeriveª from mğlđiĂle inªeĂenªent soğrces or emĂloys timeǺweiº¿teª averaºe Ărice feeªs from 
varieª ªata inĂğtsǟ173 �lđ¿oğº¿ comĂletely eraªicatinº oracle risk Ăresents a consiªera£le c¿allenºeǚ t¿ese 
met¿oªoloºies Ăroviªe ro£ğst anª Ăraºmatic solğtions for risk mitiºation in DeFi Ărotocolsǟ

C Cross-chain interoperability risks and bridging risks

,nteroĂera£ility across £lockc¿ains is tyĂically Ăroviªeª £y £riªºesǚ w¿ic¿ ¿olª a cryĂto asset token from one 
£lockc¿ain anª Ăroviªe a reĂresentation of it ǳiǟeǟ ȄwraĂĂeª tokenȅǴ to £e ğseª in a seconª £lockc¿ainǟ174 �riªºes are 
an imĂorđant comĂonent of t¿e DeFi ecosystem £ecağse t¿ey allow ªeveloĂers to create ªecentraliĻeª aĂĂlications 
t¿at interact wit¿ anª ğtiliĻe t¿e ªistinctive featğres of mğlđiĂle ªifferent £lockc¿ainsǚ ğlđimately Ăroviªinº DeFi ğsers 
wit¿ more featğres anª a smoot¿er eİĂerienceǟ175 )oweverǚ as a relatively new innovationǚ crossǺc¿ain £riªºes ¿ave 
£een t¿e tarºets of some of t¿e larºest cryĂto asset ¿acks in recent ¿istoryǟ176 Dğe to t¿e ¿iº¿ concentration of lockeª 
assetsǚ £riªºes ¿ave £ecome a common tarºet for cryĂto asset t¿efđ anª ¿acksǟ ,n aªªition to t¿e loss of ğser assetsǚ 
cy£ersecğrity risks in £riªºes are Ăro£lematic £ecağse of contaºion effects t¿at imĂact t¿e assets across mğlđiĂle 
£lockc¿ainsǟ177 t¿ile £riªºinº risks remain an imĂorđant toĂic in DeFi cy£ersecğrity risksǚ some solğtions ĂroĂoseª 
inclğªe increasinº coªe ağªitinº £efore t¿e lağnc¿ anª ªğrinº t¿e oĂeration of t¿e £riªºeǚ increasinº t¿e nğm£er of 
valiªatorsǚ anª imĂlementinº a £ğº £oğnty Ăroºram to Ărevent fğtğre atđacksǟ178

D Other means to address these cybersecurity risks

,n aªªition to t¿e solğtions arđicğlateª a£oveǚ we Ăroviªe a few ot¿er means to mitiºate cy£ersecğrity risksǟ 
Firstǚ ºovernment aºencies s¿oğlª sğĂĂorđ t¿e formation of Ăğ£licǺĂrivate information s¿arinº anª analysis 
centers ǳ,]��sǴǚ179 analyĻinº ¿ow stanªarªs relateª to traªitional Ńnance anª cy£ersecğrity risk manaºement 
can £e interĂolateª into DeFiǟ180 �ğrrentlyǚ t¿ere is an efforđ amonº cryĂto asset anª cy£ersecğrity eİĂerđs to 
create a cryĂto asset ,]��ǚ w¿ere t¿e inªğstry can coorªinate resĂonses to cryĂto ¿acks anª esta£lis¿ inªğstry 

169. Centralized Oracles, eThereUm FoUnd., ¿tđĂsǙǥǥet¿ereğmǟorºǥenǥªeveloĂersǥªocsǥoraclesǥǞcentraliĻeªǺoracles ǳlast visiteª 7ğne Şşǚ 
ŞŜŞşǴ ǳªiscğssinº t¿e tyĂes of oracles anª t¿e issğes associateª wit¿ centraliĻeª oraclesǴǤ Oracle Manipulation Attacks, SmArT 
conTrAcT SecUriTy Field gUide, ¿tđĂsǙǥǥscsfºǟioǥ¿ackersǥoracleǺmaniĂğlationǥ ǳlast visiteª ]eĂtǟ ŞŜǚ ŞŜŞşǴǟ

170. ]marđ �ontract ]ecğrity Fielª $ğiªeǚ supra note 169. 

171. Id. 

172. See carğn �¿itra ɤ $ğillermo �nºerisǚ Improved Price Oracles: Constant Function Market Makers ǳ7ğne Şŝǚ ŞŜŞŜǴ at ŞǺşǚ ǳªiscğssinº 
t¿e secğrity £eneŃts of ªecentraliĻeª oraclesǴǟ See also ]marđ �ontract ]ecğrity Fielª $ğiªeǚ supra note 169.

173. ]marđ �ontract ]ecğrity Fielª $ğiªeǚ supra note 169. 

174. See Finǟ ]ta£ility �ªǟǚ supra note 140.

175. Cross-Chain Bridges and Associated Risks, chAinlink, ¿tđĂsǙǥǥªocsǟc¿ainǟlinkǥresoğrcesǥ£riªºeǺrisks ǳ=ast visiteª 7ğne Şşǚ ŞŜŞşǴǟ

176. See, e.g., Vulnerabilities in Cross-chain Bridge Protocols Emerge as Top Security Risk, chAinAlySiS ǳ�ğºǟ Şǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥ£loºǟ
c¿ainalysisǟcomǥreĂorđsǥcrossǺc¿ainǺ£riªºeǺ¿acksǺŞŜŞŞǥǤ Carđin KûĂĂelmannǚ Bridge Exploits Cost $2B in 2022, Here’s How They 
Could Have Been Averted, coindeSk ǳ7ğne Şǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟcoinªeskǟcomǥconsensğsǺmaºaĻineǥŞŜŞşǥŜŢǥŜŞǥ£riªºeǺeİĂloitsǺ
costǺŞ£ǺinǺŞŜŞŞǺ¿eresǺ¿owǺt¿eyǺcoğlªǺ¿aveǺ£eenǺaverđeªǥ.

177. See Finǟ ]ta£ility �ªǟ supra note 140. 

178. See �o£y Coranǚ Blockchain Bridges Keep Getting Attacked: Here’s How to Prevent It., coindeSk ǳJctǟ ŝŠǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥņǟ
coinªeskǟcomǥlayerŞǥŞŜŞŞǥŝŜǥŝŠǥ£lockc¿ainǺ£riªºesǺkeeĂǺºetđinºǺatđackeªǺ¿eresǺ¿owǺtoǺĂreventǺitǥ.

179. �n ,nformation ]¿arinº anª �nalysis �enter ǳ,]��Ǵ is a nonǺĂroŃt entityǚ w¿ic¿ accğmğlates ªata on cy£erǺrelateª t¿reats to critical 
infrastrğctğre anª facilitates information eİc¿anºe £etween t¿e Ărivate sector anª ºovernmental aºenciesǟ See, e.g., F]Ǻ,]��ǚ 
¿tđĂsǙǥǥņǟfsisacǟcomǥ ǳlast visiteª 7ğly ŞŠǚ ŞŜŞşǴǟ

180. See �ryĂto �oğncil for ,nnovationǚ �omment =etđer on t¿e Jffice of ]cience ɤ cec¿noloºy Uolicyȇs YeĄğest for ,nformation 
reºarªinº Diºital �ssets Yesearc¿ anª DeveloĂment ǳ7ğne Şşǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥcryĂtoforinnovationǟorºǥwĂǺcontentǥğĂloaªsǥŞŜŞşǥŜşǥ
J]cUǺYF,Ǻ��,Ǻ�ommentǺ=etđerǺCarc¿ǺŞŜŞşǟĂªf.

https://ethereum.org/en/developers/docs/oracles/#centralized-oracles
https://scsfg.io/hackers/oracle-manipulation/
https://docs.chain.link/resources/bridge-risks
https://blog.chainalysis.com/reports/cross-chain-bridge-hacks-2022/
https://blog.chainalysis.com/reports/cross-chain-bridge-hacks-2022/
https://www.coindesk.com/consensus-magazine/2023/06/02/bridge-exploits-cost-2b-in-2022-heres-how-they-could-have-been-averted/
https://www.coindesk.com/consensus-magazine/2023/06/02/bridge-exploits-cost-2b-in-2022-heres-how-they-could-have-been-averted/
https://www.coindesk.com/layer2/2022/10/14/blockchain-bridges-keep-getting-attacked-heres-how-to-prevent-it/
https://www.coindesk.com/layer2/2022/10/14/blockchain-bridges-keep-getting-attacked-heres-how-to-prevent-it/
https://www.fsisac.com/
https://www.fsisac.com/
https://cryptoforinnovation.org/wp-content/uploads/2023/03/OSTP-RFI-CCI-Comment-Letter-March-2023.pdf
https://cryptoforinnovation.org/wp-content/uploads/2023/03/OSTP-RFI-CCI-Comment-Letter-March-2023.pdf
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cy£ersecğrity stanªarªs anª £est Ăracticesǟ181 ,nªğstry mem£ers ¿ave also ªeveloĂeª online Ălatforms w¿ere 
inªiviªğals anª Ńrms can reĂorđ illicit activityǚ inclğªinº ¿acksǟ182 

Coreoverǚ similar to ¿ow t¿e Uğ£lic �omĂany �ccoğntinº Jversiº¿t �oarª ǳU��J�Ǵ creates anª enforces stanªarªs 
for ağªitors of Ăğ£lic comĂaniesǚ t¿e ªeveloĂment of inªğstryǺconsğlđeª coªe ağªitinº stanªarªs woğlª assist in 
Ărotectinº consğmers from ağªitinº rğ££er stamĂsǟ ,nsteaªǚ an ,nªeĂenªent �erđiŃcation Yeºime JrºaniĻation coğlª 
ªeveloĂ t¿ese stanªarªs ǳªescri£eª later in t¿e Uolicy Yecommenªations sectionǴǟ183 �s also ªescri£eª in t¿is sectionǚ 
a manªatory ªisclosğre reºime is critical to eªğcatinº ğsers a£oğt t¿e ªanºers of ğsinº DeFi Ărotocols t¿at are not 
coªe ağªiteªǟ184 �s DeFi Ărotocols continğe to evolve anª encoğraºe fğrđ¿er ğser eİĂerimentationǚ t¿e atđack sğrface 
area malevolent actors can tarºet will only increaseǚ185 stressinº t¿e neeª for oğr aforementioneª solğtionsǟ 

Uą÷Đ÷¤÷é�YÂĉçǙ�hðª®ąéıÂðº�£é÷¤ç¤¿�Âð�ąÂĉçĉ

DeFi Ărotocols also are eİĂoseª to risks Ăoseª £y t¿eir ğnªerlyinº £lockc¿ainsǟ For instanceǚ £lockc¿ains are 
£ğilđ anª maintaineª £y valiªatorsǟ saliªatorǺrelateª risks inclğªe CEsǟ Dğe to t¿e ¿iº¿ transĂarency of Et¿ereğmǚ 
valiªators can frontrğn £lockc¿ain transactions anª selectively orªer t¿em to t¿eir £eneŃtǟ186 Jne can arºğe t¿at t¿e 
risk is similar to information asymmetries in craªFi wit¿ ¿iº¿ freĄğency traªers traªinº at traªitional eİc¿anºesǟ187 
�ğt t¿ese risks involve a new cateºory of ĂarđiciĂantsǸt¿e valiªatorsǸw¿ose Ûo£ it is to maintain a neğtral 
Ăğ£lic £lockc¿ainǟ �ccorªinºlyǚ economic incentives will neeª to £e incorĂorateª into t¿e £lockc¿ain to ĂroĂerly 
incentiviĻe valiªators anª ot¿er ĂarđiciĂants w¿o sğĂĂorđ £lockc¿ain maintenanceǟ For eİamĂleǚ Ărivate sector 
solğtionsǚ sğc¿ as �¿ainlinkȇs Fair ]eĄğencinº ]ervice ǳF]]Ǵǚ ªeriveª from acaªemic researc¿ on transaction orªer 
fairness anª transaction ªata encryĂtionǚ ¿elĂ aªªress CEs £y removinº t¿e temĂorary centraliĻation in t¿e mininº 
Ărocess anª ªecentraliĻinº t¿e transaction orªerinº Ărocessǟ188

,n aªªitionǚ t¿e ğnªerlyinº £lockc¿ain may sğffer network conºestion ªğrinº times of ¿iº¿ ğse or stressǟ 
Yansomware atđacks anª ot¿er sofđware eİĂloits also may triººer network conºestion anª cağse sĂikes in 
transaction feesǟ189 �lockc¿ain £ase layers ǳ=ayer ŝsǴ t¿at aim for ºreater scala£ility anª c¿eaĂer transaction costsǚ 
rollǺğĂsǚ anª =ayer Ş scalinº solğtions t¿at overlay t¿e =ayer ŝ £lockc¿ain are some forms of tec¿noloºical solğtions 
in ªeveloĂment to aªªress t¿is network conºestion issğeǟ190

181. crypToiSAC, ¿tđĂsǙǥǥņǟcryĂtoisacǟorºǥ ǳlast visiteª 7ğly ŞŠǚ ŞŜŞşǴǟ

182. chAinAbUSe, ¿tđĂsǙǥǥņǟc¿aina£ğseǟcomǥ ǳlast visiteª 7ğly ŞŠǚ ŞŜŞşǴǟ

183. See $erarª �rennan ɤ ]¿enºǺFenº )sie¿ǚ Issues, Risks, and Challenges for Auditing Crypto Transactions, inT’l J. AccT. inFo. SySǟ ŝŜǺŝŝ 
ǳ�ğºǟ ŞŜŞŞǴ ǳȄǫ,Ǭt is t¿e Ȇwilª westȇ for entities wit¿ material Ăositions in cryĂto assets Ûğst tryinº to Ńºğre oğt on t¿eir own ¿ow to 
£est reĂorđ t¿ese cryĂto assetǺrelateª transactions anª £alances wit¿in eİistinº accoğntinº stanªarªsǟ ,t is also ğnclear for ağªitors 
¿ow to iªentify anª eİecğte aĂĂroĂriate ağªit Ăroceªğres w¿en t¿ey are Ăerforminº Ńnancial ağªits in w¿ic¿ cryĂto assets are 
siºniŃcantly involveªǟ ǟ ǟǫ=Ǭaws to reºğlate cryĂto asset transactions anª centraliĻeª service Ăroviªers are Ȇfraºmenteªȇ worlªwiªeǟ 
c¿is fraºmentation also increases t¿e comĂleİity anª risk of eİđernal ağªit comĂliance wit¿ relateª international reºğlations anª 
stanªarªsǟȅǴǟ 

184. See ªiscğssion infra Ăarđ Ȇ,nªeĂenªent �erđiŃcation Yeºime JrºaniĻation or Ȇ,�YJȇǙ a selfǺreºğlatinº entityǟȇ

185. For eİamĂleǚ in t¿e hniswaĂ vŠ w¿iteĂaĂerǚ t¿e innovation of Ȇ¿ooksȇǸcğstomiĻa£le rğles aªªeª to a liĄğiªity Ăool to ağtomatically 
triººer cerđain oĂerationsǸcarries Ăotential riskǟ ,f a ¿ook is Ăroºrammeª incorrectly or malicioğslyǚ it may inªğce ğneİĂecteª 
£e¿avior in t¿e liĄğiªity Ăool ǳiǟeǟǚ ¿iº¿er or lower fee ratesǚ total lack of feesǚ etcǟǴǟ Jrǚ if a contract ªeĂloyer maintains control of t¿e 
¿ooksǚ t¿ey coğlª £e easily maniĂğlateª for Ăersonal ºainǟ hnc¿aineªǚ The Chopping Block: Why Uniswap V4 Creates a Bigger 
Attack Surface Area, lAUrA Shin ǳ7ğne ŝšǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥĂoªcastsǟaĂĂleǟcomǥğsǥĂoªcastǥt¿eǺc¿oĂĂinºǺ£lockǺw¿yǺğniswaĂǺvŠǺ
createsǺaǥiªŝŝŞşťŞŞŝŢŜǠiȧŝŜŜŜŢŝţŝşŢţťŤǤ see generally �ªams et alǟ supra note 20.

186. �arđer ɤ 7enºǚ supra note 26, at 17. 

187. Id.; see also Philip Daian et al., Flash Boys 2.0: Frontrunning, Transaction Reordering, and Consensus Instability in Decentralized 
Exchanges, cornell Arxiv ǳ�Ărǟ ŝŜǚ ŞŜŝťǴǟ

188. �ri 7ğelǚ Fair Sequencing Services: Enabling a Provably Fair DeFi Ecosystem, chAinlink ǳ]eĂtǟ ŝŝǚ ŞŜŞŜǴǚ ¿tđĂsǙǥǥ£loºǟc¿ainǟlinkǥc¿ainlinkǺ
fairǺseĄğencinºǺservicesǺena£linºǺaǺĂrova£lyǺfairǺªeŃǺecosystemǥ.

189. See Konstantin ]okolovǚ Ransomware Activity and Blockchain Congestion, 141 J. oF Fin. econ. ţţŝǚ ţţŞǺţş ǳŞŜŞŝǴ ǳnotinº t¿at t¿e 
likeli¿ooª of £itcoin £lock conºestion increases £y ŝšȻȤŞţȻ ªğrinº a tyĂical sĂike in ransomware activityǴǟ

190. 7o¿n F�wol¯ ɤ �arđosĻ �arwikowskiǚ Blockchain Layer 1 vs Layer 2 Scalability Solutions, hAcken ǳCay ŝŝǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥ¿ackenǟioǥ
ªiscoverǥlŝǺlŞǺscala£ilityǥǞ=ayerǦŝǦDetwork.
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Jt¿er oĂerational risks relateª to t¿e arc¿itectğre of t¿e £lockc¿ain can £e t¿oğº¿t of as issğes relatinº to 
esta£lis¿inº consensğsǸa mec¿anism w¿ere£y all t¿e noªes of a ªistri£ğteª £lockc¿ain network aºree a£oğt 
t¿e information on a set of transactionsǟ �onsensğs is necessary for verifyinº t¿e ağt¿enticity of transactions anª 
ensğrinº t¿e ºeneral secğrity of t¿e £lockc¿ainǟ191 Jn t¿e one ¿anªǚ ªifficğlđies in reac¿inº an aºreement may leaª 
to rare instances of network oğtaºes ªğe to consensğs failğresǟ192 Jn t¿e ot¿er ¿anªǚ concentrations of Ăower in 
t¿e valiªation Ărocess coğlª leaª to šŝȻ atđacks or valiªator carđelsǚ leaªinº to £lockc¿ain alđerations to t¿e £eneŃt 
of t¿ose in controlǟ193 DeĂenªinº on sĂeciŃc o£Ûectivesǚ alđernative consensğs mec¿anisms to Uroof of tork ǳUotǴ 
or Uo]ǚ194 sğc¿ as DUo]ǚ may alleviate t¿e oğtlineª risks £y increasinº ªecentraliĻation or £olsterinº t¿e o£Ûectivity 
of transaction orªerinºǟ195
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�s more craªFi institğtions anª ğsers enºaºe wit¿ DeFiǚ t¿e interconnecteªness £etween t¿e two sectors ºrowsǟ 
c¿e conseĄğent network effects anª t¿e resğlđinº inflğİ of caĂital leaª to fğrđ¿er innovationǚ increaseª efficiencyǚ 
anª ºains from economies of scaleǟ )oweverǚ risks like DeFi Ărotocol failğres or sta£lecoin rğns ǳiǟeǟǚ an inflğİ of 
conversion ªemanªs from cryĂto to Ńat cğrrencyǴ may eİĂose craªFi institğtions to cryĂto sector risksǟ )oweverǚ 
siºniŃcant risks sĂillinº over from DeFi into craªFi ¿ave yet to materialiĻeǟ For eİamĂleǚ t¿e collaĂse of cerraǥ=ğna 
t¿at leª to ȌŠŜ £illion in losses ªiª not affect t¿e traªitional Ńnancial systemǚ £ğt it ªiª eİĂose many �eFi actors 
w¿o were overǺleveraºeªǟ �onverselyǚ crises arisinº from craªFi ¿ave sĂilleª over into t¿e DeFi ecosystemǟ196 For 
eİamĂleǚ w¿en ]ilicon salley �ank collaĂseªǚ ŤȻ of h]D�ȇs cas¿ reserves were stğck at t¿e £ank leaªinº to a 
temĂorary ªollar ªeǺĂeº of one of t¿e most imĂorđant Ăayment sta£lecoins ğseª in DeFiǟ197 

]ta£lecoins are cryĂto assets ªesiºneª to traªe at Ăar wit¿ a reference asset ǳsğc¿ as t¿e h] ªollarǴǚ tyĂically 
ğseª as a means of Ăayment or store of valğeǟ198 ]ta£lecoin issğers are tyĂically centraliĻeªǚ esĂecially ŃatǺ£ackeª 
Ăayment sta£lecoinsǟ ]ta£lecoins are vitally imĂorđant in DeFi as t¿ey Ăroviªe t¿e main form of valğe transfer 
ǳiǟeǟǚ ĂaymentǴ in DeFi systemsǟ199 c¿e ğse of sta£lecoins ena£les ğsers to move fğnªs £etween varioğs DeFi 
aĂĂlications wit¿oğt ¿avinº to converđ t¿eir assets into Ńat cğrrencies or to ğse slow traªitional £ank Ăayment 
mec¿anisms ǳeǟºǟǚ ��)ǚ wire transfersǚ etcǟǴ ªğrinº t¿e Ărocessǟ200 

191. See ]¿ğ£¿ani �ººarwalǚ DeeraÛ Kğmarǚ �tđacks on �lockc¿ainǚ ŝŞŝ �ªvances in �omĂğtǟ şťťǚ şťťǺŠŝŜ ǳŞŜŞŝǴ ǳªiscğssinº consensğs 
anª leªºerǺ£aseª atđacksǚ inclğªinº Finney atđacks anª šŝȻ atđacksǴǚ ¿tđĂsǙǥǥņǟscienceªirectǟcomǥscienceǥarđicleǥa£sǥĂiiǥ
]ŜŜŢšŞŠšŤŞŜşŜŜţšťǠviaȻşDi¿ğ£.

192. See �arđer ɤ 7enºǚ supra note 26, at 14. 

193. Id. at 19. 

194. Et¿ereğm was Ńrst lağnc¿eª ğtiliĻinº a ĂroofǺofǺwork Ărotocol anª later transitioneª to a ĂroofǺofǺstake moªelǟ See Proof-of-
Stake vs. Proof-of-Work: Security, eThereUm FoUnd., ¿tđĂsǙǥǥet¿ereğmǟorºǥenǥªeveloĂersǥªocsǥconsensğsǺmec¿anismsǥĂosǥĂosǺvsǺ
ĂowǥǞsecğrity ǳlast visiteª 7ğne ŝǚ ŞŜŞşǴ

195. zğanyğan ]ğnǚ �iwei zanǚ zan zao ɤ 7iºğo zğǚ DcǺDUo]Ǚ A Delegated Proof of Stake Consensus Algorithm with Dynamic Trust, 187 
procediA compUT. Sci. şţŝǚ şţŞǺşţŢ ǳŞŜŞŝǴ ǳªiscğssinº Ăotential imĂlementations of DUo] t¿at woğlª imĂrove secğrity of £lockc¿ainsǴǤ 
Delegated Proof of Stake (DPoS): Disincentives for Attacks, biTShAreS, ¿tđĂsǙǥǥ¿owǟ£its¿aresǟworksǥenǥmasterǥtec¿noloºyǥªĂosǟ
¿tmlǞªisincentivesǺforǺatđacks ǳlast visiteª 7ğne ŝǚ ŞŜŞşǴǟ

196. See, e.g., �nªrew JȇDeillǚ Stablecoin Depegging Highlights DeFi’s Exposure To TradFi Risks, S&p globAl ǳCarǟ ŝšǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥņǟ
sĂºlo£alǟcomǥratinºsǥenǥresearc¿ǥarđiclesǥŞşŜşŝšǺsta£lecoinǺªeĂeººinºǺ¿iº¿liº¿tsǺªeŃǺsǺeİĂosğreǺtoǺtraªfiǺrisksǺŝŞŢŢťŜŞş.

197. KrisĻtian ]anªorǚ Circle Confirms $3.3B of USDC’s Cash Reserves Stuck at Failed Silicon Valley Bank, coindeSk ǳCarǟ ŝŜǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥ
ņǟcoinªeskǟcomǥ£ğsinessǥŞŜŞşǥŜşǥŝŝǥcircleǺconŃrmsǺşş£ǺofǺğsªcsǺcas¿ǺreservesǺstğckǺatǺfaileªǺsiliconǺvalleyǺ£ankǥ.

198. $orªon zǟ =iaoǚ Macroprudential Considerations for Tokenized Cash, Soc. Sci. rSch. cTr., ŞǺş ǳ]eĂtǟ Şťǚ ŞŜŞŞǴǤ Application of the 
Principles for Financial Market Infrastructures to Stablecoin Arrangements, bAnk For inT’l SeTTlemenTS & inT’l org. oF Sec. comm’n., 8 ǳ7ğly 
ŝşǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥņǟ£isǟorºǥcĂmiǥĂğ£lǥªŞŜŢǟĂªf.

199. See 7ay ]Ăeakman ɤ Uaolo �esa£ellaǚ The Role of Stablecoins in Decentralized Finance and Combating Inflation, beincrypTo ǳ7anǟ ŝǚ 
ŞŜŞşǴǚ ¿tđĂsǙǥǥ£eincryĂtoǟcomǥt¿eǺroleǺofǺsta£lecoinsǺinǺªecentraliĻeªǺŃnanceǺanªǺcom£atinºǺinflationǥ.

200. )eike Caiǚ Stablecoins: DeFi, Libra and Beyond, Deutsche Bank Research ǳCarǟ Şšǚ ŞŜŞŞǴǚ Ş ¿tđĂsǙǥǥņǟ
ª£researc¿ǟcomǥUYJDǥYU]ǦEDǺUYJDǥ]ta£lecoinsȻş�ǦDeFiȻŞ�Ǧ=i£raǦanªǦ£eyonªǥYU]ǦEDǦDJ�Ǧs,Etǟ
caliasǠrwnoªeȧUYJDŜŜŜŜŜŜŜŜŜŜŠşšŢşŝɤUroª�ollectionȧUYJDŜŜŜŜŜŜŜŜŜŜšŞŞŠťŢ.

5

https://doi.org/10.1016/bs.adcom.2020.08.020
https://www.sciencedirect.com/science/article/abs/pii/S0065245820300759?via%3Dihub
https://www.sciencedirect.com/science/article/abs/pii/S0065245820300759?via%3Dihub
https://ethereum.org/en/developers/docs/consensus-mechanisms/pos/pos-vs-pow/#security
https://ethereum.org/en/developers/docs/consensus-mechanisms/pos/pos-vs-pow/#security
https://how.bitshares.works/en/master/technology/dpos.html#disincentives-for-attacks
https://how.bitshares.works/en/master/technology/dpos.html#disincentives-for-attacks
https://www.spglobal.com/ratings/en/research/articles/230315-stablecoin-depegging-highlights-defi-s-exposure-to-tradfi-risks-12669023
https://www.spglobal.com/ratings/en/research/articles/230315-stablecoin-depegging-highlights-defi-s-exposure-to-tradfi-risks-12669023
https://www.coindesk.com/business/2023/03/11/circle-confirms-33b-of-usdcs-cash-reserves-stuck-at-failed-silicon-valley-bank/
https://www.coindesk.com/business/2023/03/11/circle-confirms-33b-of-usdcs-cash-reserves-stuck-at-failed-silicon-valley-bank/
https://www.bis.org/cpmi/publ/d206.pdf
https://beincrypto.com/the-role-of-stablecoins-in-decentralized-finance-and-combating-inflation/
https://www.dbresearch.com/PROD/RPS_EN-PROD/Stablecoins%3A_DeFi%2C_Libra_and_beyond/RPS_EN_DOC_VIEW.calias?rwnode=PROD0000000000435631&ProdCollection=PROD0000000000522496
https://www.dbresearch.com/PROD/RPS_EN-PROD/Stablecoins%3A_DeFi%2C_Libra_and_beyond/RPS_EN_DOC_VIEW.calias?rwnode=PROD0000000000435631&ProdCollection=PROD0000000000522496
https://www.dbresearch.com/PROD/RPS_EN-PROD/Stablecoins%3A_DeFi%2C_Libra_and_beyond/RPS_EN_DOC_VIEW.calias?rwnode=PROD0000000000435631&ProdCollection=PROD0000000000522496
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Dğe to t¿e close connection £etween ŃatǺ£ackeª sta£lecoin issğers anª t¿e traªitional Ńnancial systemǚ ŃatǺ£ackeª 
sta£lecoins are vieweª as a soğrce of sĂillover risk to craªFiǟ ]ome wiªely ğseª sta£lecoin arranºements may even £e 
consiªereª as ºlo£alǚ systemically imĂorđantǚ Ńnancial market infrastrğctğresǟ201 )oweverǚ ŃatǺ£ackeª sta£lecoins may 
also ¿elĂ ªamĂen t¿e imĂact of DeFi volatility on t¿e traªitional Ńnancial sectorǟ For instanceǚ ªğrinº a ªecline in ªiºital 
asset Ăricesǚ t¿e £e¿avior of cryĂto ğsers to re£alance wellǺcollateraliĻeª sta£lecoin ¿olªinºs from smarđ contracts 
to eİđernallyǺowneª craªFi accoğnts may insğlate t¿e traªitional Ńnancial system from siºniŃcant ªemanªs on Ńat 
reªemĂtionǚ t¿ere£y Ăroviªinº sğĂĂorđ to Ńnancial sta£ility anª minimiĻinº contaºion riskǟ202 Coreoverǚ t¿e ğn£ğnªlinº of 
Ăayment services anª creªit Ărovision fostereª £y Ăayment sta£lecoins anª ot¿er Ńntec¿ innovations may reªğce t¿e 
systemic risk arisinº from liĄğiªity mismatc¿es anª moral ¿aĻarª t¿at cğrrently eİists in t¿e traªitional £ankinº systemǟ203

,t is imĂorđant to note t¿at not all sta£lecoins are alikeǟ t¿ereas sta£lecoins ğsinº offǺc¿ain collateral sğc¿ as 
cas¿ eĄğivalentsǚ £ank ªeĂositsǚ or commoªities reĄğire a centraliĻeª actor to manaºe t¿e ğnªerlyinº assetsǚ 
alºorit¿mic sta£lecoins t¿at ğse onǺc¿ain collateral are manaºeª via smarđ contracts anª D�Jsǟ 

1 Protocol Risks: Conclusion

t¿ere t¿e risks for Uğ£lic $ooª Urotocols cannot at times £e mitiºateª t¿roğº¿ tec¿nical solğtionsǚ reºğlators 
s¿oğlª iªentify anª locate t¿e Ăain Ăoints in t¿ese Ărotocols £aseª on t¿e tyĂe of Ărotocol anª DeFi services 
offereªǟ c¿ese Ăain Ăoints may inclğªe coªe flaws ǳsğc¿ as smarđ contract vğlnera£ilitiesǴ or ro£ğstness issğes wit¿ 
t¿e ğnªerlyinº £lockc¿ain ªğrinº ¿iº¿ stress or volğme inflğİǟ Coreoverǚ reºğlators s¿oğlª consiªer encoğraºinº 
mec¿anisms t¿at Ăromote Ărotocol lonºevity anª resiliencyǟ 

Yeºğlators worlªwiªe ºenerally aª¿ere to t¿e reºğlatory ĂrinciĂle Ȇ]ame �ctivityǚ ]ame Yiskǚ ]ame Yeºğlationȇ 
w¿en reºğlatinº traªitional nonǺ£anks anª £anksǟ ,t is natğral t¿en for reºğlators to fall £ack on t¿is familiar ĂrinciĂle 
w¿en consiªerinº reºğlation for t¿e ªiºital assets sĂaceǟ204 )oweverǚ ªğe to DeFiȇs ªisintermeªiateª natğre anª 
novel tec¿noloºical solğtions to Ăroviªinº Ńnancial servicesǚ as arđicğlateª in t¿e sections a£oveǚ DeFi can ¿ave 
fğnªamentally very ªifferent risksǚ so t¿is lonºǺstanªinº reºğlatory ĂrinciĂle ªoes not aĂĂly well to DeFi in all instancesǟ

For instanceǚ DeFi may enºaºe in t¿e same activities ǳiǟeǟǚ similar Ńnancial servicesǴ as t¿ose foğnª in craªFiǚ £ğt t¿e 
intrinsic oĂerational anª tec¿noloºical ªifferences in DeFi may resğlđ in different risksǟ �s ela£orateª a£oveǚ creªit 
risks in craªFi £roaªly stem from £orrowersȇ creªitworđ¿iness ǳ¿enceǚ £anksȇ reliance on creªit scoresǚ sğc¿ as 
F,�JǴǚ w¿ile creªit risks are more minimiĻeª in DeFi lenªinº since Ărotocols tyĂically rely on overcollateraliĻationǟ205 
�onseĄğentlyǚ transĂosinº reºğlations writđen for craªFi activities to DeFi activities is not always aĂĂroĂriate to 
ac¿ieve t¿e same reºğlatory oğtcome of Ńnancial soğnªness anª consğmer Ărotectionǟ c¿ereforeǚ t¿e focğs is on 
w¿et¿er t¿e risk ǳnot t¿e activityǴ is t¿e sameǟ ,f t¿e risk is similarǚ t¿en t¿e reºğlatory oğtcome s¿oğlª £e similarǟ 

201. See generally bAnk For inT’l SeTTlemenTS & inT’l org. oF Sec. comm’n. supra note ŝťŤǚ at ŝŝǺŝŞ ǳarđicğlatinº stanªarªs to ªetermine ifǚ anª 
w¿enǚ a sta£lecoin £ecomes systemically imĂorđantǴǟ 

202. See =iaoǚ supra note ŝťŤǚ at ŞǺş ǳeİamininº t¿e relations¿iĂ £etween cerra sta£lecoin collaĂse anª t¿e accomĂanyinº increases in 
£alances in ot¿er forms of tokeniĻeª cas¿Ǵǟ 

203. See id. at ŠǺš ǳ¿iº¿liº¿tinº t¿at Ăğ£lic ºğaranteesǚ sğc¿ as ªeĂosit insğrance anª £ank £ailǺoğtsǚ incentiviĻe eİcessive risk 
takinºǚ anª t¿at ğn£ğnªlinº Ăayments from t¿e moneyǺ£ankǺĂayments trianºle can create new forms of comĂetition t¿at £eneŃt 
consğmersǴǤ see generally ze =i ɤ zi =iǚ Payment Risk and Bank Lending: The Tension between the Monetary and Financing Roles of 
Deposits 2-9 ǳFis¿er �ollǟ of �ğsǟ torkinº UaĂerǚ UaĂer Doǟ ŞŜŞŝǺŜşǺŜŝţǚ �Ărǟ ŞŢǚ ŞŜŞşǴǟ

204. See, e.g., Uress Yeleaseǚ Financial ]ta£ility �oarªǚ F]� UroĂoses Framework for t¿e ,nternational Yeºğlation of �ryĂtoǺ�sset 
�ctivities ǳJctǟ ŝŝǚ ŞŜŞŞǴǚ ǳȄc¿ey are ºroğnªeª in t¿e ĂrinciĂle of Ȇsame activityǚ same riskǚ same reºğlationǙ w¿ere cryĂto assets 
anª intermeªiaries Ăerform an eĄğivalent economic fğnction to one Ăerformeª £y instrğments anª intermeªiaries of t¿e traªitional 
Ńnancial sectorǚ t¿ey s¿oğlª £e sğ£Ûect to eĄğivalent reºğlationǟȅǴǟ 

205. See ªiscğssion supra Ȇ�eneŃts of DecentraliĻeª FinanceǙ Yeªğcinº �oğnterĂarđy Yiskǟȇ 

Ȇ]�ï®��¤ĐÂĪÂĐıǚ��Â¸¹®ą®ðĐ�YÂĉçĉǚ��Â¸¹®ą®ðĐ�Y®ºğé�ĐÂ÷ð� 
£ğĐ�]�ï®�Y®ºğé�Đ÷ąı�JğĐ¤÷ï®ȇ� 
ǳDJc�Ȇ]�ï®��¤ĐÂĪÂĐıǚ�]�ï®�YÂĉçǚ�]�ï®�Y®ºğé�ĐÂ÷ðȇǴ
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Yelateªlyǚ DeFi anª craªFi activities t¿at ªiffer from eac¿ ot¿er mayǚ in factǚ s¿are similar tyĂes of risksǟ For instanceǚ 
enªoºenoğslyǺ£ackeª sta£lecoinsǸªiºital assets £ackeª £y collateral issğeª on t¿e same Ărotocol t¿at t¿e 
ªiºital asset is issğeªǸĂresent similar information asymmetry risks also foğnª in some craªFi traªinº activities ǳiǟeǟǚ 
aªverse selectionǚ moral ¿aĻarªǚ ªifferences in soĂ¿istication £etween ğsers anª market makersǚ etcǟ Ǵǟ206 hnlike 
eİoºenoğslyǺ£ackeª sta£lecoinsǚ if t¿e enªoºenoğs sta£lecoin collaĂsesǚ t¿e ğnªerlyinº collateral woğlª collaĂse 
tooǤ207 w¿ic¿ may Ûğstify reºğlation to ensğre ro£ğst consğmer anª investor Ărotections ǳeǟºǟǚ aĂĂlyinº relevant 
secğrities lawsǴǟ

DeFi also Ăoses novel risks t¿at eİistinº reºğlatory frameworks were not ªesiºneª to aªªressǟ co ªetermine w¿at 
reºğlation is aĂĂroĂriateǚ reºğlators s¿oğlª iªentify t¿e relevant DeFiǺassociateª activitiesǚ anª assess if t¿ey 
Ăresent t¿e sameǚ ªifferentǚ or removeª risksǟ �s a resğlđǚ ȆSame Activity, Different Risk, Different Regulation but 
Same Regulatory Outcomeȇ s¿oğlª £e t¿e ĂrinciĂle followeª w¿en crafđinº reºğlatory aĂĂroac¿es for DeFi anª for 
mitiºatinº t¿e risks ¿iº¿liº¿teª a£oveǟ208

�ªªitionallyǚ t¿e transĂarency c¿aracteristics of DeFi aªªress some of t¿e information asymmetries t¿at traªitional 
reºğlations aim to aªªressǟ ,n craªFiǚ ğsers rely on £ğsinessesǚ venªorsǚ intermeªiariesǚ anª cğstoªians to setđle 
transactionsǟ ,nformation asymmetries are Ărevalent in t¿is moªelǚ necessitatinº reºğlation to esta£lis¿ trğst in 
t¿ese varioğs ĂarđiesǸesĂecially w¿en intermeªiaries ¿ave litđle incentive to meet t¿e informational neeªs of 
investorsǟ209 �onverselyǚ DeFi allows ğsers to enºaºe in mğlđiĂle forms of ĂeerǺtoǺĂeer activities £aseª on Ăğ£liclyǺ
availa£le information on £lockc¿ains w¿ile reªğcinº reliance on t¿irªǺĂarđy intermeªiariesǟ c¿is featğre eliminates 
many of t¿e information asymmetries anª coğnterĂarđy risks t¿at Ălaºğe traªitional marketsǟ 

For t¿ese reasonsǚ creatinº a ŃtǺtoǺĂğrĂose reºğlatory framework is oĂtimalǟ ]ome of t¿e most Ărevalent DeFi risks 
¿ave £een iªentiŃeª in t¿e section a£oveǟ )oweverǚ t¿is list is not eİ¿ağstiveǚ anª all DeFi risks cannot £e aªªresseª 
£y an ex anteǚ oneǺsiĻeǺŃtsǺall aĂĂroac¿ǟ Doinº so woğlª violate t¿e core ªesiºn ĂrinciĂle of ȆSame Activity, Different 
Risk, Different Regulation but Same Regulatory Outcomeǟȇ �onseĄğentlyǚ a oneǺsiĻeǺŃtsǺall system woğlª risk c¿okinº 
off DeFiȇs cğrrent £eneŃts anª may stymie £eneŃts t¿at coğlª arise as t¿e tec¿noloºy anª its ğse cases evolveǟ ,n 
contrastǚ an iªeal reºğlatory framework woğlª entail Ăarsinº t¿roğº¿ t¿e risk ĂroŃles of sĂeciŃc DeFi activities in 
consiªeration of risk mitiºation mec¿anisms w¿ile allowinº t¿e Ăğ£lic to reaĂ t¿e £eneŃts of t¿e new tec¿noloºiesǟ

206. See ]teĂ¿en $ǟ �ecc¿etđi ɤ Kermit =ǟ ]c¿oen¿olđĻǚ TradFi and DeFi: Same Problems, Different Solutions, money & bAnking ǳCay 30, 
ŞŜŞŞǴ ǳªiscğssinº t¿e c¿allenºes common to £ot¿ DeFi ɤ craªFiǚ inclğªinº information asymmetriesǚ market efficiencyǚ anª market 
inteºrityǴǤ see also Yic¿arª Kǟ =yons ɤ $anes¿ siswanat¿ǺDatraÛǚ What Keeps Stablecoins Stable? ŠŞǺşŠ ǳDatȇl �ğreağ Econǟ Yesǟ 
torkinº UaĂerǚ UaĂer Doǟ ŞţŝşŢǚ Cay ŞŜŞŜǴ ǳªiscğssinº t¿e information asymmetry Ăresent in sta£lecoin markets resĂonªinº 
to sĂecğlative eventsǴǤ �in¿ Dǟ c¿an¿ǚ c¿ai Dǟ sğ )onºǚ )ğy U¿amǚ c¿an¿ Dǟ �onº ɤ c¿ğ U¿am c¿i �n¿ǚ Are the Stabilities of 
Stablecoins Connected?, J. indUS. bUS. econ. AT 2 ǳ7anǟ ŞŜŞŞǴ ǳªiscğssinº t¿e information asymmetry in ]ta£lecoin markets £etween 
savvy ªeveloĂers anª investorsǴǤ =ennarđ �nteǚ ,nºo Fielªer ɤ Elias ]tre¿leǚ The Impact of Transparent Money Flows: Effects 
of Stablecoin Transfers on the Returns and Trading Volume of Bitcoin, 170 Tech. ForecASTing Soc. chAnge 2-3, 7-9 ǳ]eĂtǟ ŞŜŞŝǴ 
ǳªemonstratinº t¿e ªeºree of Ăğ£lic information asymmetry in sta£lecoin transfersǴǤ Enrico Yossiǚ ]ta£lecoins in Three Dimensions: 
Foundations of Value in the Crypto-Economy, Ucl cenT. For blockchAin Tech. AT 16-25 ǳ7ğne ŞŞǚ ŞŜŞŞǴ ǳªiscğssinº t¿e similarity 
of information asymmetry in craªFi anª DeFi marketsǚ ªetailinº t¿e fğnction of information asymmetry in sta£lecoin markets in 
ĂarđicğlarǴǟ

207. See, e.g., What Is a Stablecoin?, chAinlink ǳJctǟ Ťǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥ£loºǟc¿ainǟlinkǥsta£lecoinsǺ£ğtǺactğally ǳªiscğssinº t¿e collaĂse of 
h]c anª t¿e simğlđaneoğs collaĂse of its sğĂĂoseª ğnªerlyinº collateralǙ =hD�Ǵǟ See also Two Thought Experiments to Evaluate 
Automated Stablecoins, viTAlik bUTerin ǳCay Şšǚ ŞŜŞŞǴǚ ¿tđĂsǙǥǥvitalikǟcaǥºeneralǥŞŜŞŞǥŜšǥŞšǥsta£leǟ¿tmlǟ t¿en constrğctinº a 
leºal framework for reºğlatinº ĂrotocolǺminteª sta£lecoins t¿at are fğlly or Ăarđially £ackeª wit¿ onǺc¿ain collateral ǳD�,ǚ for 
eİamĂleǴǚ reºğlators s¿oğlª iªentify t¿e Ąğality of a sta£lecoinȇs collateral t¿at Ăroviªes t¿e £asis for its Ăeºǟ ,n Ăarđicğlarǚ if t¿e 
sta£lecoinȇs ğnªerlyinº collateral is closely tieª wit¿ t¿e neİğs of t¿e same Ărotocol t¿at mints t¿e sta£lecoin ǳcommonly referreª 
to as enªoºenoğs collateraliĻationǴǚ t¿ere is a ¿eiº¿teneª risk t¿e sta£lecoin can lose its Ăeº ªğrinº times of ¿eiº¿teneª market 
activityǟ ,n contrastǚ sta£lecoins t¿at ğtiliĻe ¿iº¿ǺĄğality collateral t¿at eİists oğtsiªe of t¿e same Ărotocol t¿at mints t¿e sta£lecoin 
ǳcommonly referreª to as eİoºenoğsly collateraliĻeª sta£lecoinsǴ ¿ave emĂirically Ăerformeª £etđer in terms of maintaininº t¿eir 
ªollarǺĂeºǟ �ªªitionallyǚ sta£lecoins are ofđen not entirely enªoºenoğsly or eİoºenoğsly collateraliĻeªǚ anª some sta£lecoinsǚ sğc¿ 
as Fraİǚ ğse a com£ination of £ot¿ enªoºenoğs anª eİoºenoğs collateralǟ See generally Adrien d’Avernas, Vincent Maurin & Quentin 
Vandeweyer, Can Stablecoins Be Stable? ǳ�ecker Frieªman ,nstǟ hnivǟ �¿icaºo torkinº UaĂer Doǟ ŞŜŞŞǺŝşŝǚ ]eĂtǟ ŞŜŞŞǴǟ

208. Evalğatinº t¿e ªifferences in risks ğnªerlyinº craªFi £rokerǺªealers anª nonǺcğstoªial DeFi eİc¿anºesǚ is Ăarđicğlarly illğminatinº 
¿ereǟ �ot¿ Ăarđies ena£le ğsers to enºaºe in t¿e same activityǚ w¿ic¿ is Ăroviªinº a form of caĂital ǳtraªitional Ńat or a cryĂto assetǴ 
to acĄğire a new assetǟ )oweverǚ in DeFi eİc¿anºesǚ ğsers never transfer cğstoªy of t¿eir assets w¿ereas craªFi £rokerǺªealers 
ofđen take cğstomerȇs assetsǚ creatinº more risk for t¿e latđerǟ See 7enninºsǚ supra note 30. 

209. =etđer from �nªreessen )orowitĻ to )C creasğryǚ supra note 40.

https://blog.chain.link/stablecoins-but-actually
https://vitalik.ca/general/2022/05/25/stable.html
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1

�s eİĂlaineª a£oveǚ DeFi Ăroviªes a nğm£er of £eneŃts w¿ile eliminatinº some of t¿e risks Ăresent in t¿e traªitional 
Ńnancial systemǟ )oweverǚ some risks remainǚ many novel ªğe to t¿e new tec¿noloºyǟ �ecağse t¿e risks Ăresenteª 
in DeFi are fğnªamentally ªifferent from t¿ose in craªFiǚ t¿e aĂĂlication of t¿e ğĂªateª ĂrinciĂle ȆSame Activity, 
Different Risk, Different Regulation, Same Regulatory Outcomeȇ woğlª £e more effective for Ărotectinº consğmersǚ 
anª ensğrinº Ńnancial safety anª soğnªnessǟ 

c¿e Ăolicy recommenªations ela£orateª £elow were ªeveloĂeª afđer carefğlly assessinº t¿e tyĂes of risks t¿at 
DeFi Ăoses to consğmersǚ anª ¿ow £est to mitiºate t¿ese risks t¿roğº¿ reªğcinº information asymmetriesǚ 
increasinº network secğrityǚ anª imĂlementinº ot¿er consğmer safeºğarªsǟ 

Followinº t¿e reºğlatory aĂĂroac¿ ȆRegulate Businesses, Not Public Good Protocolsȇ ǳw¿ic¿ aª¿eres to t¿e ĂrinciĂle 
ȆSame Activity, Different Risk, Different Regulation but Same Regulatory Outcomeȇ £y Ălacinº reºğlatory o£liºations 
on t¿e aĂĂǺoĂeratinº £ğsinessesǴǚ we ĂroĂose t¿e followinº t¿ree Ăolicy recommenªationsǟ te £elieve t¿is 
aĂĂroac¿ ensğres consğmer anª investor Ărotectionǚ anª mitiºates Ńnancial risks wit¿oğt stiflinº t¿e £eneŃts of 
t¿ese innovative tec¿noloºiesǙ

te ela£orate on eac¿ Ăolicy recommenªation £elowǟ

C�ðª�Đ÷ąı��Âĉ¤é÷ĉğą®�Y®ºÂï®

co ac¿ieve a sğstaina£leǚ ğserǺcentric te£şǚ ĂarđiciĂants mğst £e emĂowereª to naviºate an everǺc¿anºinº anª 
comĂleİ ªecentraliĻeª environmentǟ Enforcinº manªatory ªisclosğres on £ğsinesses can ¿elĂ to facilitate ğser 
ağtonomy anª ecosystem resiliencyǟ210 

Code disclosure

c¿e ĂrinciĂle of transĂarency anª ªisclosğre ¿ave serveª as t¿e £eªrock of fair markets reºğlation toªay anª 
s¿oğlª Ălay a critical role for DeFi as wellǟ t¿ile t¿e Ărotocols ¿ave Ăğ£licly viewa£le coªeǚ most enª ğsers cannot 
reaª Ăroºramminº coªeǟ211 Urotocol ªisclosğres s¿oğlª £e conveyeª in an easyǺtoǺğnªerstanª manner for t¿e 
averaºe ğser anª ªiscloseª £y t¿e aĂĂǺoĂeratinº £ğsiness t¿at c¿ooses to £ğilª aĂĂs on t¿e Ărotocolǚ Ărefera£ly 
via t¿e we£site of t¿e aĂĂǺoĂeratinº £ğsinessǟ 

210. See, e.g., Structured Disclosure at the SEC: History and Rulemaking, U.S. Sec. & exch. comm’n, ¿tđĂsǙǥǥņǟsecǟºovǥĂaºeǥ
osª¿istoryanªrğlemakinº ǳlast visiteª 7ğne ŝşǚ ŞŜŞşǴ ǳeİĂlaininº t¿at ªisclosğres ¿ave £een ğtiliĻeª £y t¿e ]E� to Ărotect investors 
anª maintain fair anª efficient marketsǴǤ see generally also �¿ris �rğmmerǚ Disclosure, dApps and DeFi, ]TAnFord J. oF blockchAin l. And 
pol’y. ǳCarǟ ŞŜŞŞǴ at Šţ nǟťš ǳtracinº t¿e ¿istorical role ªisclosğres ¿ave Ălayeª for investor Ărotection since t¿e ŝťşŜsǴǟ 

211. �rğmmerǚ supra note 210, at 32. 

C�ðª�Đ÷ąı��Âĉ¤é÷ĉğą®�¸÷ą��ĂĂǺJĂ®ą�ĐÂðº��ğĉÂð®ĉĉ®ĉ�
� stanªarªiĻeª ªisclosğre reºime for aĂĂǺoĂeratinº £ğsinesses t¿at inclğªes information 
a£oğt t¿e ğnªerlyinº DeFi Ărotocolǟ

Iðª®Ă®ðª®ðĐ��®ąđÂŃ¤�ĐÂ÷ðǙ
c¿e esta£lis¿ment of an ,nªeĂenªent �erđiŃcation Yeºime JrºaniĻation ǳ,�YJǴǚ w¿ic¿ 
cerđiŃes DeFi Ărotocols t¿at meet t¿e ,�YJȇs criteriaǚ inclğªinº secğrity coªe ağªitsǟ

Y®ºğé�Đ÷ąı�]�¸®�)�ą£÷ąǙ
� safe ¿ar£or reºime for nascent Ărotocols t¿at aim to ªecentraliĻeǟ

1

2

3

https://www.sec.gov/page/osdhistoryandrulemaking
https://www.sec.gov/page/osdhistoryandrulemaking
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�ğrrentlyǚ t¿ere is no stanªarª for w¿at a ªisclosğre a£oğt t¿e ğnªerlyinº Ărotocol s¿oğlª inclğªeǟ �t minimğmǚ 
t¿e ªisclosğre may inclğªe ¿ow t¿e Ărotocol worksǚ ºovernanceǚ fğnªs anª assets manaºementǚ secğrityǚ anª 
ot¿er material termsǟ t¿ile w¿ite ĂaĂers may ¿elĂ £riªºe t¿is tec¿nical ºaĂǚ t¿ey may £e Ńlleª wit¿ confğsinº 
terms or overstate t¿e Ărotocolȇs a£ilitiesǟ212 Core sĂeciŃcallyǚ t¿e secğrity asĂect of t¿e ªisclosğre s¿oğlª inclğªe 
information a£oğt w¿et¿er a secğrity coªe ağªit was conªğcteª anª its resğlđsǟ �ªªitionallyǚ t¿e aĂĂǺoĂeratinº 
£ğsiness s¿oğlª ªisclose w¿at remeªiation avenğesǚ if anyǚ are availa£le to t¿e enª ğserǟ Disclosğres s¿oğlª imĂarđ 
clearǚ ğserǺfrienªly information anª coğlª consist of a set of simĂle yet essential yes or no Ąğestionsǟ c¿ey s¿oğlª 
also offer relevant eİĂlanatory ªata Ăointsǚ sğc¿ as nğm£er of oğtstanªinº tokensǚ etcǟǚ or a set of risk inªices on 
t¿e ¿omeĂaºe of t¿e aĂĂȇs we£siteǚ w¿ic¿ may £e fğrđ¿er ela£orateª elsew¿ere on t¿e siteǟ213 

t¿en consğmers anª investors Ńnª information ªifficğlđ anª costly to access or analyĻeǚ a variety of ¿arms may 
resğlđǟ Canªatoryǚ comĂre¿ensi£le ªisclosğres aªªress t¿is information ºaĂǚ w¿ic¿ in tğrn leaªs to more efficient 
markets anª allows ĂarđiciĂants to manaºe risks in ways t¿at coğlª leaª to mğtğally £eneŃcial conªğctǟ214 c¿is 
framework woğlª also incentiviĻe aĂĂǺoĂeratinº £ğsinesses to carefğlly assess anª c¿oose w¿ic¿ Ărotocols to 
£ğilª onǟ hlđimatelyǚ t¿e ªisclosğres t¿emselves can £e leveraºeª as a stanªarªǺsetđinº mec¿anism t¿at coğlª 
facilitate en¿anceª cy£ersecğrity anª Ărotocol ro£ğstness t¿roğº¿oğt t¿e ecosystemǟ215 

Protocol-Related Disclosures by App-Operating Businesses

DeFi £ğsinesses s¿oğlª ªisclose w¿ic¿ ğnªerlyinº ĂrotocolǳsǴ t¿ey ğse to Ăroviªe t¿eir services anª 
aªªitional ªisclosğres relateª to t¿e safety of t¿e ĂrotocolǳsǴǟ Urotocol ªisclosğres can £e £roaªly classiŃeª 
into foğr cateºories ǳas aĂĂlica£leǴǙ216 

ŝǟ ºeneral sofđware ªisclosğres 
Şǟ tokens ªisclosğres
şǟ Ńnancial ªisclosğres 
Šǟ ağtomation ªisclosğres

coºet¿erǚ t¿ese ªisclosğres s¿oğlª Ăroviªe amĂle information to ğsers so t¿ey can Ąğickly ğnªerstanª 
t¿e risks of interactinº wit¿ £ğsinesses t¿at ğtiliĻe t¿ese Ărotocolsǟ Coreoverǚ t¿ese ªisclosğres are 
comĂre¿ensive anª reĄğire £ğsinesses to ğtiliĻe resoğrcesǟ 

212. Id. 

213. t¿ile a £inary yes or no Ąğestion may Ăroviªe t¿e most concise ªelivery of informationǚ t¿is may fail to ªescri£e all ªimensions 
of riskǚ sğc¿ as w¿en t¿e last risk took Ălaceǚ w¿et¿er t¿e newest version of t¿e Ărotocol ¿as £een ağªiteªǚ or if t¿e ağªit resğlđs 
were Ăğ£licǟ yavier Ceegan, Identifying Key Non-Financial Risks in Decentralised Finance on Ethereum Blockc¿ain ǳJctǟ ŞŜŞŜǴ ǳCǟ�ǟ 
c¿esisǚ Uolyđec¿nic hniversity of CilanǴǚ ¿tđĂsǙǥǥņǟresearc¿ºateǟnetǥĂğ£licationǥşŠŠŢŤťŝťŢǦ,ªentifyinºǦKeyǦDonǺFinancialǦYisksǦ
inǦDecentraliseªǦFinanceǦonǦEt¿ereğmǦ�lockc¿ain.

214. See tilliam Caºnğsonǚ The Failure of Market Efficiency, 48 brighAm yoUng Univ. l. rev. 827, 843-45 ǳ�Ărǟ şŜǚ ŞŜŞŞǴ ǳeİĂlaininº 
t¿at Ńnancial reºğlationǚ sğc¿ as t¿e ]ecğrities �ct of ŝťşşǚ t¿e ,nvestment �omĂany �ct of ŝťŠŜǚ t¿e tilliams �ct of ŝťŢŤǚ c¿e 
]ar£anesǺJİley �ct of ŞŜŜŞǚ anª t¿e DoªªǺFrank �ct of ŞŜŝŜǚ all serveª to reĄğire t¿e Ăroªğction of information for Ńnancial 
markets t¿at ena£leª Ȅmore rational ªecisionsȅ anª Ȅmore mğtğally £eneŃcial transactionsȅǴǟ 

215. See Doğºlas tǟ �rnerǚ Dirk �ǟ �etĻsc¿eǚ Yoss Uǟ �ğckley ɤ 7amieson Cǟ Kirkwooªǚ The Financialization of Crypto: Lessons from 
FTX and the Crypto Winter of 2022-2023, Univ. oF h.k.19-20 ǳCay ŝţǚ ŞŜŞşǴ ǳemĂ¿asiĻinº t¿e neeª for stanªarªiĻeª information 
ªisclosğre reĄğirements inclğªinº ağªitinº stanªarªsǤ see also �al�Ļas �oªø ɤ Urimavera De FiliĂĂiǚ crğst in �onteİđǙ c¿e ,mĂact 
of Yeºğlation on �lockc¿ain anª DeFiǚ Univ. oF AmSTerdAm cTr. For l. & econ. ǳCarǟ ţǚ ŞŜŞŞǴǤ =in tilliam �onºǚ Kim£erly $rağerǚ Daniel 
Ya£etđi ɤ )enry hĂªeºraveǚ The Dark Side of Crypto and Web3: Crypto Related Scams ǳFe£ǟ ŝŠǚ ŞŜŞşǴ ǳªiscğssinº ağªits as a means 
of imĂrovinº secğrity anª Ăreventinº frağªǴǟ

216. Crypto Asset Disclosure Study Insights on Holders and How They Analyze Their Holdings at 3, broAdridge ǳŞŜŞşǴǚ ¿tđĂsǙǥǥņǟ
£roaªriªºeǟcomǥǦassetsǥĂªfǥ£roaªriªºeǺcryĂtoǺassetǺªisclosğreǺstğªyǺreĂorđǟĂªf.

https://www.researchgate.net/publication/344689196_Identifying_Key_Non-Financial_Risks_in_Decentralised_Finance_on_Ethereum_Blockchain
https://www.researchgate.net/publication/344689196_Identifying_Key_Non-Financial_Risks_in_Decentralised_Finance_on_Ethereum_Blockchain
https://www.broadridge.com/_assets/pdf/broadridge-crypto-asset-disclosure-study-report.pdf
https://www.broadridge.com/_assets/pdf/broadridge-crypto-asset-disclosure-study-report.pdf
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Protocol-Related Disclosures by App-Operating Businesses Ǻ �ontinğeª

]ofđware ªisclosğres relate to ºeneral information a£oğt t¿e fğnctioninº of t¿e Ărotocolǚ inclğªinº its 
ĂğrĂose anª featğresǚ ºovernanceǚ Ăotential moªiŃcationsǚ anª official commğnication c¿annelsǟ ,t also 
inclğªes ªelineatinº risks anª any measğres to mitiºate t¿emǚ sğc¿ as emerºency Ăroceªğresǚ £ğº £oğnty 
Ăroºramsǚ or Ărocesses for onºoinº monitorinºǟ

�n essential comĂonent of sofđware ªisclosğres is t¿e coªe ağªits of t¿e ğnªerlyinº Ărotocolǚ w¿ic¿ 
an aĂĂlication Ăroviªes access toǟ ]ğc¿ coªe ağªits Ăroviªe ªisclosğres t¿at are critical for ensğrinº 
t¿e Ărotocolȇs overall secğrity anª esta£lis¿inº consğmer trğstǟ � £est Ăractice for coªe ağªits inclğªes 
ğnªerºoinº t¿ree ªimensions of analysisǙ staticǚ ªynamicǚ anª sofđware comĂosition ǳiǟeǟǚ eİđernal 
ªeĂenªenciesǴǟ217 �oªe ağªit aĂĂrovals s¿oğlª £e ºranteª for a limiteª time anª may £e wit¿ªrawn if a 
secğrity £reac¿ is ªiscovereª or t¿ere is a siºniŃcant coªe c¿anºeǟ218 

coken ªisclosğres relate to t¿e Ărotocolȇs native tokenǳsǴǟ c¿is entails ªescriĂtions of t¿e tokenȇs ĂğrĂoseǚ 
ğtilityǚ sĂecial featğresǚ anª information reºarªinº its lağnc¿ǚ sğĂĂlyǚ anª ªistri£ğtionǟ Jt¿er tokenǺrelateª 
ªisclosğres inclğªe Ăotential risk factors associateª wit¿ ¿olªinº or traªinº t¿e native tokenǚ any ºovernance 
featğres ǳinclğªinº rğles relateª to ĂarđiciĂatinº in t¿e ªecisionǺmakinº ĂrocessǴǚ anª soğrces of official 
commğnication c¿annels for fğtğre annoğncements relatinº to ğĂªates anª c¿anºes t¿at may £e maªe to 
t¿e tokenǟ Dote t¿at not all DeFi Ărotocols create tokensǟ

Financial ªisclosğres more ºenerally relate to any Ăotential earninºs anª fees t¿at ğsers may incğr w¿en 
interactinº wit¿ t¿e Ărotocolǚ inclğªinº from activities sğc¿ as mininºǚ stakinºǚ anª liĄğiªity Ărovisionǟ  
c¿ese ªisclosğres s¿oğlª also ªescri£e ¿ow ğsers can inªeĂenªently accessǚ searc¿ǚ anª verify t¿eir 
transaction ¿istoryǟ 

Finallyǚ ağtomation ªisclosğres relate to t¿e ağtonomoğs featğres of a Ărotocolȇs smarđ contractsǟ For 
instanceǚ t¿is may inclğªeǙ

• iªentifyinº asĂects of t¿e Ărotocol t¿at are immğta£le versğs mğta£leǥğĂºraªea£leǚ

• if mğta£leǚ w¿at are t¿e relevant mec¿anismsǚ in terms of £ot¿ ºovernance anª siºnatğre sc¿emesǚ 

• ¿ow smarđ contracts are ğseª to eİc¿anºe cryĂto assetsǚ anª

• formğlas ğseª to ªetermine t¿e Ăricinº anª comĂosition of native tokensǚ or Ărocesses t¿roğº¿ w¿ic¿ 
an aĂĂroveª D�J ºovernance ĂroĂosal is imĂlementeª in t¿e Ărotocolȇs smarđ contractǟ 

�ecağse some ªecentraliĻeª Ărotocols rely on D�Js for coªe ğĂªates anª alđerationsǚ it is conceiva£le for 
a Ărotocolȇs D�J to £e resĂonsi£le for Ăroviªinº ğĂªates anª any aªªitional information to ensğre reneweª 
,�YJ cerđiŃcation ǳsee followinº section on ªiscğssion of ,�YJ cerđiŃcationǴǟ For reĂorđinº ĂğrĂosesǚ some 
notiŃcations of c¿anºes anª imĂlications of t¿e c¿anºes coğlª £e ağtomateªǟ

t¿ile t¿is list is not eİ¿ağstiveǚ it aims to illğstrate t¿e tyĂes of ªisclosğres relateª to Ărotocolsǚ in contrast 
to t¿e activitiesǺ£aseª ªisclosğres ªescri£eª in t¿e followinº sectionǟ Yeºğlators woğlª issğe manªatory 
ªisclosğre reĄğirements for aĂĂǺoĂeratinº £ğsinessesǚ w¿ile t¿e ,�YJ coğlª Ăroviªe an aªªitional 
ªetermination of relevant Ărotocol ªisclosğres for Ărotocol ªeveloĂersǟ 

217. See Jlivier Flic¿e et alǟ, “decenTrAliSed” or “diSinTermediATed” FinAnce: whAT regUlATory reSponSe? 32-33 (diScUSSion pAper, French 
prUdenTiAl SUperviSion And reSolUTion AUThoriTy, 2023), ¿tđĂsǙǥǥacĂrǟ£anĄğeǺfranceǟfrǥsitesǥªefağlđǥŃlesǥmeªiasǥªocğmentsǥŞŜŞşŜŠŜşǦ
ªecentraliseªǦªisintermeªiateªǦŃnanceǦenǟĂªfǟ ǳȄǫ]Ǭtatic analysis makes it Ăossi£le to ªetect formal errors in Ăroºramminº or 
ªesiºnǤ ªynamic analysis focğses on monitorinº t¿e eİecğtion of t¿e ĂroºramǤ Ńnallyǚ sofđware comĂosition analysis ǳscaǴ makes it 
Ăossi£le to ªraw ğĂ an inventory of t¿e eİđernal ªeĂenªencies of t¿e Ăroºram ğnªer review to t¿irªǺĂarđy li£raries or oĂen soğrce 
comĂonentsǟȅǴǟ 

218. c¿e ,�YJǚ ğtiliĻinº its eİĂerđiseǚ s¿oğlª ªetermine t¿e Ăerioª of time a coªe ağªit aĂĂroval lasts as well as w¿at constitğtes a 
siºniŃcant coªe c¿anºeǟ 

https://acpr.banque-france.fr/sites/default/files/medias/documents/20230403_decentralised_disintermediated_finance_en.pdf
https://acpr.banque-france.fr/sites/default/files/medias/documents/20230403_decentralised_disintermediated_finance_en.pdf
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,ðª®Ă®ðª®ðĐ��®ąđÂŃ¤�ĐÂ÷ð�Y®ºÂï®�Jąº�ðÂĻ�ĐÂ÷ð�ǳ,�YJǴǙ���ĉ®é¹Ǻ
ą®ºğé�ĐÂðº�®ðĐÂĐı

�s orºanic fooª Ăroªğction £eºan to ºrow in t¿e ŝťţŜs anª ŝťŤŜsǚ farmersǚ fooª Ărocessors anª ªistri£ğtors 
wanteª to commğnicate to consğmers t¿at t¿eir Ăroªğcts were not Ăroªğceª ğsinº synt¿etic c¿emicalsǟ219 
,nªeĂenªent cerđiŃcation orºaniĻationsǚ w¿ic¿ were selfǺreºğlatinº entities t¿at ªetermineª criteria for orºanic 
cerđiŃcationǚ were formeª to ªeveloĂ criteria for an orºanic fooªs la£elǚ ¿elĂinº consğmers to ğnªerstanª w¿at 
t¿ey were consğminºǟ220 c¿is ĂaĂer ĂroĂoses an ,nªeĂenªent �erđiŃcation Yeºime JrºaniĻation akin to t¿ese 
orºanic cerđiŃcation orºaniĻationsǟ

te ğse t¿is inªeĂenªent cerđiŃcation moªel as a ºğiªinº Ăoint rat¿er t¿an t¿e moªel of traªitional ]elfǺYeºğlatory 
JrºaniĻations ǳ]YJsǴǚ sğc¿ as ]ecğrities ɤ Eİc¿anºe �ommissionǺoverseen stock eİc¿anºes ǳeǟºǟǚ Dew zork 
]tock Eİc¿anºeǚ etcǟǴǚ clearinº ¿oğses ǳeǟºǟǚ DeĂository crğst anª �learinº �orĂorationǚ etcǟǴǚ anª £rokerǺªealer 
associations ǳeǟºǟǚ Financial ,nªğstry Yeºğlatory �ğt¿orityǴǚ221 or ªesiºnateª markets overseen £y t¿e �ommoªity 
Fğtğres craªe �ommission ǳeǟºǟǚ �¿icaºo Cercantile Eİc¿anºeǚ etcǟǴǚ ªerivatives clearinº orºaniĻations ǳeǟºǟǚ 
JĂtions �learinº �orĂorationǴǚ or reºistereª fğtğres associations ǳeǟºǟǚ Dational Fğtğres �ssociationǴǟ222 )oweverǚ 
it is Ăossi£le t¿at over time t¿is ,�YJ coğlª £ecome an ]YJ overseen £y a Ńnancial reºğlatorǸan iªea t¿at some 
acaªemics ¿ave ĂroĂoseªǟ223

c¿e ,�YJȇs Ărotocol cerđiŃcation Ăroºram ¿elĂs avoiª Ălacinº eİcessive comĂliance £ğrªens on sofđware 
ªeveloĂers w¿ile also incentiviĻinº t¿em to imĂlement £est Ăractices to ºain ğser aªoĂtionǟ224 ,n aªªitionǚ an 
,�YJ can set stanªarªs anª £est Ăracticesǟ ,f t¿e Ărotocol fails to meet t¿e ,�YJȇs criteriaǚ t¿e ,�YJ can eit¿er 
ªecerđify or not renew t¿e Ărotocolȇs cerđiŃcationǟ ,f ĂroĂerly imĂlementeªǚ an ,�YJ coğlª leaª to effective inªğstry 
stanªarªsǚ wit¿ £ğyǺin from inªğstry ĂarđiciĂantsǟ

]ğc¿ a cerđiŃcation accomĂlis¿es several ºoalsǟ Firstǚ it fosters market efficiencyǸ£ğsinesses woğlª no lonºer  
¿ave to eİĂenª t¿e time necessary to answer all t¿e relevant ªisclosğresǟ ]econªǚ a cerđiŃcation reºime  
Ăroªğces a flyw¿eel effect w¿erein Ărotocols are ¿eavily encoğraºeª to Ăroviªe aªeĄğate ªisclosğresǟ For 
eİamĂleǚ a £ğsiness is more likely to ğse a �erđiŃeª Urotocol t¿an a nonǺcerđiŃeª one since t¿e former ¿as alreaªy 
receiveª an ağt¿oritative stamĂ of aĂĂrovalǟ Urotocol ªeveloĂersǚ w¿o are incentiviĻeª to atđract as many ğsers 
to t¿eir Ărotocol as Ăossi£leǚ know t¿is anª conseĄğently woğlª take t¿e time to receive a cerđiŃcation to atđract 
£ğsinessesǟ =astlyǚ t¿e ,�YJ can ¿elĂ ªetermine £est Ăractices in risk manaºementǚ coªe ağªitsǚ ªisclosğresǚ 
etcǟ �est Ărotocol Ăractices can imĂrove consğmer safety anª cy£ersecğrity wit¿oğt stiflinº t¿e Ărocess of 
tec¿noloºical innovationǟ225 

219. 7essica Ellsworđ¿ǚ c¿e )istory of Jrºanic Fooª Yeºğlation ǳ7ğne ŝšǚ ŞŜŜŝǴ ǳc¿irª zear UaĂerǚ )arvarª =aw ]c¿oolǴ ǳon Ńle wit¿ t¿e 
)arvarª hniversity =i£rary ]ystemǴǟ 

220. Id. 

221. See, e.g., Self-Regulatory Organization (SRO) Rulemaking & National Market System (NMS) Plans, U.S. Sec. & exch. comm’n, ¿tđĂsǙǥǥ
ņǟsecǟºovǥrğlesǥsroǥsroǟs¿tml ǳlast visiteª 7ğne Şşǚ ŞŜŞşǴǟ

222. See, e.g., CFTC Oversight, U.S. gov’T AccoUnTAbiliTy oFF., ¿tđĂsǙǥǥņǟºaoǟºovǥĂroªğctsǥººªǺťŞǺŞŤr ǳlast visiteª 7ğne Şşǚ ŞŜŞşǴǟ

223. See cimot¿y 7ǟ Cassaª ɤ )owell 7acksonǚ How to Improve Regulation of Crypto Today—Without Congressional Action—and Make 
the Industry Pay for It, at ţ ǳ�rookinºsǚ )ğtc¿ins �enter torkinº UaĂer Ǟţǚ Jctǟ ŞŜŞŞǴ ǳªiscğssinº t¿e Ăotential for a Ûoint ]E�Ǻ�Fc� 
�ryĂto ]YJǴǚ ¿tđĂsǙǥǥņǟ£rookinºsǟeªğǥwĂǺcontentǥğĂloaªsǥŞŜŞŞǥŝŜǥtUţťǺCassaªǺ7acksonǺğĂªateªǺŞǟĂªf.

224. c¿is is alreaªy £einº consiªereª across a nğm£er of Ûğrisªictionsǟ See, e.g., Response to ACPR’s Discussion Paper: “‘Decentralised’ 
or ‘Disintermediated’ Finance: What Regulatory Response”, polygon lAbS ǳCay Şşǚ ŞŜŞşǴǚ ¿tđĂsǙǥǥĂolyºonǟtec¿noloºyǥ£loºǥresĂonseǺ
toǺacĂrsǺªiscğssionǺĂaĂerǺªecentraliseªǺorǺªisintermeªiateªǺŃnanceǺw¿atǺreºğlatoryǺresĂonseǠğtmǦsoğrceȧacĂrǺresĂonseǺ
£loºɤğtmǦmeªiğmȧ£loº.

225. See ªiscğssion supra ȆDisclosğres anª ]tanªarªǺ]etđinºǟȇ
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https://www.sec.gov/rules/sro/sro.shtml
https://www.sec.gov/rules/sro/sro.shtml
https://www.gao.gov/products/ggd-92-28r
https://www.brookings.edu/wp-content/uploads/2022/10/WP79-Massad-Jackson-updated-2.pdf
https://polygon.technology/blog/response-to-acprs-discussion-paper-decentralised-or-disintermediated-finance-what-regulatory-response?utm_source=acpr-response-blog&utm_medium=blog
https://polygon.technology/blog/response-to-acprs-discussion-paper-decentralised-or-disintermediated-finance-what-regulatory-response?utm_source=acpr-response-blog&utm_medium=blog
https://polygon.technology/blog/response-to-acprs-discussion-paper-decentralised-or-disintermediated-finance-what-regulatory-response?utm_source=acpr-response-blog&utm_medium=blog
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FIGURE 3

Safe Harbor Approach: 

Regulatory Burden vs. 

Progressive Decentralization

Y®ºğé�Đ÷ąı�]�¸®�)�ą£÷ą�¸÷ą�D�ĉ¤®ðĐ��®#Â�,ðð÷Ī�ĐÂ÷ðĉ

�s oğtlineª in t¿e ȆSame Activity, Different Risks, Different Regulation but Same Regulatory Outcomeȇ sectionǚ  
t¿e risks t¿at DeFi Ăresents can £e fğnªamentally ªifferent to t¿ose in craªFiǚ anª eİistinº entitiesǺ£aseª 
reºğlations were not ªrafđeª to aªªress t¿ese DeFiǺsĂeciŃc risksǟ co foster innovation in a riskǺcali£rateª mannerǚ 
t¿is ĂaĂer ĂroĂoses a safe ¿ar£or for Ăroºressively ªecentraliĻinº Ărotocols t¿at can eventğally £ecome Uğ£lic 
$ooª Urotocolsǟ

Cany DeFi Ărotocolsǚ w¿en lağnc¿eªǚ ªo not starđ off as ªecentraliĻeªǟ ]ğc¿ Ărotocols ªeveloĂ anª morĂ¿ over 
time into Ărotocols t¿at are ªecentraliĻeª in ºovernance anª oĂerations ǳiǟeǟǚ Ăroºressive ªecentraliĻationǴǟ c¿is 
ºraªğal Ărocess is £eneŃcialǚ as ºreater control ena£les t¿e ªeveloĂers of t¿e Ărotocol to ensğre t¿at it is not 
vğlnera£le to atđackǟ �s conŃªence in t¿e Ărotocolȇs safety ºrowsǚ t¿e ªeveloĂers ºraªğally remove any elements 
of control ǳsğc¿ as Ăağse mec¿anismsǴ to make it fğlly ªecentraliĻeªǟ co allow for Ăroºressive ªecentraliĻation to 
occğr in a controlleª manner t¿at Ărotects consğmersǚ t¿is ĂaĂer sğººests t¿at reºğlators Ăroviªe a safe ¿ar£or for 
newly releaseª Ărotocols t¿at aim to ªecentraliĻeǟ226 

co £e eliºi£le for a reºğlatory safe ¿ar£orǚ Ărotocol ªeveloĂers mğst Ńrst comĂly wit¿ t¿e manªatory ªisclosğre 
reĄğirements arđicğlateª in t¿e Ărevioğs sectionǟ c¿e ,�YJ s¿oğlª ªetermine any aªªitional ºeneral anª safe 
¿ar£orǺsĂeciŃc eliºi£ility criteria to receive t¿e eİemĂtionsǟ227 For instanceǚ a reasona£le time Ăerioª for t¿e 
safe ¿ar£ors woğlª £e two to t¿ree yearsǚ anª cerđain maİimğm cs= t¿res¿olªs coğlª £e esta£lis¿eªǟ228 ]afe 
¿ar£or ĂarđiciĂants also may £e reĄğireª to sğ£mit coªe ağªits anª an entryǥeİit strateºyǚ as well as Ăerioªic 
reĂorđs ªğrinº t¿e Ăerioª of reºğlatory s¿elđer for reºğlatory monitorinº anª analysisǟ c¿e reºğlatory reĄğirements 
ªecrease as t¿e Ărotocol Ăroºressively ªecentraliĻesǟ Jnce t¿e Ărotocol ¿as transformeª into a Uğ£lic $ooª 
Urotocolǚ t¿e Ărotocol ºraªğates oğt of t¿e safe ¿ar£or Ăroºram anª Ăroviªes t¿e accomĂanyinº £eneŃts of Uğ£lic 
$ooª Urotocolsǟ229 ]ee Fiºğre ş £elow anª Fiºğre š for more ªetails a£oğt safe ¿ar£or comĂlianceǟ

226. c¿is safe ¿ar£or aĂĂroac¿ ¿as £een Ăğt forwarª £y ]E� �ommissioner )ester Ueirceǟ Ueirceǚ supra note 14. 

227. See, e.g., Ȇ�oİ Şȇǚ w¿ic¿ arđicğlates ¿ow mğlđiĂle safe ¿ar£ors can £e esta£lis¿eª via ºeneral anª safe ¿ar£orǺsĂeciŃc eliºi£ility 
reĄğirementsǟ

228. See Ueirce supra note 14.

229. See ªiscğssion supra Ȇ�eneŃts of DeFiǟȇ
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Dote t¿at some Ărotocols may not £ecome Uğ£lic $ooª Urotocols ªğrinº t¿e safe ¿ar£or Ăroºram £ecağse t¿ey 
ªo not reac¿ t¿e Ăoint of ªecentraliĻationǟ c¿ese DonǺUğ£lic $ooª Urotocols woğlª £e sğ£Ûect to t¿e eİistinº 
reºğlations accorªinº to t¿eir activitiesǟ230 ]ee Fiºğre Š £elow on t¿e ªifferent Ăat¿ways a transitioninº Ărotocol can 
take wit¿in oğr ĂroĂoseª reºğlatory frameworkǟ

�s Ăorđrayeª in Fiºğre Šǚ t¿ere are Ărimarily t¿ree Ăat¿ways for DeFi Ărotocolsǟ ,f t¿e DeFi Ărotocol meets t¿e 
manªatory ªisclosğre reĄğirements anª t¿e reºğlatory safe ¿ar£or eliºi£ility reĄğirementsǚ t¿en it can eit¿er ǳiǴ fail 
to ªecentraliĻe anª woğlª t¿erefore £e sğ£Ûect to reºğlation or ǳiiǴ ªecentraliĻe anª £ecome a Uğ£lic $ooª Urotocol 
ǳmeaninº it woğlª not £e sğ£Ûect to reºğlationǴ anª £e eliºi£le for ,�YJ cerđiŃcationǟ Dote t¿at t¿e reºğlatory safe 
¿ar£or may reĄğire a coªe ağªit to enter t¿e Ăroºram anª may aªªitionally reĄğire coªe ağªits ªğrinº t¿e coğrse of 
t¿e Ăroºramǟ

Jn t¿e ot¿er ¿anªǚ if t¿e transforminº DeFi Ărotocol ªoes not ¿ave featğres t¿at sğĂĂorđ aĂĂǺoĂeratinº £ğsinesses 
in comĂlyinº wit¿ t¿eir manªatory ªisclosğre reĄğirementsǚ t¿en it woğlª fail to Ąğalify for £ot¿ a reºğlatory safe 
¿ar£or anª an ,�YJ cerđiŃcationǟ ,t also woğlª £e sğ£Ûect to reºğlationǟ t¿ile it is imĂossi£le to Ărevent sğc¿ nonǺ
comĂliant Ărotocols from eİistinºǚ t¿e lack of leºitimacy ªğe to t¿e a£sence of cerđiŃcation woğlª ªisincentiviĻe 
mass ğsaºeǟ �ªªitionallyǚ t¿e £ğsinesses oĂeratinº t¿ese nonǺcomĂliant Ărotocols woğlª £e sğ£Ûect to reºğlationǚ 
minimiĻinº t¿e risks t¿ey Ăresent to consğmersǟ 

230. ,n t¿e case a Ăroºressively ªecentraliĻinº Ărotocol c¿ooses not to Ăroviªe t¿e necessary materials to meet t¿e eliºi£ility of t¿e safe 
¿ar£orǚ sğc¿ a Ărotocol s¿oğlª £e consiªereª nonǺcomĂliant anª t¿erefore is not eliºi£le to £e a cerđiŃeª Ărotocolǟ t¿ile it may £e 
imĂossi£le to Ărevent sğc¿ ªecentraliĻeª Ărotocols from eİistinºǚ t¿e lack of leºitimacy ªğe to t¿e a£sence of cerđiŃcation woğlª 
ªisincentiviĻe mass ğsaºe of a nonǺcomĂliant Ărotocolǟ

FIGURE 4
U÷Đ®ðĐÂ�é�U�Đ¿ī�ıĉ�¸÷ą�
Uą÷ºą®ĉĉÂĪ®éı�Ǻ�
�®¤®ðĐą�éÂĻÂðº�
Uą÷Đ÷¤÷éĉ
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�ase ]tğªyǙ 
c¿®��ÂºÂĐ�é�CÂéé®ððÂğï��÷ĂıąÂº¿Đ��¤Đ�ǳ�C��Ǵ�]�¸®�)�ą£÷ą�

� te£Ş Ăarallel t¿at illğstrates t¿e imĂorđance of safe ¿ar£ors for innovative inªğstries is t¿e Diºital 
Cillenniğm �oĂyriº¿t �ct ǳDC��Ǵ of ŝťťŤǚ w¿ic¿ Ăroviªes a safe ¿ar£or for online service Ăroviªers ǳJ]UǴ £y 
s¿ielªinº t¿em from  lia£ility for t¿e content its ğsers Ăosteªǟ231 tit¿oğt t¿is safe ¿ar£orǚ many of t¿e te£Ş 
comĂanies t¿at ¿ave £ecome foğnªational in facilitatinº Ăğ£lic commğnication anª aªvancinº t¿e ªiºital 
economy woğlª not ¿ave sğrviveª to t¿is ªayǟ 

ȄIt was likely no overstatement to say that the DMCA, and in particular its safe harbor provisions, saved the web 
as we know it today. Without the safe harbor provisions, social networking would likely not exist, and blogging 
would probably be confined to those who could host their own servers rather than being readily accessible to 
the masses at virtually no cost. Without the safe harbor provisions, the nascent field of cloud computing would 
likely have been strangled in the crib, or at least stunted and twisted to carefully fit the confines of the most recent 
court case. Without the safe harbor provisions being codified, Google most likely would have refused to purchase 
YouTube due to the obvious concerns about secondary liability that such a service model provides.”232

hnªer t¿e DC��ǚ t¿ere are foğr tyĂes of safe ¿ar£or Ărovisions £aseª on t¿e tyĂe of J]U activityǙ storaºeǚ 
transmissionǚ cac¿inºǚ anª ğse of information location toolsǟ233 ]afe ¿ar£or eliºi£ility conªitions inclğªe 
reĄğirinº J]Us to aªoĂt measğres to aªªress ğsers w¿o reĂeateªly infrinºe coĂyriº¿ts anª to not interfere 
wit¿ coĂyriº¿t owners w¿en t¿ey try to iªentify anª Ărotect t¿eir worksǟ234 Eac¿ safe ¿ar£or Ărovision ¿as 
aªªitional eliºi£ility conªitionsǟ235 For eİamĂleǚ to £e eliºi£le for t¿e Ȇstoraºe safe ¿ar£orǚȇ J]Us mğst aºree 
to take ªown t¿e infrinºinº material ğĂon knowleªºe or awareness of a violationǟ236

Dascent starđğĂs ofđen are ğna£le to afforª t¿e costs of litiºationǚ even w¿en t¿ey are conŃªent of winninº 
ªğeǟ237 �y removinº reºğlatory ğncerđaintyǚ small te£Ş comĂanies were emĂowereª to innovate more 
freelyǟ238 Fğrđ¿ermoreǚ t¿e DC��ȇs safe ¿ar£or Ărovisions encoğraºeª investments in many of starđğĂs t¿at 
ot¿erwise woğlª not ¿ave £een fğnªeª wit¿oğt t¿ese reºğlatory eİemĂtionsǟ239

Jğtsiªe t¿e h]ǚ many coğntries also recoºniĻeª t¿e imĂorđance of safe ¿ar£ors in fosterinº innovative 
tec¿noloºy inªğstries ªğrinº te£Şǟ ,n a ŞŜŜť �ğstralian ºovernment reĂorđ on £ğilªinº t¿e coğntryȇs ªiºital 
economyǚ t¿e ºovernment ¿iº¿liº¿teª t¿e fact t¿at safe ¿ar£ors coğlª ¿elĂ £ğsinesses reªğce t¿e risks 
arisinº from reºğlatory ğncerđaintyǚ atđractinº ºreater investment into t¿e coğntryǟ240 )oweverǚ a safe ¿ar£or 
wit¿ overlyǺstrinºent restrictions can stifle nascent £ğsinessesǟ For eİamĂleǚ ğnªer Franceȇs imĂlementation 
of t¿e ŞŜŜŜ Directive on Electronic �ommerce ǳE�DǴǸt¿e EğroĂean Ăarallel to t¿e DC��Ǹwe£site 
Ăğ£lis¿ers were ineliºi£le for t¿e safe ¿ar£or Ărotections t¿at ot¿er EğroĂean we£site Ăğ£lis¿ers ¿aªǟ 
Eventğallyǚ Frenc¿ social news sitesǚ sğc¿ as FğĻĻǟfrǚ ¿aª to s¿ğt ªownǟ 241 

231. cimot¿y tisemanǚ =imitinº ,nnovation c¿roğº¿ tillfğl �linªnessǚ ŝŠ Univ. nevǟ =ǟ7ǟ ŞŝŜǚ ŞŝŜǺŝš ǳŞŜŝşǴǚ ¿tđĂsǙǥǥsc¿olarsǟlawǟğnlvǟeªğǥcºiǥ
viewcontentǟcºiǠarđicleȧŝšşŝɤconteİđȧnlÛ.

232. Id. at 515. 

233. ŝţ hǟ]ǟ�ǟ šŝŞǤ see also Citc¿ell �immermanǚ Your DMCA Safe Harbor Questions Answered, Fenwick ǳŞŜŝţǴǚ ¿tđĂsǙǥǥassetsǟfenwickǟcomǥ
leºacyǥFenwickDocğmentsǥDC��ǺW�ǟĂªf.

234. Id. 

235. ŝţ hǟ]ǟ�ǟ šŝŞǤ �onºǟ Ysc¿ǟ ]ervǟǚ Diºital Cilleniğm �oĂyriº¿t �ct ǳDC��Ǵ SAFe hArbor proviSionS For online Service providerS: A legAl 
overview ǳŞŜŞŜǴ �oĂyriº¿t �ctǟ 

236. Id.

237. Id.

238. See tiseman supra note 231, at 215. 

239. Id.

240. Id. at 229.

241. See tiseman supra note 231, at 229.

http://Fuzz.fr
https://scholars.law.unlv.edu/cgi/viewcontent.cgi?article=1531&context=nlj
https://scholars.law.unlv.edu/cgi/viewcontent.cgi?article=1531&context=nlj
https://assets.fenwick.com/legacy/FenwickDocuments/DMCA-QA.pdf
https://assets.fenwick.com/legacy/FenwickDocuments/DMCA-QA.pdf
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FIGURE 5 
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Source: ɣmica¿ £oswell/unsplash
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DeFi is a Ąğickly ºrowinº anª evolvinº inªğstryǚ £ğt it is still nascentǟ c¿is ĂaĂerȇs ĂroĂoseª ȆYeºğlate �ğsinessesǚ 
Dot Uğ£lic $ooª Urotocolsȇ aĂĂroac¿ to reºğlation Ăroviªes many of t¿e necessary economic anª reºğlatory 
incentives to encoğraºe DeFi Ărotocols to £e eit¿er ǳŝǴ reºğlateª as £ğsinesses or ǳŞǴ not eİĂlicitly reºğlateª ªğe 
to t¿eir statğs as a Uğ£lic $ooª Urotocolǚ w¿ic¿ can £e facilitateª £y oğr ĂroĂoseª reºğlatory safe ¿ar£or Ăroºramǟ 
Canªatory ªisclosğre o£liºations woğlª £e t¿e resĂonsi£ility of t¿e aĂĂǺoĂeratinº £ğsinessesǚ anª t¿is ªisclosğre 
reºime woğlª £e en¿anceª £y a cerđiŃcation reºime w¿ere£y t¿e ,�YJ Ăroviªes inªeĂenªent cerđiŃcation of Uğ£lic 
$ooª Urotocolsǟ ,mĂorđantlyǚ aª¿erinº to t¿e ğĂªateª reºğlatory ĂrinciĂle of ȆSame Activity, Different Risk, Different 
Regulation but Same Regulatory Outcomeǚȇ t¿is framework will ¿elĂ foster t¿e Ăositive £eneŃts sğĂĂorđeª £y t¿e 
oĂen soğrceǚ ağtonomoğsǚ stanªarªiĻeªǚ anª nonǺªiscriminatory featğres of Uğ£lic $ooª Urotocols t¿at will serve 
as t¿e Ăğ£lic ºooªs infrastrğctğre for t¿e DeFi anª te£ş ecosystem of t¿e fğtğreǟ  
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]incere aĂĂreciation is eİđenªeª to t¿e inªiviªğals £elowǚ w¿o in many cases sĂent nğmeroğs ¿oğrs Ăroviªinº 
critical inĂğt anª feeª£ack to t¿e ªrafđsǟ c¿ese inªiviªğals reĂresent t¿e maÛority of ��, mem£ersǚ anª t¿eir ªiverse 
insiº¿ts are fğnªamental to t¿e sğccess of t¿is workǟ 
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